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Management Overview

The section shows you how to access Eucalyptus with a web-based console and with command line tools. This
section also describes how to perform common management tasks.

This document isintended to be areference. Y ou do not need to read it in order, unless you are following the
directions for a particular task.

Document version: Build 6 (2018-04-23 17:04:28 UTC)

Overview of Eucalyptus

Eucalyptusis a Linux-based software architecture that implements scalable, efficiency-enhancing private and hybrid
clouds within an enterprise’ s existing I T infrastructure. Because Eucalyptus provides Infrastructure as a Service
(laas), you can provision your own resources (hardware, storage, and network) through Eucalyptus on an as-needed
basis.

A Eucayptus cloud is deployed across your enterprise's on-premise data center. As aresult, your organization has
afull control of the cloud infrastructure. Y ou can implement and enforce various level of security. Sensitive data
managed by the cloud does not have to leave your enterprise boundaries, keeping data completely protected from
external access by your enterprise firewall.

Eucalyptus was designed from the ground up to be easy to install and non-intrusive. The software framework is
modular, with industry-standard, language-agnostic communication. Eucalyptusis also uniquein that it provides a
virtual network overlay that isolates network traffic of different users aswell as allows two or more clusters to appear
to belong to the same Local Area Network (LAN).

Eucalyptus also is compatible with Amazon’s EC2, S3, and |AM services. This offers you hybrid cloud capability.

Command Line Interface

Eucalyptus supports two command line interfaces (CLIs): the administration CLI and the user CLI.

The administration CLI isinstalled when you install Eucalyptus server-side components. The administration CLI is
for maintaining and modifying Eucalyptus.

The other user CLI, called Euca2ools, can be downloaded and installed on clients. Euca2ools is a set of commands for
end users and can be used with both Eucalyptus and Amazon Web Services (AWS).

CC-BY-SA, Eucalyptus Cloud
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After you install and initially configure Eucalyptus, there are some common administration tasks you can perform.

This section describes these tasks and associated concepts.

Cloud Overview

This topic presents an overview of the componentsin Eucalyptus.

Eucalyptusis comprised of several components: Cloud Controller, Walrus, Cluster Controller, Storage Controller, and
Node Controller. Each component is a stand-alone web service. This architecture allows Eucalyptus both to expose
each web service as awell-defined, language-agnostic API, and to support existing web service standards for secure

communication between its components.

Cloud Controller

Walrus

Cluster Controller

Storage Controller

The Cloud Controller (CLC) isthe entry-point into the
cloud for administrators, developers, project managers,
and end-users. The CLC queries other components

for information about resources, makes high-level
scheduling decisions, and makes requests to the Cluster
Controllers (CCs). Asthe interface to the management
platform, the CLC is responsible for exposing and
managing the underlying virtualized resources (servers,
network, and storage). Y ou can access the CL C through
command line tools that are compatible with Amazon’s
Elastic Compute Cloud (EC2).

Walrus allows users to store persistent data, organized
as buckets and objects. Y ou can use Walrus to create,
delete, and list buckets, or to put, get, and delete objects,
or to set access control policies. Walrusisinterface
compatible with Amazon’s Simple Storage Service (S3).
It provides a mechanism for storing and accessing virtual
machine images and user data. Walrus can be accessed
by end-users, whether the user is running a client from
outside the cloud or from avirtual machine instance
running inside the cloud.

The Cluster Controller (CC) generally executes on
amachine that has network connectivity to both the
machines running the Node Controller (NC) and to

the machine running the CLC. CCs gather information
about a set of NCs and schedules virtual machine (VM)
execution on specific NCs. The CC aso manages the
virtual machine networks. All NCs associated with a
single CC must be in the same subnet.

The Storage Controller (SC) provides functionality
similar to the Amazon Elastic Block Store (Amazon
EBS). The SC is capable of interfacing with various
storage systems (NFS, iSCSI, SAN devices, etc.). Elastic
block storage exports storage volumes that can be
attached by aVM and mounted or accessed as araw
block device. EBS volumes persist past VM termination
and are commonly used to store persistent data. An EBS
volume cannot be shared between VMs and can only

CC-BY-SA, Eucalyptus Cloud
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be accessed within the same availability zone in which
the VM isrunning. Users can create snapshots from
EBS volumes. Snapshots are stored in Walrus and made
available across availability zones. Eucalyptus with SAN
support lets you use your enterprise-grade SAN devices
to host EBS storage within a Eucalyptus cloud.

Node Controller The Node Controller (NC) executes on any machine that
hosts VM instances. The NC controls VM activities,
including the execution, inspection, and termination of
VM instances. It also fetches and maintains alocal cache
of instance images, and it queries and controls the system
software (host OS and the hypervisor) in response to
queries and control requests from the CC. The NC isalso
responsible for the management of the virtual network
endpoint.

Cloud Best Practices

This section details Eucalyptus best practices for your private cloud.

Synchronize Clocks

Eucalyptus checks message timestamps across components in the cloud infrastructure. This assures command
integrity and provides better security.

Eucalyptus components receive and exchange messages using either Query or SOAP interfaces (or both). Messages
received over these interfaces are required to have some form of atime stamp (as defined by AWS specification)

to prevent message replay attacks. Because Eucalyptus enforces strict policies when checking timestamps in the
received messages, for the correct functioning of the cloud infrastructure, it is crucia to have clocks constantly
synchronized (for example, with ntpd) on all machines hosting Eucalyptus components. To prevent user command
failures, it is aso important to have clocks synchronized on the client machines.

Following the AWS specification, all Query interface requests containing the Timestamp element are rejected as
expired after 15 minutes of the timestamp. Requests containing the Expires element expire at the time specified by the
element. SOAP interface requests using WS-Security expire as specified by the WS-Security Timestamp element.

When checking the timestamps for expiration, Eucalyptus allows up to 20 seconds of clock drift between
the machines. Thisis a default setting. Y ou can change this value for the CLC at runtime by setting the
boot st rap. webservi ces. cl ock_skew_sec property asfollows:

_______________________________________________________________________________________________________________________

For additional protection from the message replay attacks, the CLC implements areplay detection algorithm and
rejects messages with the same signatures received within 15 minutes. Replay detection parameters can be tuned as
described in Configure Replay Protection.

Configure SSL

In order to connect to Eucalyptus using SSL, you must have avalid certificate for the Cloud Controller (CLC). You
must also be running the Cloud Controller and Cluster Controller (CC) on separate machines.

Create a keystore

Eucalyptus uses a PK CS12-format keystore. If you are using a certificate signed by atrusted root CA, use the
following command to convert your trusted certificate and key into an appropriate format:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

CC-BY-SA, Eucalyptus Cloud
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Note: this command will request an export password, which is used in the following steps.

Save a backup of the Eucalyptus keystore, at / var /| i b/ eucal ypt us/ keys/ euca. p12, and then import your
keystore into the Eucalyptus keystore as follows:

_______________________________________________________________________________________________________________________

-srckeystore tnp.pl2 -srcstoretype pkcsl2 -srcstorepass [export_password] \
- dest keystore /var/lib/eucal yptus/keys/euca. pl2 -deststoretype pkcsl2 \
- dest st orepass eucal yptus -alias [key_alias] \

_______________________________________________________________________________________________________________________

Enable the Cloud Controller to use this keystore

Run the following commands on the Cloud Controller (CLC):

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Restart the CLC by runningsyst entt| restart eucal yptus-cl oud. servi ce orsyst entt|
restart eucal yptus-cl oud. servi ce.

Optional: Configure the Cloud Controller to redirect requests on port 443 to port 8773

The Cloud Controller listens for both SSL and hon-SSL connections on port 8773. If you have other tools that expect
to speak SSL on port 443, you should forward requests on that port to port 8773. For example, the following iptables
command can be used:

Storage Volumes

Eucal yptus manages storage volumes for your private cloud. Volume management strategies are application specific,
but this topic includes some general guidelines.

When setting up your Storage Controller, consider whether performance (bandwidth and latency of read/write
operations) or availability is more important for your application. For example, using several smaller volumes will
allow snapshots to be taken on arolling basis, decreasing each snapshot creation time and potentially making restore
operations faster if the restore can be isolated to a single volume. However, asingle larger volume allows for faster
read/write operations from the VM to the storage volume.

An appropriate network configuration is an important part of optimizing the performance of your storage volumes.
For best performance, each Node Controller should be connected to a distinct storage network that enables the NC to
communicate with the SC or SAN, without interfering with normal NC/VM-instance network traffic.

Eucalyptus includes configurable limits on the size of asingle volume, as well as the aggregate size of all volumes on
an SC. The SC can push snapshots from the SAN device, where the volumes reside, to Walrus, where the snapshots
become available across multiple clusters. Smaller volumes will be much faster to snapshot and transfer, whereas
large volumes will take longer. However, if many concurrent snapshot requests are sent to the SC, operations may
take longer to complete.

Although an SC can manage an arbitrary number of volumes, intermittent issues have been reported with some
hypervisors when attaching more than 16 volumes to a single NC. Where possible, limiting the number of volumesto
no more than 16 per NC is advisable.

EBS volumes are created from snapshots on the SC or SAN, after the snapshot has been downloaded from Walrus to
the device. Creating an EBS volume from a snapshot on the same cluster as the source volume of the snapshot will
reduce delays caused by having to transfer snapshots from Walrus.

Cloud Tasks
This section contains a listing of your Eucalyptus cloud-related tasks.

CC-BY-SA, Eucalyptus Cloud
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Inspect System Health

Eucalyptus provides access to the current view of service state and the ability to manipulate the state. Y ou can
inspect the service state to either ensure system health or to identify faulty services. Y ou can modify a service state to
maintain activities and apply external service placement policies.

View Service State
Usetheeuser v-descri be- servi ces command to view the service state. The output indicates:

« Component type of the service

» Partition in which the service is registered

* Unique name of the service

e Current view of service state

» Last reported epoch (this can be safely ignored)

* SeviceURI

« Fully qualified name of the service (Thisis needed for manipulating services that did not get unique names during
registration. For example: internal services like reporting or DNS)

The default output includes the services that are registered during configuration, as well as information about the
DNS service, if present. Y ou can obtain additiona service state information, such asinternal services, by providing
the - a flag.

Y ou can aso make requests to retrieve service information that is filtered by either:

e current state (for example, NOTREADY)

» host where service is registered

e partition where serviceis registered

» type of service (for example, CC or Walrus)

When you investigate service failures, you can specify - event s to return asummary of the last fault. Y ou can
retrieve extended information (primarily useful for debugging) by specifying - event s - event s-ver bose.
Heartbeat Service

htt p: // CLClI PADDRESS: 8773/ ser vi ces/ Hear t beat providesalist of components and their respective
statuses. This allows you to find out if aserviceis enabled without requiring cloud credentials.

Modify Service State

To modify aservice:

Enter the following command on the CLC, Walrus, or SC machines:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

If you want to shut down the SC for maintenance. The SC is SC00 is ENABLED and needs to be
DI SABLEDfor maintenance.

To stop SCOO first verify that no volumes or snapshots are being created and that no volumes are
being attached or detached, and then enter the following command on SCQOO:

_____________________________________________________________________________________________________

_____________________________________________________________________________________________________

_____________________________________________________________________________________________________

CC-BY-SA, Eucalyptus Cloud
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When maintenance is complete, you can start the eucalyptus-cloud process on SC00, which will
enter the DI SABLED state by default.

.....................................................................................................

Monitor the state of servicesusing euser v- descri be- servi ces until SCO0 is ENABLED.

View User Resources
To seeresource use by your cloud users, Eucalyptus provides the following commands with the - ver bose flag.

euca- descri be- groups ver bose: Returnsinformation about security groupsin your account, including
output type identifier, security group ID, security group name, security group description, output type identifier,
account 1D of the group owner, name of group granting permission, type of rule, protocol to allow, start of port
range, end of port range, source (for ingress rules) or destination (for egress rules), and any tags assigned to the
Ssecurity group.

euca-descri be-i nst ances ver bose: Returnsinformation about your instances, including output type
identifier, reservation 1D, name of each security group the instance isin, output type identifier, instance ID for
each running instance, EMI ID of the image on which the instance is based, public DNS name associated with
the instance (for instances in the running state), private DN'S nhame associated with the instance (for instances

in running state), instance state, key name, launch index, instance type, launch time, availability zone, kernel

ID, ramdisk 1D, monitoring state, public IP address, private | P address, type of root device (ebs or instance-
store), placement group the cluster instance isin, virtualization type (paravirtual or hvm), any tags assigned to the
instance, hypervisor type, block device identifier for each EBS volume the instance is using, along with the device
name, the volume ID, and the timestamp.

euca- descri be- keypai rs ver bose: Returnsinformation about key pairs available to you, including
keypair identifier, keypair name, and private key fingerprint.

euca- descri be- snapshots ver bose: Returnsinformation about EBS snapshots available to you,
including snapshot identifier, ID of the snapshot, ID of the volume, snapshot state (pending, completed, error),
timestamp when snapshot initiated, percentage of completion, ID of the owner, volume sized, description, and any
tags assigned to the snapshot.

euca- descri be-vol unes ver bose: Describes your EBS volumes, including volume identifier, volume
ID, size of the volume in GiBs, snapshot from which the volume was created, avail ability zone, volume state
(creating, available, in-use, deleting, deleted, error), timestamp of the volume creation, and any tags assigned to
the volume.

Change Network Configuration

Y ou might want to change the original network configuration of your cloud. To change your network configuration,
perform the tasks listed in this topic.

A DN P

Logintothe CLC and openthe/ et c/ eucal ypt us/ eucal ypt us. conf file
Navigate to the Networking Configuration section and make your edits.
Savethefile.

Restart the Cluster Controller.

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Networking Configuration Options

All network-related options specified in /etc/eucalyptus/eucal yptus.conf use the prefix VNET _. The most commonly
used VNET options are described in the following table.

Important: If you changethevalue of intheeucal ypt us. conf file, you must restart the Cluster Controller.
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Option Description Component

VNET_BRI DGE Thisisthe name of the bridge interface to which Node

instances' network interfaces should attach. A physical | controller
interface that can reach the CC must be attached to this
bridge. Common setting for KVM isbr 0.

VNET_DHCPDAEMON The 1SC DHCP executable to use. Thisis set to adistro- | Node

dependent value by packaging. The internal defaultis/ | controller
usr/ sbi n/ dhcpd3.

VNET_MODE The networking mode in which to run. The same mode | All CCsand

must be specified on all CCsand NCsin your cloud. NCs
Valid values; EDGE

VNET_PRI VI NTERFACE The name of the network interface that is on the same Node
network as the NCs. Controller
Default: et hO

VNET_PUBI NTERFACE Thisisthe name of the network interface that is Node

connected to the same network as the CC. Depending on | controller
the hypervisor's configuration this may be abridge or a
physical interface that is attached to the bridge.

Default: et hO

Add a Node Controller
If you want to increase your system’s capacity, you’ |l want to add more Node Controllers (NCs).

To add an NC, perform the following tasks:

Log in to the CLC and enter the following command:

____________________________________________________________________________________________________________________

When prompted, enter the password to log into each node.
Eucalyptus requires this password to propagate the cryptographic keys.

Migrate Instances Between Node Controllers
In order to ensure optimal system performance, or to perform system maintenance, it is sometimes necessary to move
running instances between Node Controllers (NCs). Y ou can migrate instances individually, or migrate all instances
from agiven NC.

Important: For migrations to succeed, you must have | NSTANCE PATH set to the same value in the
eucal ypt us. conf fileoneach NC.

To migrate a single instance to another NC, enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Y ou can aso optionally specify - - i ncl ude- dest HOST_NC | Por--excl ude-dest HOST_NC | P,
to ensure that the instance is migrated to one of the specified NCs, or to avoid migrating the instance to any of the
specified NCs. These flags may be used more than once to specify multiple NCs.

To migrate all instances away from an NC, enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Y ou can aso optionally specify euser v- nodi fy-servi ce -s stop HOST_NC | P, to stop the specified
NC and ensure that no new instances are started on that NC while the migration occurs. This allows you to safely
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remove the NC without interrupting running instances. The NC will remain in the DISABLED state until it is
explicitly enabled using euser v- nodi fy-service -s start HOST_NC I P.

In some cases, timeouts may cause amigration to initially fail. Run the command again to complete the migration.

If the migration fails, check thenc. | og file on the source and destination NCs. If you see an error similar to:

_______________________________________________________________________________________________________________________

... then ensure the NCs have the same interface and bridge device names, as described in Configure Bridges.

Remove a Node Controller
Describes how to delete NCsin your system.

If you want to decrease your system’s capacity, you' [l need to decrease NC servers. To delete an NC, perform the
following tasks.

Log in to the CC and enter the following command:

____________________________________________________________________________________________________________________

Restart Eucalyptus
Describes the recommended processes to restart Eucalyptus, including terminating instances and restarting Eucalyptus
components.

Y ou must restart Eucalyptus whenever you make a physical change (e.g., switch out routers), or edit the
eucalyptus.conf file. To restart Eucalyptus, perform the following tasks in the order presented.

Tip: Beforeyou restart Eucalyptus, we recommend that you notify all usersthat you are terminating all instances.

Shut Down All Instances
To terminate all instances on al NCs perform the steps listed in this topic.

To terminate all instances on all NCs:

Enter the following command:

____________________________________________________________________________________________________________________

Restart the CLC

Log in to the CLC and enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

All Eucalyptus components on this server will restart.

Restart Walrus

Log into Walrus and enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Restart the CC

Log in to the CC and enter the following command:

____________________________________________________________________________________________________________________

Restart the SC

Log in to the SC and enter the following command:

____________________________________________________________________________________________________________________
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Restart an NC
To restart an NC perform the steps listed in this topic.

1. Logintothe NC and enter the following command:

____________________________________________________________________________________________________________________

2. Repeat for each NC.

Y ou can automate the restart command for all of your NCs. Store alist of your NCsin afile called
nc- host s that lookslike:

nc- host - 01

'nc- host - nn

_____________________________________________________________________________________________________

_____________________________________________________________________________________________________

_____________________________________________________________________________________________________

Shut Down Eucalyptus
Describes the recommended processes to shut down Eucalyptus.
There may be times when you need to shut down Eucalyptus. This might be because of a physical failure, topological

change, backing up, or making an upgrade. We recommend that you shut down Eucalyptus componentsin the reverse
order of how you started them. To stop the system, shut down the components in the order listed.

Tip: Before you shut Eucalyptus down, we recommend that you notify all usersthat you are terminating all
instances.

Shut Down All Instances
To terminate all instances on all NCs perform the steps listed in this topic.

To terminate all instances on al NCs:

Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Shut Down the NCs
To shut down the NCs perform the steps listed in this topic.

To shut down the NCs:

1. Loginasroot to amachine hosting an NC.
2. Enter the following command:

____________________________________________________________________________________________________________________

3. Repest for each machine hosting an NC.

Shut Down the CCs
To shut down the CCs:

1. Loginasroot to a machine hosting a CC.
2. Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

3. Repest for each machine hosting a CC.
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Shut Down the SCs
To shut down the SC:

1. Loginasroot to the physical machine that hosts the SC.
2. Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

3. Repeat for any other machine hosting an SC.

Shut Down Walrus
To shut down Walrus;

1. Login asroot to the physical machine that hosts Walrus.
2. Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Shut Down the CLC
To shut down the CLC:

1. Loginasroot to the physical machine that hosts the CLC.
2. Enter the following command:

____________________________________________________________________________________________________________________

Disable CloudWatch
To disable CloudWatch, run the following command.

CC-BY-SA, Eucalyptus Cloud



Operations

Eucalyptus | Operations | 15

This section contains concepts and tasks associated with operating your Eucalyptus cloud.

Operations Overview

This section is for architects and cloud administrators who plan to deploy Eucalyptus in a production environment. It

is not intended for end users or proof-of-concept installations.

To run Eucalyptus in a production environment, you must be aware of your hardware and network resources. This
guideis to help you make decisions about deploying Eucalyptus. It is aso meant to help you keep Eucal yptus running

smoothly.

Planning Your Deployment

To decide on your deployment's scope, determine the use case for your cloud. For example, will this be asmall dev-

test environment, or alarge and scalable web services environment?

To help with scoping your deployment, see Plan Y our Installation in the Installation Guide. There you will find

solution examples and physical resource information.

Testing Your Deployment

This topic details what you should test when you want to make sure your deployment is working. The following

suggested test plan contains tasks that ensure DNS, imaging, and storage are working.

DNS
» Verify that instances can ping their:
* Private DNS name

e Public DNS name
« Verify that instances are pingable on their public DNS names from:

¢ Outside the cloud
* Aninstanceinside the cloud

Imaging

« Verify that an EBS-backed image boots successfully

» Verify that you can create an image from a running EBS-backed instance
« Verify that you can install a new Ubuntu image

» Verify that you can deregister an image

» Verify that you can import an instance

* Verify that you can import avolume

Walrus

» Verify that you can make a basic s3cmd request
« Verify that you can successfully perform a multi-part upload (use a 1G+ file)
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Customizing Your Deployment

For most production deployments, we recommend that you use a configuration management tool. Customers have
been successful deploying using the following:

o Chef

e Puppet F-Secure

e Anisible

This section describes the most commonly applied post-install customizations and the issues they pose:

*  Over-subscription

« Networking changes (EDGE and Managed modes)

* Reporting / CloudWatch tweaks/customizations

» Capacity changes

Over-subscription
Over-subscription refers to the practice of expanding your computer beyond its limits. Over-subscription applies only
to node controllers. Y ou may modify disks and cores to allow enough usage buffer for your instance.
1. Navigateto/ et c/ eucal ypt us/ andlocatetheeucal ypt us. conf file.
2. Edit the following values to define the appropriate size buffers for your instances:
Option Description
NC WORK_SI ZE Defines the amount of disk space available for
instances to be run.

Defaults to 1/3 of the currently available disk space on
the NC, and NC_CACHE_SIZE defaults to the other

2/3.

NC_CACHE_SI ZE Defines how much disk space is needed for images to
be cached.

MAX_CORES Defines the maximum number of coresthat can be

provided to VMson each NC. If it is O or not present,
then the only limit on the number of instancesisthe
number of cores available on the NC. If it is present,
any value greater than 256 is treated as 256.

3. Inorder for these changes to take effect, you must restart the NC.

Networking Changes (EDGE and Managed modes)

Y ou can modify the default by adding network IPs to your cloud or changing your network from Managed to EDGE
mode. Changing these values do not require shutting down the whole system.

Add Network IPs
To add network |Ps:

* In EDGE mode, adding or changing the IP involves creating a JSON file and uploading it the Cloud Controller
(CLC). See Configure for Edge Mode for more details.
No restart needed, changes apply automatically.

Change Modes
Y ou can modify the default network from Managed to EDGE networking mode.

e See Eucalyptus Migration to Edge Networking Mode for more details.
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Change Reporting/CloudWatch Properties
Y ou can change the following reporting and CloudWatch properties:

Reporting Property Description

cl oud. moni tor. defaul t _pol | _i nt erval _ni nsThisis how often the CL C sends a request to the CC for
sensor data. Default valueis 5 minutes. If you set it to 0
= no reporting. The more often you poll, the more hit on
system performance.

reporting.default_wite_interval _m ns [How often polled dataiswritten to the database.

cl oud. noni tor. history_si ze Thisis how many data value samples are sent in each
sensor data request. The default valueis 5. How many
samples per poll interval.

cl oudwat ch. di sabl e_cl oudwat ch_servi ce |Disables CloudWatch when set to true.

Change Capacity
Capacity changes refer to adding another zone or more nodes.

1. Toadd ancther zone, install, start, and register.
2. To add more nodes, see Add a Node Controller.

Managing Policies

This topic details best practices for managing your cloud policies.

» Establish aworkflow for account creation, including the initial request for a cloud account and the email
containing credentials.

e Limit your use of individual policies. Focus your policies on groups and add individuals to the group.

« Usegroupsto assign permissionsto individual users. Limit the use of policies for individual users.

For more information about policy best practices, see IAM Best Practices.

Networking
This topic addresses networking in the Eucalyptus cloud.

Networking Modes

Eucalyptus offers different modes to provide you with a cloud that will fit in your current network. For information
what each networking mode has to offer, see Plan Networking Modes.

EC2-Classic Networking

Eucalyptus EDGE networking mode supports EC2-Classic networking. Y our instances run in asingle, flat network
that you share with others. For more information about EC2-Classic networking, see EC2 Supported Platforms.

EC2-VPC Networking

Eucalyptus VPCMIDO networking mode resembles the Amazon Virtua Private Cloud (VPC) product wherein the
network is fully configurable by users. For more information about EC2-V PC networking, see Differences Between
Instances in EC2-Classic and EC2-VPC.
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More Information

For more information about networking, go to the following resources:

Mon

Next Generation Network Driver (introductory for how Eucalyptus is using networking)

Midokura and Eucalyptus AWS VPC Support in Eucalyptus: Midokura + Eucalyptus

EDGE Networking Mode in Eucalyptus cloud

Standard Topology Overview (this PDF is high-level and good for introductory material but not for
troubleshooting)

itoring

This topic includes details about which resources you should monitor.

Component Running Processes

Cloud Controller (CLC) eucalyptus-cloud, postgres, eucanetd (VPCMIDO mode)

User-facing services (UFS) eucalyptus-cloud

Walrus eucalyptus-cloud

Cluster Controller (CC) eucalyptus-cluster

Storage Controller (SC) eucalyptus-sc, tgtd (for DAS and Overlay)

Node Controller (NC) eucalyptus-node, httpd, dhepd, eucanetd (EDGE mode),
gemu-kvm / 1 per instance

Management Console eucaconsole

For port information, see Reserve Ports.

Backup and Recovery

This section provides details on important filesto back up and recover.

Back

Up Eucalyptus Cloud Data

This section explains what you need to back up and protect your cloud data.

We recommend that you back up the following data:

The cloud database: see Back Up the Database

Object storage. For objectsin Walrus, the frequency depends on current load. Use your own discretion to
determine the backup plan and strategy. Y ou must have Walrus running.

» Bucket and object metadata are stored in the cloud database. See Back Up the Database.

« InWalrus, the object datain the buckets are stored in/ var / | i b/ eucal ypt us/ bukki t s on all host
machines running the Walrus Backend service. Back up this entire directory tree. If the total size of your
objectsis not too large for atar file, you can use the tar command. For example:

________________________________________________________________________________________________________________

________________________________________________________________________________________________________________

« For information about backing up Riak, see https.//github.com/basho/basho docs/blob/master/content/riak/
kv/2.1.4/using/cluster-operati ons/backing-up.md.
EBS volumesin each cluster (DAS and Overlay)

« Ensurethat the system is quiescent enough that volumes are unlikely to be written while backing up these files.
e InDAS mode, use LVM to manage and preserve your volumes.

CC-BY-SA, Eucalyptus Cloud


https://eucalyptus.atlassian.net/wiki/display/~chuck/Next+Generation+Network+Driver
https://eucalyptus.atlassian.net/wiki/pages/viewpage.action?pageId=73695426
https://eucalyptus.atlassian.net/wiki/display/DS/EDGE+Networking
https://github.com/basho/basho_docs/blob/master/content/riak/kv/2.1.4/using/cluster-operations/backing-up.md
https://github.com/basho/basho_docs/blob/master/content/riak/kv/2.1.4/using/cluster-operations/backing-up.md

Eucalyptus | Operations | 19

¢ InOverlay mode, volumes are storedin/ var / | i b/ eucal ypt us/ vol unmes on all host machines running
the Storage Controller (SC) service. Back up this entire directory tree, which also contains snapshotsin DAS
and Overlay modes.

The configuration file for the Eucalyptus cloud is stored onthe CLC: / et ¢/ eucal ypt us/
eucal ypt us. conf .

Any configuration file for the Eucalyptus cloud stored on any other host (UFS, CC, etc.): / et ¢/ eucal ypt us/
eucal ypt us. conf .

The cloud security credentials on al hosts (you already backed up the CLC keys as part of the database backup).
Use the tar command:

____________________________________________________________________________________________________________________

The CC and NC configuration files, stored on every CC and NC: / et ¢/ eucal ypt us/ htt pd. conf.
Any Euca2ools (.ini) configuration files, which reside on any Euca2ools host machine. Files can be found in:

« /[etc/euca2ool s/euca2ool s.ini
e [etc/euca2ool s/conf.d/*.ini
e ~/.eucal*.ini,forany user'shome directory.

Note: Others besides the root user can have a~/.euca directory, and any user might have more than one
filein that directory. The user "joe" might have/ hone/ j oe/ . euca withj oe_as_vi ewer. i ni and
j oe_as_admi n.ini files.

Management Console config filesin/ et ¢/ eucaconsol e should be backed up. Typical files:

____________________________________________________________________________________________________________________

ErWe - - - - 1 eucaconsol e eucaconsol e 1505 Jul 19 20: 32 console.crt

= FWXT-Xr-x 1 root r oot 4848 Jul 19 18: 06 consol e.ini
FTWe-- - 1 eucaconsol e eucaconsol e 1704 Jul 19 20: 32 consol e. key
=rWXr-xr-x 1 root r oot 116 Jul 19 18: 06 nenctached

= TWXr-Xr-x 1 root r oot 2969 Jul 19 18: 06 ngi nx. conf
ETWT----- 1 root eucaconsol e 119 Jul 19 20: 32 session-keys. i ni

____________________________________________________________________________________________________________________

Ensure you have your instances private ssh key files stored safely so you can access the instances later.
Eucalyptus and LVM snapshots

« Ensurethat the system is quiescent enough that snapshots are unlikely to be written while backing up these
files.

e Eucalyptus EBS snapshots for DAS and Overlay modesare stored in/ var /| i b/ eucal ypt us/ vol unes
on all host machines running the Storage Controller (SC) service. Back up this entire directory tree, which also
contains EBS volumes in Overlay mode only.

SAN technologies vary, so see the backup documentation for your SAN.

Users are responsible for volume backups using EBS snapshots on their defined schedules.

Back Up the Database
To back up the cloud database follow the steps listed in this topic.

Bucket and object metadata are stored in the Eucalyptus cloud database.
To back up the database
1. LogintotheCLC.

The cloud database is on the CLC.
Extract the Eucalyptus PostgreSQL database cluster into a script file.

____________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________
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Recover Eucalyptus Cloud Data
This topic explains what to include when you recover your cloud.

Recovering Your Cloud Data

Note: When you recover your cloud data, you need to stop all services, recover the files, then start all services again.

We recommend that you recover the following data:

The cloud database: see Restore the Database

Object storage. For objectsin Walrus, the frequency depends on current load. Use your own discretion to
determine the restore plan and strategy.

« Bucket and object metadata are stored in the cloud database. See Restore the Database.

¢ InWalrus, the object datain the bucketsare stored in/ var/ | i b/ eucal ypt us/ bukki t s on all host
machines running the Walrus Backend service. Restore this entire directory tree. If the total size of your
objectsis not too large for atar file, you can use the tar command. For example;

________________________________________________________________________________________________________________

« For information about restoring Riak, see https.//github.com/basho/basho docs/bl ob/master/content/riak/
kv/2.1.4/using/repair-recovery/failure-recovery.md.

EBS volumesin each cluster (DAS and Overlay)

¢ Ensurethat the system is quiescent enough that volumes are unlikely to be written while restoring these files.

¢ InDASmode, use LVM to manage and preserve your volumes.

« InOverlay mode, volumes are stored in/ var / | i b/ eucal ypt us/ vol unmes on all host machines running
the Storage Controller (SC) service. Restore this entire directory tree, which also contains snapshotsin DAS
and Overlay modes.

The configuration file for the Eucalyptus cloud is stored onthe CLC: / et ¢/ eucal ypt us/

eucal ypt us. conf .

Any configuration file for the Eucalyptus cloud stored on any other host (UFS, CC, etc.): / et ¢/ eucal ypt us/
eucal ypt us. conf .

The cloud security credentials on all hosts (you already restored the CLC keys as part of the database restore). Use
the tar command:

____________________________________________________________________________________________________________________

The CC and NC configuration files, stored on every CC and NC: / et ¢/ eucal ypt us/ htt pd. conf.
Any Euca?ools (.ini) configuration files, which reside on any Euca2o00ls host machine. Filesin these directories:

« /[etc/euca2ool s/ euca2oo0l s.ini
e [etc/euca2oo0l s/conf.d/*.ini
e ~/.eucal*.ini,forany user'shome directory.

Note: Others besides the root user can have a~/.euca directory, and any user might have more than one

filein that directory. The user "joe" might have/ home/ j oe/ . euca withj oe_as_vi ewer. i ni and

j oe_as_admi n.ini files.

Management Console config files you backed up from / et ¢/ eucaconsol e should be restored. Typical files:

____________________________________________________________________________________________________________________

ErW- - - - - - 1 eucaconsol e eucaconsol e 1505 Jul 19 20: 32 consol e.crt

- TWXr-Xr-x 1 root r oot 4848 Jul 19 18: 06 consol e.ini

ETW- - - - - - 1 eucaconsol e eucaconsol e 1704 Jul 19 20: 32 consol e. key

- TWXr-Xr-x 1 root r oot 116 Jul 19 18: 06 mentached
=TWXr-xr-x 1 root r oot 2969 Jul 19 18:06 ngi nx. conf
ETWT----- 1 root eucaconsol e 119 Jul 19 20: 32 session-keys.ini

____________________________________________________________________________________________________________________

Ensure you have your instances' private ssh key files stored safely so you can access the instances.
Eucalyptus and LVM snapshots

« Ensurethat the system is quiescent enough that snapshots are unlikely to be written while restoring these files.
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* Eucalyptus EBS snapshots for DAS and Overlay modes are stored in/ var /| i b/ eucal ypt us/ vol unes
on all host machines running the Storage Controller (SC) service. Restore this entire directory tree, which also
contains EBS volumes in Overlay mode only.

« SAN technologies vary, so see the restore documentation for your SAN.

Users are responsible for volume restore using EBS snapshots.

Restore the Database
To restore the cloud database follow the steps listed in this topic.

Tip: Sometimes you'll get this message on both startup and shutdown of the database:

_______________________________________________________________________________________________________________________

... where/ r oot isactually your current directory, meaning if you run the command from/ r oot / di r 1/ subdi r 2,
then the path in the output will be/ r oot / di r 1/ subdi r 2 instead of / r oot . The message is completely benign
and can be ignored.

Torestorethe database
1. Stop the CLC service.

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________
--------------------------------------------------------------------------------------------------------------------
____________________________________________________________________________________________________________________
--------------------------------------------------------------------------------------------------------------------
____________________________________________________________________________________________________________________
--------------------------------------------------------------------------------------------------------------------

____________________________________________________________________________________________________________________

8. Start CLC service

Note: If you are upgrading, skip this step (you don't want to start the CLC service now because you haven't
restored the rest of the cloud data yet; starting the CLC appearsin the installation steps, |ater).

____________________________________________________________________________________________________________________

Troubleshooting

This topic details how to find information you need to troubleshoot most problemsin your cloud.

To troubleshoot Eucalyptus, you must have the following:

« aknowledge about which machines each Eucalyptus component isinstalled on
* root access to each machine hosting Eucalyptus components:

e Cloud Controller (CLC)
e User-facing services (UFS)
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* Walrus
« Storage Controller (SC)
e Cluster Controller (CC)
* Node Controller (NC)
e an understanding of the network mode (EDGE, VPCMIDO)
« anunderstanding of eucanetd and the configuration connecting the Eucalyptus components

For most problems, the procedure for tracing problems is the same: start at the bottom to verify the bottom-most
component, and then work your way up. If you do this, you can be assured that the base is solid. This appliesto
virtually all Eucalyptus components and also works for proactive, targeted monitoring.

For more information about troubleshooting, go to Tipsto Troubleshooting Eucalyptus Part 1 and Part 2.

Eucalyptus Log Files

Usually when an issue arises in Eucalyptus, you can find information that points to the nature of the problem
either in the Eucalyptuslog files or in the system log files. This topic details log file message meanings, location,
configuration, and fault log information.

Log File Location and Content

By default, the Eucalyptus log filesare stored in/ var / | og/ eucal ypt us/ on each machine that hosts a
Eucalyptus component. If Eucalyptus is installed somewhere other than the filesystem root (/ ), log files are stored in
$EUCALYPTUS/ var /| og/ eucal ypt us/ .

CLC, Walrus, SC, and UFS Log Files
Cloud controller (CLC), Walrus, Storage controller (SC), and User-Facing Services (UFS) log files are as follows:

Log File Description

cl oud-cluster.|og Thislog contains information about your clusters as the
CLC seesthings:. current status, current capacity, and
any problems. These logs can help you detect if thereis
acapacity or communication issue associated with your
clusters.

eucanetd. | og Thislog contains information about network health for
network artifacts managed by eucanetd and running on
the CLC (only in VPCMIDO mode).

cloud-fault.!log Thisfileisreserved for issues with known error codes
and known resolutions.

cl oud- out put . | og Thisfile contains al info-level logs for the Java
component itself. If there are multiple Java components
on asingle host (for example, CLC and Walrus), the
info-level logs for all of the components will go here.

cl oud- debug. | og Thisfile contains all messages generated from debug-
level logging.
cloud-error.|og Thisfile contains is enabled by default alongside info.

Along with ¢l oud- out put . | og, thecl oud-
error. | ogisoneof thefirst places you should look.

cl oud- exhaust . | og Thisfile contains errors and warnings.

cl oud-extrene. | og Thisislegitimately a setting for developers only,
because production usage would fill up the hard drive
with log files very quickly.
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Log File Description

startup. | og For Eucalyptus deployments on RHEL / CentOS6:

STDOUT and STDERR were redirected to this log

file for system startup. This file contains system VM
startup output including system bootstrap information,
component bootstrap configuration, local service
discovery, and network interfaces. (As of Eucalyptus 4.3,
thislog info goesto/ var /| og/ nessages.)

upgr ade. | og This file records the output from upgrade process. Same
as seen on the command line when upgrading.

cl oud-requests. | og Thisfileis only located on the UFS component and logs
the system requests made to the different services: ec2,
autoscaling, cloudformation, etc.

I'var/log/ messages Thisfile contains any general host problems. For
example: networking issues, disk space, hardware
failures.

For Eucalyptus deployments on RHEL / CentOS 7:

Also includes STDOUT and STDERR for system
startup. Thisfile contains system JVM startup output
including system bootstrap information, component
bootstrap configuration, local service discovery, and
network interfaces.

CC Log Files

For the Cluster controller (CC), the general types of errorsto look for are errors with node orchestration,
communication issues between CC and NCs, and tunneling issues with multi-cluster configurations (to span security
groups across AZs). Log files are as follows:

Log File Description

cc.log Thisisthe canonical place for CC error messages, and
isthe common log for al info and warning messages as
well. In the C code, we mostly follow syslog practices.
Y ou can change the CC logging level on the fly

with arestart. Log messages tend to be readable and
informative.

cc-fault.log This file contains issues with known error codes and
known resolutions.

axi s2c. | og Thisfileisfor the web services stack on the CC. Web
services calls get trandated here. It is not too "user-
friendly" for parsing, but you normally do not need to go
through it. Most issues appearing in thisfile have to do
with credentia errors or OpenSSL issues.

httpd-cc_error_| og Thisfile generally contains information about events
around the web services stack. For example: component
start or stop, IP tables, or networking errors.

/var/| og/ nessages Thisfile contains any general host problems as well as
DHCP bridge issues and general network-related issues.
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NC Log Files

For the Node controller (NC) log files generally detail instance tasks, instance lifecycle, and instance operations. NC
log filesare asfollows:

Log File Description

nc. | og Thisfileisthe common file for all info, error, and
warning messages. It is agood starting place for all
issues on an NC.

eucanet d. | og Thislog contains information about network health

for network artifacts (iptables, ipsets, ebtables, dhcpd)
managed by euncanetd and running on the NC (in EDGE
mode).

axi s2c. | og Thisfileisfor the web services stack on the NC. Web
services calls get translated here. It is hot too "user-
friendly" for parsing, but you normally do not need to go
through it. Most issues appearing in this file have to do
with credential errors or OpenSSL issues.

htt pd- nc_error_I og Thisfile generally contains information about events
around the web services stack. For example: component
start or stop, | P tables, or networking errors.

nc-fault.!| og Thisfile contains issues that have known error codes and
known resolutions.

euca_test _nc.log When the NC starts up, it runs through a self-test. This
file contains log message from that process. It is useful
toreview if you have afresh NC and you're seeing
issues.

/var/| og/ nessages Thisfile contains any general host problems as well as
high-level KVM, libvirt, and general hypervisor issues.
It also contains iSCSI/EBS issues (usually connecting
instances to storage), and networking issuesin certain
Eucalyptus networking modes (most useful in EDGE
mode).

[var/log/libvirt/* Various low-level libvirt errors and low-level QEMU
and KVM errors.

API Services Running As Instances

The following log files are relevant to cloud administrators who have access to instances directly:

Log File Description

wor ker . | og Logs on the Image Worker image are stored in/ var /
| og/ eucal ypt us-i magi ng- wor ker .

servo. | og Logson agiven Elastic Load Balancer (ELB) are stored
in/var /| og/ | oad- bal ancer - servo.

System Log Files

Y ou might also find helpful information about the nature of an issue in the system logs. In particular, the following
logs may be relevant:

e /var/log/ nessages
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All messages that show up as FAULT, FATAL, or ERROR require an action by the administrator.

FAULT

FATAL

ERROR

WARN

INFO

DEBUG

TRACE (backend) or EXTREME (frontend)

Log File Configuration

Anything identified in afault log has an identifiable
cause and an identifiable solution, but one that
Eucalyptus cannot fix by itself. The administrator needs
to act immediately.

Any condition that indicates that Eucalyptus has failed
(for example, OOM).

Any condition for which an operator must take
immediate action to identify and/or remedy.

An indication that the system could not perform atask,
but does not necessarily indicate that immediate action
by the operator is required. For example, when a user
tries to allocate a bucket when their quotais exceeded, or
when an action is being retried unsuccessfully, with the
final timeout possibly giving ERROR instead of WARN.

Thisisthe default recommended log level. Any log
message that contains useful information to see “what
is happening” and generally indicates healthy activity.
For example, anytime auser runseuca- descri be-
i nst ances (that is, User A doesActionB at Time T
with Correlation-id I, and it succeeded or failed--grep
for Correlation-id | in variouslogs for moreinfo). This
isuseful for troubleshooting, but not necessarily for
monitoring.

Detailed debug datais only available when the cloud
is set to debug mode, and unlike INFO, it does not
seek to aggregate messages. Instead, it writes them out
the second they’ re generated. For example, entering

or leaving a particular function. These messages are
generally incomprehensible to administrators, but are
useful to Eucalyptus engineers for debugging.

These are useful for engineers only in development.
Unlike DEBUG, installations running in TRACE or
EXTREME mode can actually degrade the system as
aresult of the monitoring activity, and could actually
create failures. We recommend that you don't

For the CC and the NC, you can configure the log level using the LOGLEVEL parameter in eucal ypt us. conf .
This parameter will be picked up dynamically when the value is changed in the config file, without requiring a restart

of the component.

For all other components, you can configure the log level by passing an appropriate - - | og- | evel argument in the
init script. Y ou can also dynamically change the level using euct | - nodi f y- pr operty and set an appropriate
valuefor cl oud. euca_l og_| evel . Thistakes precedence over the value specified in the init script.

Valid log levels are as follows, from most to least verbose:

« ALL

CC-BY-SA, Eucalyptus Cloud



Eucalyptus | Operations | 26

. EXTREME
- TRACE

- DEBUG
- INFO

« WARN

- ERROR
.« FATAL

. OFF

If no valueis specified, the default | NFOis used.

Log File Format
Eucalyptus logs now have a standard format, which varies slightly per log level.
For log levels FATAL, ERROR, WARN and INFO:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Fault Logs

Eucalyptusincludes fault logs for easy identification of conditions outside of Eucalyptus's control that may cause

it to fail. These messages are logged per component, and each fault islogged only once per component, in/ var /

| og/ eucal yptus/[ conponent]-fault.| og. The messagesinclude a suggested resolution, and can be
customized. Where they have been translated, Eucalyptus will use the system-configured LOCALE variable to serve
appropriate messages.

Fault messages are based on XML -formatted templates, stored in a per-locale directory structure, with onefile per
fault message, and one file storing common strings. Default templates are shipped with Eucalyptus. These are stored
in/ usr/ shar e/ eucal ypt us/ faul t s/ asfollows:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Using Localized Fault Logs

Localized messages are located in a per-locale directory under / usr / shar e/ eucal yptus/faul t s/ .If
localized messages are available matching the system LOCALE, Eucalyptus will use those messages. If no LOCALE
is set, Eucalyptus defaultsto en_ US.

Set the system LOCALE in/ et ¢/ sysconfi g/ i 18n asfollows:

_______________________________________________________________________________________________________________________

Using Customized Fault Logs

To use your own customized messages, copy the message files to the appropriate directory under / et ¢/
eucal ypt us/ faul t s/ and edit them. Do not change the filenames. To test the fault template, run euca-
gener at e- f aul t, providing the component name, fault ID, and any relevant parameters along with their values.

_______________________________________________________________________________________________________________________
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For example

.......................................................................................................................

The test fault should be logged in the appropriate component fault log (in thiscase, / var / | og/ eucal ypt us/ nc-
fault.l og

Eucalyptus uses customized messages where they are available, preferring a non-localized custom message over a
localized default message. Localized messages should be in a per-locale directory under / et ¢/ eucal ypt us/
faul t s/, with adirectory name that matches the system LOCALE. If no LOCALE is set, Eucalyptus defaults to
en_US.

Network Information
When you have to troubleshoot, it's important to understand the elements of the network on your system.

Here are some ideas for finding out information about your network:

e Itisalsoimportant to understand the elements of the network on your system. For example, you might want to list
bridges to see which devices are endaved by the bridge. To do this, usethebr ct | command.

e You might also want to list network devices and evaluate existing configurations. To do this, use these commands:
i p,ifconfig,androute.

e Youcanusesystenttl| status eucanetd. servi ce tocheck status, or eucanet d - d toforce
eucanetd to run in the foreground, sending log messages to the terminal.

« You can get further information if you usethe euca- descr i be commandswith thever bose options. For
example, euca- descri be-i nstances ver bose returnsal instances running by al users on the system.
Other describe commands are:

e euca-descri be-vol umes verbose

e euca-describe-snapshots verbose
e euca-describe-groups verbose

e euca-describe-keypairs verbose

Common Problems
This section describes common problems and workarounds.
Problem: install-time checks

Eucalyptus offers installation checks for any Eucalyptus component or service (CLC, Walrus, SC, NC, SC, services,
and more). When Eucalyptus encounters an error, it presents the problem to the operator. These checks are used for
install-time problems. They provide resolutions to some of the fault conditions.

Each problematic condition contains the following information:

Heading Description

Condition The fault found by Eucalyptus
Cause The cause of the condition

Initiator What is at fault

Location Where to go to fix the fault
Resolution The steps to take to resolve the fault
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e e 2 3 2 3k 3k ke e ke e e e e 2k 2k 2k 3k 3k ke e ke e e e e 3k 2 2k 3k 3k ke e s s e sk 2k 2k ok 3k 3k ke e s e ke vk 2k 2k 3k 3k sk e e e s e e ke 2k ok ok 3k ok o e e ok ok

ERR-1015 2014-09-10 ©@9:54:55 Imaging worker image not configured. Imaging service will not be

condition: Unable to launch imaging worker instance
cause: Imaging worker image not configured
initiator: Imaging
location: Imaging
resolution:
1) Install the imaging worker image package:

yum install eucalyptus-imaging-worker-image

2) Install and register the imaging worker image:

euca-install-imaging-worker --install-default

ol b ke o b o ok ke 3 b ok s e 3 b o 8 ok o ok o 3 o 3 b o 3 b 36 8 o ok e o ol o o ke o ok o 3 b o b o 3 ok o ok e o ke o ok e o ok ok ok e o ok o ok ok o ok o ol ok o

For more information about all the faults we support, go to https://github.com/eucal yptus/eucalyptus/tree/master/util/
faultslen US.

Problem: instance runs but fails
Run euca- descri be- nodes to verify if instanceis there. Is the instance there?
e Yes
a) Go tothe NC log for that NC and grep your instance ID. Did you find the instance?
* Yes
Is there an error message?
* Yes

This clues you in to some helpful information
* No:

Go to CC log and grep the instance ID.
b) No:
Go to the CC log and grep the instance ID. Isiit there error message?
e Yes

The error message should give you some helpful information.
* No:

grep theinstance ID in cloud-output.log. I's there error message?
e Yes

The error message should give you some helpful information.
* No:

grep volume ID in SC log.
« No:

Loginasadminand runeuca- descri be-i nst ance. Istheinstance there?
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e Yes

e Noteyour AZ.

* Runeuca-describe-az verbose.

* NotetheCCIP

* Gotothe CC log and grep theinstance ID.
« No:

Start over and run a new instance, recreate failure, and start these steps over.

Problem: can't communicate with instance
Use ping from aclient (not the CLC). Can you ping it?
e Yes
Check the open ports on security groups and retry connection using SSH or HTTP. Can you connect now?
a) Yes. Okay, then. You're work is done.
b) No:
Try the same procedure as if you can't ping it up front.
* No:
Isyour cloud running in Edge networking mode?
e Yes
Run euca- descri be- nodes. Isyour instance there?
e Yes
Ping the instance's public IP from the NC. Can you ping it? Check network between client and NC (this
indicates that the problem is not the Eucalyptus network).
* No:
Check eucanet d. | og and IP tables rules. Make sure the | P address has visible public | Ps and that the IP

tables have expected ports opened.
* No, itisnot in Edge networking mode:

Runeuca-descri be-i nst ances
Note the AZ name.

Runeuca- descri be- AZ ver bose.
Note the IP for the CC.

Ping the instance's private | P from the CC.

agrwbdhe

Are there error messages?
e Yes

Check the network connection between the client and the CC.

* No:
Check eucanet d. | og and the IP tables rules. Make sure the | P address has visible public IPs and
that the 1P tables have expected ports opened.

Problem: volume creation failed
Symptom: Went from available to fail. Thisistypically caused by the CLC and the SC.

Onthe SC, usedf or | vdi spl ay to check the disk space. |'s there enough space?

* Yes
Check the SC log and grep the volume ID. |Is there error message?

a) Yes. Thisprovides cluesto helpful information.
b) No:
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Check cloud-output.log for avolume ID error.
* No:
Delete volumes or add disk space.
Problem: snapshot creation failed
On the SC, depending on the backend used for storage:

» For Overlay, usethe df command to check the disk spacein/ var /| i b/ eucal ypt us/ vol unes.
e For DAS, usethel vdi spl ay command to check the disk space in the DAS volumes.
» For any other backend, use its specific commands to check the free space for storage allocated for volumes.

I's there enough space?

* Yes
On the OSG host, depending on the backend used for object storage:

e For Walrus, use the df command to check the disk spacein/ var /1 i b/ eucal ypt us/ bukkits.
» For RiakCS or Ceph-RGW, use its specific commands to check the free space for storage allocated for buckets
and objects.

I's there enough space?
a) Yes

« Useeuserv-descri be-servi ces and note the IP addresses for the OSG and SC.
e SSH to SC and ping the OSG.

Are there error messages?
e Yes

Check the SC and the OSG logs for the snapshot ID.
* No:

Check the network connection between the SC and the OSG.

b) No:
Delete volumes or add disk space.
* No:
Delete volumes or add disk space.

Component Workarounds
This section contains troubl eshooting information for Eucalyptus components and services.

Walrus and Storage
This topic contains information about Walrus-related problems and solutions.

Walrusdecryption failed. On Ubuntu 10.04 LTS, kernel version 2.6.32-31 includes
abug that prevents Walrus from decrypting images.
This can be determined from the following linein cloud-
output.log

..........................................................

...........................................................

If you are running this kernel:

1. Update to kernel version 2.6.32-33 or higher.
2. Deregister thefailed image (euca- der egi st er).
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3. Re-register the bundle that you uploaded (euca-
regi ster <bucket >/ <mani f est >).

Walrus physical disk isnot large enough. 1. StoptheCLC.

2. Addadisk.
3. Migrate your data.

Make sure you use LVM with your new disk drive(s).

Access and Identities
This topic contains information about access-related problems and solutions.

Need to verify an existing LIC file. 1. Enter the following command:

.......................................................

The output from the exampl e above shows the name
of the LIC file and status of the synchronization (set
to false).

.......................................................

: aut hent i catl on. | dap_i ntegration conf| guration
' { "sync': { 'enable :'false'" } }

.......................................................

Windows Images
This topic contains information to help you troubleshoot your Windows images.

Properties

A typical size of Windowsimagesislarge and Eucalyptus has a set of properties that limit the size of various storage
components. The first step in troubleshooting is to make sure that the values are large enough to store your Windows
images. Y ou can modify a property using

_______________________________________________________________________________________________________________________

The properties that might affect registering Windows images are:

« wal rusbackend. st or agemaxbucket si zei nimb: max bucket size enforced by Walrus; should be larger
than a Windows image

* wal rusbackend. st or agenaxt ot al snapshot si zei ngb: if aWindowsimageis atype of EBS-backed
EMI, this should be large enough to store all EBS backed images

« ZONE. st orage. maxvol unmesi zei ngb: if aWindowsimage is atype of EBS-backed EMI, this should be
large enough to store the image

In addition, during the euca- r un-i nst ances, the CLC may time-out an instance while alarge windows image
(images in both Walrus and EBS) is being launched. We recommend that you raise the values of the following
properties.

e cloud. vnstate.instance_ti meout: maximum wait time, in minutes, before the instance becomes
running. Am instance cannot stay in pending longer than this. Default: 60

e cloud. vnstate. ebs_vol une_creation_ti meout : maximum wait time, in minutes, before a volume
backing a boot from EBS imageis created. Default: 30

Image Preparation

euca- bundl e- i mage hangs Thetime to bundle an image is proportional to the image
size. Because the typical size of Windows imageis big,
give enough time until bundling is complete. Asarule of
thumb, it may take up to 20 min. for bundling a10 GB
Windows image.
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euca- upl oad- bundl e fails

Instance Launch and Login

I nstance staysin pending

Instance stay in pending and goes to shutdown

Instanceisrunning, but not accessible using Remote
Desktop.

Finding the login username and password

Can’t retrieve windows password using euca- get -
passwor d

Instanceis not attached to an Active Directory
domain

Disk and Volume

Ephemeral disksarenot visiblein the Windows
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Make sure
wal rusbackend. st or agenmaxbucket si zei nnb
islarge enough. If not, ask your administrator.

Typically, it takes longer to launch Windows images
than Linux images as the delay is proportional to the
image size. This can be especialy long when the image
is seeded on NCsthe first time (images are cached in
NCs and run within few seconds thereafter). Asarule
of thumb, 10 GB Windows images may take up to 10
minutes to become ‘running’ when it is not cached in
NCs.

An instance may time-out if the Windows image is too
big. Review and adjust the relevant properties.

after instances become running, you should wait until
Windows s fully booted. If the image is sysprepped, the
booting time may take up to 10 min. Also you should
make sure the followings are cleared:

e The port 3389 is authorized in the security group

« If theinstance is attached to your active directory
domain, the domain GPO shouldn’t block the RDP
port (3389)

¢ The username should be authorized to log-in using
Remote Desktop (refer to User guide: Windows
integration service)

Use Adm ni st r at or and the password retrieved by
euca- get - passwor d. If theinstance is attached
to adomain, you may use your domain username and
password (make sure the username is prepended with
domain name, such as YOUR_DOVAI N\ Al i ce).

Make sure the platform field of your windows EMI is
set to ‘windows', not ‘linux’ (useeuca- descri be-

i mages). If not, the most likely reason is that the
image name does not begin with ‘windows'. Y ou should
bundle/upload/register the image with a proper name.

* Make sure the parameters set in Windows integration
service are correct. One way to verify them isto log
in the instance using Administrator password and
manually attach the instance to the domain (System
Properties -> Computer Name) using the same
parameters.

e Make sure VNET _DNS in eucalyptus.conf is set to
the domain controller (refer to User Guide: Configure
Active Directory).

Open Disk Management console (All Programs-
>Administrative Tools->Server M anager->Stor age)
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EBSvolumeisattached, but not visiblein the
Windows

EBSvolumeisdetached, but the disk drive (for
example, E: \ ) istill visiblein the Windows

euca- bundl e-i nst ance fails

Instances
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and find the uninitialized disks. Y ou should create a
partition on the disk and format it.

Open Disk Management console (All Programs-
>Administrative Tools->Server M anager->Stor age)
and find the uninitialized disks. Y ou should create a
partition on the disk and format it. Y ou don’'t have to
repeat it when the volume is reattached later.

For KVVM hypervisor, you should perform “remove
hardware safely” before detaching the volume.

Make sure the bucket specified with *-b’

option doesn’t already exist and the property

wal rusbackend. st or agenmaxbucket si zei nnmb
islarge enough to store the image.

This topic contains information to help you troubleshoot your instances.

Inaccurate | P addresses display in the output of euca- Thjs can occur if you add IPs from the wrong subnet

describe-addr esses.

NC doesnot recalculate disk size correctly

Elastic Load Balancing

into your public IP pool, do arestart on the CC, swap

out the wrong ones for the right ones, and do another
restart on the CC. To resolve thisissue, run the following
commands.

Note: A restart should only be performed when

no instances are running, or when instance service
interruption can be tolerated. A restart causes the CC to
reset its networking configuration, regardless of whether
ornotitisin use.

...........................................................

«cl oud. service

systentt| stop eucal yptus-

cl uster. service

iptables -F

systentt| restart eucal yptus-
cl uster. service

systenct!l start eucal yptus-
«cl oud. service

This can occur when trying to add extra disk space for
instance ephemeral storage. To resolve this, you need to
delete the instance cache and restart the NC.

For example:

*
systenct!| restart eucal yptus-
‘node. service

...........................................................

This topic explains suggestions for problems you might have with Elastic Load Balancing (ELB).

Can't synchronize with time server

Eucalyptus sets up NTP automatically for

any instance that has an internet connection
to apublic network. If an instance doesn't
have such a connection, set the cloud property
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| oadbal anci ng. | oadbal ancer _vm nt p_server
toavalid NTP server |P address. For example:

...........................................................

. | oadbal anci ng. | oadbal ancer _vm nt p_ server—169 25¢
'PROPERTY
. | oadbal anci ng | oadbal ancer _vm ntp_ server

...........................................................

Need to debug an EL B instance To debug an ELB instance, set the
| oadbal anci ng. | oadbal ancer _vm keynane
cloud property to the keypair of the instance you want to
debug. For example:

...........................................................

. | oadbal anci ng. | oadbal ancer _vm keynane+sshl ogin
:PRO:’ERTY
. | oadbal anci ng. | oadbal ancer _vm keynarre

...........................................................

Imaging Worker
This topic contains troubleshooting tips for the Imaging Worker.

Some requests that require the Imaging Worker might remain in pending for along time. For example: an import
task or a paravirtual instance run. If request remainsin pending, the Imaging Worker instance might not able to run
because of alack of resources (for example, instance dlots or | P addresses).

Y ou can check for this scenario by listing latest AutoScaling activities:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

2014-08-12T21: 05: 32. 6992 asg euca-i nt ernal -i magi ng- wor ker-01
' Fail ed Not enough resources avail abl e: addresses; please stop or terminate
; unwant ed instances or rel ease unassociated elastic IPs and try again, or run

_______________________________________________________________________________________________________________________
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Manage Resources

This section includes tasks to help you manage your users cloud resources.

Manage Compute Resources

To manage compute resources on a Eucalyptus cloud, use thever bose optioninany euca- descri be- *
command.

The following are some examples you can use to view various compute resources. For more information about
compute commands, see EC2-Compatible Commands.

e Toseeall instances running on your cloud, enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Manage Walrus Resources

Thistopic explains Walrus resources.

e Bucket ACLs: Access Control Lists (ACLS) allow an account to explicitly grant accessto a bucket or object to
another account. ACLs only work between accounts, not IAM users. Y ou specify accounts with the CanonicallD
or the email address associated with the account (for Eucalyptus thisisthe email of the account admin).

« |AM Palicies: These are set by the admin of an account to control the access of users within that specific account.
Thisis how an admin controls what usersin that specific account are allowed to do. Policies can specify allow/
deny on specific S3 operations (e.g. s3:GetObject, or s3:PutObject). IAM policies are set by sending the policy to
the lAM (Euare) endpoint, not S3 (Walrus).

» Bucket Palicies: These are IAM-like policies set by the bucket owner are not supported in Eucalyptus.

For more information about bucket ACLs, go to Access Control List (ACL) Overview and Managing ACLs Using the
REST API.

For more information about IAM policies, go to Using IAM Policies.

Manage IAM Resources

To manage Euare (IAM) resources on your Eucalyptus cloud, usethe - - as- account option with any euar e-
command that describes, adds, deletes, or modifies resources. This option allows you to assume the role of the admin
user for agiven account. Y ou can also use apolicy to control and limit instances to specific availability zones.

The following are some examples. For more information about IAM commands, see | AM-Compatible Commands.

* Tolist al groupsin an account, enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

« Todeletethelogin profile of auser in an account, enter the following command:
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____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

- Torestrict an image to a specific availability zone, edit and attach this sample policy toauser:

____________________________________________________________________________________________________________________

"Statenent": [
{
"Effect":"A | ow',
"Action":"ec2:*",
"Resource":"*"

P

"Effect": "Deny",
"Action": [ "ec2:*" ],
"Resource": "arn:aws:ec2:::avail abilityzone/ PARTI 00",
"Condition": {
"ArnLi ke": {
"ec2: Targetl mage": "arn:aws:ec2:*:*:inmge/ eni - 239D37F2"

« To restrict auser to actions only within a specific availability zone, edit and attach this sample policy toauser:

____________________________________________________________________________________________________________________

"Version": "2012-10-17",
"Statenent": [{
"Effect": "All ow',
"Action": [ "ec2: Terninatel nstances" ],
"Resource": "*",
"Condition": {
"StringEqual s": {
"ec2: Avai l abilityZone": "PARTI 00"
}
}
}H

« Todeny actionsat the account level, edit and attach thisexample policy to anaccount:

____________________________________________________________________________________________________________________

"Statenent": [ {
"Effect": "Deny",
"Action": [ "ec2:Runlnstances" ],
"Resource": "arn:aws:ec2:::avail abilityzone/ PARTI 00",
"Condition": {
"ArnLi ke": {
"ec2: Target |l nage": "arn:aws:ec2:*:*:inmge/ em - 239D37F2"

____________________________________________________________________________________________________________________

Manage CloudWatch Resources

To manage CloudWatch resources on a Eucalyptus cloud, use the ver bose option in any euwat ch- command that
lists, deletes, modifies, or sets a CloudWatch resource.
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The following are examples of what you can do with your CloudWatch resources. For more information about
CloudWatch commands, see CloudWatch-Compatible Commands.

Tolist al alarms for the cloud, run the following command:

____________________________________________________________________________________________________________________

Manage ELB Resources

Tolist and delete EL B resources on a Eucalyptus cloud, usethe ver bose option with any eul b- descri be-*
command.

The following are some examples.

Tolist al detailed configuration information for the load balancersin your cloud, run the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

To delete any load balancer or any load balancer resource on the cloud, instead of using the ELB name, use the
DNS name. For example:

____________________________________________________________________________________________________________________

LOAD_BALANCER MyLoadBal ancer
. MyLoadBal ancer - 961915002812. | b. f oobar . eucal ypt us- syst enms. com
+ 2013- 10- 30T03: 02: 53. 39Z

$ eul b-del ete-1b MyLoadBal ancer - 961915002812. | b. f oobar . eucal ypt us-
'syst ens. com
'$ eul b-descri be-1bs verbose

____________________________________________________________________________________________________________________

Manage Auto Scaling Resources

You can list, delete, update, and suspend your Eucalyptus cloud's Autoscaling resources by passing the - show-
| ong option with the keyword ver bose with the appropriate euscal e- command.

The followings are some examples you can use to act on your Auto Scaling resources. For more information about
Auto Scaling commands, see .

To show all launch configurationsin your cloud, run the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

iLAUNCH- CONFI G Test LaunchConfig emi-06663A57 mil. medi um

+ 2013- 10- 30T22: 52: 39. 392Z true

arn: aws: aut oscal i ng: : 961915002812: | aunchConfi gur ati on: 5ac29caf - 9aad- 4bdb-
b228- 5f

____________________________________________________________________________________________________________________

Then run the following command with the ARN:
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____________________________________________________________________________________________________________________

arn: aws: aut oscal i ng: : 961915002812: | aunchConf i gur ati on: 5ac29caf - 9aad- 4bdb-
b228- 5f

____________________________________________________________________________________________________________________
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Manage Regions

This section provides information about regions and identity federation.

Regions Overview

Eucalytpus provides support for the notion of federation of identity.

Federation of identity information means that a Cloud Administrator can create a federation of (otherwise
independent) Eucalyptus "clouds’ where a Cloud User, using the same credentials as always, can use any of these
federated Eucalyptus cloud regions. For the parts of Identify Access Management (IAM) and Security Token Service
(STS) that Eucalyptus implements, the experience exposed to the Cloud User is the same as that seen by an AWS user
working across AWS regions.

A user can interact with any region using the same credentials, subjected to the same policies, and having uniformly
accessible and structured principals (Accounts, Users, Groups, Roles, etc.). The globality also includesthe STS
service functionality, the temporary credentials produced by the STS service also work globally.

Notably, thisfeatureis restricted to IAM/STS and does not include other services which have pseudo-global
characteristics, such as global bucket name space for S3. The following are general principles associated with regions:

« A region needs to be Registered as afederated region

» Registered regions should be discoverable via the EC2 DescribeRegions response

» A cloud user's credentials should be accepted by any federated cloud

» Thereisagloba IAM service (identities and policies are global for all registered regions)

Region Configuration File Format
This section describes the necessary configuration properties that need to be addressed.

For federation to be successfully configured, each cloud (i.e. region) that will be part of the federated cloud needsto
have the following properties set (at a minimum):

Property Name Description

regi on. regi on_narmne This cloud property identifiesthe local region. Thisis
required and should be valid for use in aDNS name.

regi on. region_configuration This property isa JSON document that will be the same
for all federated regions.

Elements

Below are the elements that should be contained in aregion configuration file. The elements are listed in a general
order asthey should appear in the configuration file. However, order does not matter, for example, the Name element
can come after theCer ti fi cat eFi nger pri nt Di gest element.

* Regions

* Name

» CertificateFingerprintDigest
* CertificateFingerprint

* ldentifierPartitions

* Services

« Type
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» Endpoints

Regions

The Regi ons element isrequired and is the main element for the configuration file. It can include multiple el ements
(see the subsequent sections in this section). The Regi ons element contains an array of individual regions. Each
individual regionisaJSON block enclosed in braces{ }.

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Name

The Narre element is required and identifies the local region. This value should be unique across all regions and
should match the cloud property r egi on. r egi on_narme on the local region. The value of the Narre element
should follow the label format described in the 'Conventions section mentioned in RFC 1035 - Domain Names -
Implementation and Specification.. The conventions are as follows:

____________________________________________________________________________________________________________________

* <label> ::=<letter> [ [ <ldh-str>1] <let-dig> ]

e Thelabels must follow the rules for ARPANET host names. Per RFC 1123, Eucalyptus only supports lowercase
characters, whereas DNS labels are not case-sensitive.

The Nane element should be assigned to each region in the Regions array:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

CertificateFingerprintDigest

TheCertificat eFi ngerprintD gest elementisrequired and references the OpenSSL signature algorithm
used for signing the Eucalyptus certificate (/var/lib/eucal yptus'keys/cloud-cert.pem), with the default being SHA-256.
For more information, see Oracle Java Documentation. Values supported by Eucalyptus 4.4 are as follows:

« SHA-1

« SHA-224
* SHA-256
» SHA-384
* SHA-512

TheCertificat eFi ngerprint Di gest element should be assigned to each region in the Regions array:

_______________________________________________________________________________________________________________________

CertificateFingerprint

TheCertifi cat eFi ngerprint Di gest elementisrequired and references the OpenSSL

fingerprint of the signed Eucalyptus certificate (/var/lib/eucal yptus/keys/cloud-cert.pem). The value of
CertificateFingerprintD gest shouldbe used to help calculate the fingerprint. The default is
SHA-256. The supported values can be found under the Cer t i fi cat eFi nger pri nt Di gest element. The
CertificateFi ngerprint element should be assigned to each region in the Regions array.

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Currently there are two ways to calculate a fingerprint from the certificate using OpenSSL.:

1. When the Eucalyptus cloud certificate is available.

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

null | openssl x509 -noout -fingerprint -sha256

____________________________________________________________________________________________________________________
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TheCertifi cat eFi ngerpri nt ismainly for WS-Security, it is often the same as the HTTPS certificate, but
might not be (in which case, the second option for configuration will not work, i.e. "openssl s client"). For more
information about WS-Security, go to WS-Security Wikipedia page.

IdentifierPartitions

Thel dentifierPartitions elementisrequired and mustinclude at least one value in the 1-999 range. This
element isunique for each region. Thel denti fi erPartiti ons element should be assigned to each regionin the
Regions array:

_______________________________________________________________________________________________________________________

Services

The Ser vi ces element isrequired and is an array that contains two type elements. Each type containsa Ty pe
and Endpoi nt s element. These are the services that are associated with each region needed for federation. The
Ser vi ces eement should be assigned to each region in the Regions array:

_______________________________________________________________________________________________________________________

o

] "Type": "[service type]",

: "Endpoi nts": [

; "[http/https service endpoint]..."
: ]

- b

o _

b "Type": "[service type]",

; "Endpoi nts": |

] "[http/https service endpoint]..."
: ]

E }
e
Type

The Type element isrequired and defines a service type under the Ser vi ces element. Currently, the only types
supported are identity and compute. If there are more than one identity and/or compute service types defined, the first
one will be used. The Type element should be assigned to each service type in the Services array:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Endpoints

The Endpoi nt s element isrequired and is an array that defines the endpoint for each service type under the
Ser vi ces eement. The endpoint format can have either of the following formats:

 [Pformat
[http[https]://<IPv4 Address>:8773/services/[Identity|Conpute]/
« DNSformat

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Even though the I P address can be used for the endpoint, it is highly recommended to use the Eucalyptus DNS name
of the service endpoint. If there are more than one Endpoi nt s defined, the first one will be used. The Endpoi nt s
element should be assigned to each service typein the Services array.

______________________________________________________________________________________________________________________

"Endpoi nts": |
"[http/https DNS nane endpoint or |P Address endpoint]"
]
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.......................................................................................................................

Examples

In this example, there will be two clouds used (10.111.5.32 and 10.111.1.1). Before setting up federation, the clouds
must meet the following requirements:

* Eucalyptus 4.4 installed
e Eucalyptus DNS enabled

Register a Region - Script-assisted
This procedure allows you to run a script to register aregion:

1. Grabacopyof/var/Ili b/ eucal yptus/ keys/ cl oud-cert. pemfrom both Cloud Controllers.
2. Clonethe following repository: https://github.com/hspencer77/region-configuration-tool .
3. Runther egi on-confi g-tool . py script passing the cloud certificates for cloud (i.e. region). For example:

____________________________________________________________________________________________________________________

EI ong | ast - asap regl on. pem domai n_nanme= h 33. aut oqa gal. eucal ypt us-

'syst ens. com regi on_nane=r egi on- 2, cl oud_cert =l ong-1i ve-asap-

T egi on. pem domai n_nane=g- 22- 07. aut oga. qal. eucal ypt us- syst enms. com -f test-
region-config.json

# cat test-region-config.json

E{

"Regi ons": |

"CertificateFingerprint"”
;"ED 8F: 9A: 92: 45: 4D; 37: F3: 54: E4 2E E7: 26: 28: EE: 04: Al: DF: AD: 82: 87: 60: A6: C3: 4A: 15 CB: D7:
t"CertificateFi ngerprlnthest " SHA- 256" ;
»"ldentifierPartitions": [
Pl
1| _
+ "Nanme": "region-1",
: "Services": |

A
. "Endpoi nts": [
»"http://identity. h-33. aut oga. gal. eucal ypt us-systens. com 8773/ "
Al
. "Type": "identity"
"Endpoi nts": |

"http://conpute. h-33. aut oga. gal. eucal ypt us-syst ens. com 8773/ "

1,
» "Type": "conpute"

= A e =

"CertificateFingerprint” ;

| "3A: 69: OF: B3: A5: 03: 92: 50: 39: F2: 06: EB: E5: 77: 94: 36: F9: 36: 12: E2: 01: CA: AB: 75: B2: 6E71 9B:
E"OertlflcateFl ngerprlnthest ;. " SHA- 256",

v "ldentifierPartitions": [

P 2
i1, _
. "Name": "region-2",
"Services": [

. "Endpoi nts": [

"http://identity.g-22-07. autoga. qal. eucal ypt us-systens. com 8773/ "
1
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» "Type": "identity"

o
+ "Endpoi nts": [
. "http://conpute.g-22-07. aut oqa. gal. eucal ypt us- systens. com 8773/ "

P 1I'ype" : "conpute"

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

EPRCPERTY regi on. r egi on_name regl on-1 was {}

i[root@) 01 ~]# euctl -p region. regi on_name=r egi on- 2

____________________________________________________________________________________________________________________

5. Setregion.regi on_ssl _ver i fy_host names to true on both clouds and properly signed certificates
should be added to the User Facing Service (UFS).
6. Add theregion JSON file to both clouds by modifying ther egi on. r egi on_confi gur ati on cloud

property.
Register a Region - Manual

This procedure allows you to manually register aregion:

1. Obtain the certificate fingerprint for both clouds, for example:

____________________________________________________________________________________________________________________

## region-1

$ openssl s_client -showcerts -connect 10.111.5.32:8773 < /dev/null 2>/dev/

null | openssl x509 -noout -fingerprint -sha256

'SHA256

. Fi ngerprint=53: AE: 4C. 2F: D4: 2D: AB: 41: B9: F9: 0B: BO: 3E: DE: 5D: 94: 3B: 81: FC: FB: CC: 58 3D 42: 7
## region-2

$ openssl s_client -showcerts -connect 10.111.1.1:8773 < /dev/null 2>/dev/

null | openssl x509 -noout -fingerprint -sha256

'SHA256

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

"Regions": |
{
"Narme": "region-1",
"CertificateFingerprintD gest": "SHA-256",
5 "CertificateFingerprint"
; "53 AE: 4C: 2F: D4: 2D: AB: 41: B9: F9: OB: BO: 3E: DE: 5D 94: 3B: 81: FC: FB: CC: 58: 3D: 42: 71:! 13 01: 94:
; "IdentifierPartitions": [
1
1,
"Services": [
{
"Type": "identity",
"Endpoi nts": |
5 "http://identity. h-33. aut oga. gal. eucal ypt us-
'syst enms. com 8773/ "

}!
{
"Type": "conpute",
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"Endpoi nts": [
: "http://conpute. h-33. aut oga. gal. eucal ypt us-
'systens. com 8773/ "

}

"Nanme": "region-2",
"CertificateFingerprintD gest": "SHA-256",
] "CertificateFingerprint” :
: "07 52: F3: 50: 07: FB: C3: B7: 28: AA: ED: D4: 19: 17: D4: 05: E8: 92: DE: 8A: 85: 18: 2E: 6C: 11::A9: 84: 56:
: "ldentifierPartitions": [ :
2
I
"Services": |
{
"Type": "identity",
"Endpoi nts": |
] "http://identity.g-22-07. aut oga. gal. eucal ypt us-
'syst ens. com 8773/ "

}
{

"Type": "conpute",
"Endpoi nts": [
; "http://conpute. g-22-07. aut oga. gal. eucal ypt us-
'systems. com 8773/ "

©

___________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

EPRCPERTY regi on. regi on_namne regl on-1 was {}

i[root@) 01 ~]# euctl -p region. regi on_name=r egi on- 2

L

___________________________________________________________________________________________________________________

. Setregion.regi on_ssl veri fy_host nanes to true, and properly signed certificates should be added to
the User Facing Service (UFS).

. Add the region JSON file to both clouds by modifying ther egi on. r egi on_confi gur ati on cloud
property. Region section for both clouds look like the following after all the changes:

____________________________________________________________________________________________________________________

[ root @-32 ~]# euctl region.
PROPERTY regi on. regi on_configuration {
' "Regions": |
{
"Nanme": "region-1",
"CertificateFingerprintDigest": "SHA- 256",
; "CertificateFingerprint" '
! "53 AE: 4C. 2F: D4: 2D: AB: 41: B9: F9: 0B: BO 3E: DE: 5D; 94: 3B: 81: FC. FB: CC: 58: 3D; 42: 71:: 13 01: 94.
; "IdentifierPartitions": |
1
1,
"Services": [
{
"Type": "identity",
"Endpoi nts": |
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; "http://identity. h-33.autoqga. gal. eucal ypt us-
'systems. com 8773/ "

}
{

"Type": "compute"

"Endpoi nts": [

. "http://conpute. h-33. aut oga. gal. eucal ypt us-
'syst ems. com 8773/ "

}

"Nanme": "region-2"
"CertificateFingerprintDi gest": "SHA-256"
"CertificateFingerprint":

i "07:52: F3: 50: 07: FB: C3: B7: 28: AA: ED: D4:19:17:D4:05:E8:92:DE:8A:85:18:2E:6C:11ﬂA9:84:

"ldentifierPartitions": [
2

]

",ervices": [
{
"Type": "identity",
"Endpoi nts": [
: "http://identity.g-22-07. aut oga. gal. eucal ypt us-
'systenms. com 8773/ "

}
{

"Type": "conpute",
"Endpoi nts": [
: "http://conpute. g-22-07. aut oga. gal. eucal ypt us-
'syst ens. com 8773/ "

}

]

‘PROPERTY r egi on. regi on_enabl e_ssl| true

PROPERTY r egi on. regi on_nane region-1

'PROPERTY r egi on. regi on_ssl _ci phers E
+ RSA: DSS: ECDSA: TLS_EMPTY_RENEGOTI ATI ON_I NFO_SCSV: ! NULL: ! EXPORT: ! EXPORT1024: ! .
MD5: | DES :
'PROPERTY region.region_ssl _default _cas true

'PROPERTY regi on. regi on_ssl _protocols TLSv1. 2

PROPERTY regi on.region_ssl _verify_hostnanes true

## region 2

[root @-01 ~]# euctl region.

‘PROPERTY regi on. regi on_configuration {

"Regions": |
{

"Name": "region-1",
"CertificateFingerprintDigest": "SHA-256"
"CertificateFingerprint":

i "53:AE:4C:2F:D4:2D:AB:41:BQ:F9:OB:BO:3E:DE:5D:94:3B:81:FC:FB:CC:58:3D:42:71£13:01

"IdentifierPartitions": [
1

]

Ser vi ces" [
{
"Type": "identity",

56:

94:
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"Endpoi nts": [
] "http://identity. h-33. autoga. gal. eucal ypt us-
'systens. com 8773/ "

}
{

"Type": "conpute",
"Endpoi nts": [
; "http://conpute. h-33. aut oga. gal. eucal ypt us-
'systens. com 8773/ "

}

"Name": "region-2",
"CertificateFingerprintD gest": "SHA-256",
: "CertificateFingerprint": ;
+ "07:52: F3:50: 07: FB: C3: B7: 28: AAI ED: D4: 19: 17: D4: 05: E8: 92: DE: 8A: 85: 18: 2E: 6C: 11::A9: 84: 56:
] "ldentifierPartitions": [ :
2

]

’ ervices": [
{
"Type": "identity",
"Endpoi nts": [
: "http://identity.g-22-07. aut oga. gal. eucal ypt us-
systens. com 8773/ "

}
{

"Type": "conpute",

"Endpoi nts": |

] "http://conpute.g-22-07. aut oga. gal. eucal ypt us-
'systenms. com 8773/ "

}

]

PROPERTY regi on. regi on_enabl e_ssl true

PROPERTY regi on. regi on_nane regi on-2

'PROPERTY r egi on. regi on_ssl _ci phers :
 RSA: DSS: ECDSA: TLS_EMPTY_RENEGOT| ATI ON_I NFO_SCSV: ! NULL: ! EXPORT: ! EXPORT1024: ! .
MD5: | DES :
'PROPERTY regi on. region_ssl_default_cas true

‘PROPERTY r egi on. regi on_ssl _protocols TLSv1. 2

Describe Regions

Using cloud administrator (i.e. eucalyptus/admin user) credentials on each cloud, use execut e
Descri beRegi ons. Thisisasanity check to make sure the configuration is correct on both clouds.

Note: Reminder: the cloud administrator for each cloud can only see the resources for that cloud. The eucalyptus
account is one of the system accounts, therefore it is not synced across all clouds.

.......................................................................................................................

.......................................................................................................................
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Create a Non-system Account

After federation has been configuration correctly, create a non-system account on either cloud using the eucalyptus/
admin user. In the example below, the non-system account test1 will be created. The credentials from the testl/admin
user will be downloaded and sourced. The user will run Descr i beAvai | abi | i t yZones against both cloudsto
confirm federation is working as expected.

1. Onregion-2 cloud, using eucalyptus/admin user - create IAM account 'test1’

____________________________________________________________________________________________________________________

test1 002093902049

[root @-01 ~]# euare-accountli st

ceucal yptus 000163314767

‘(eucal ypt us) obj ect st orage 000107497415
(eucal ypt us) bl ockst orage 000831185453
(eucal ypt us) | oadbal anci ng 000744507680
(eucal ypt us) aws- exec-read 000890823690
test1l 002093902049

'(eucal ypt us) cl oudf ormati on 000993524712
(eucal ypt us) dat abase 000630877528

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

‘REG ON region-1 http://conpute. h-33. aut oga. gal. eucal ypt us- syst ens. com 8773/
'REG ON region-2 http://conpute.g-22-07. aut oga. gal. eucal ypt us-

'systems. com 8773/

# euca-describe-availability-zones -U http://

iconput e. h- 33. aut oga. qal. eucal ypt us- syst ems. com 8773/

AVAI LABI LI TYZONE r egi onl-az-one avail abl e

# euca- descri be-avail ability-zones -U http://

conput e. g- 22- 07. aut oga. gal. eucal ypt us- syst ens. com 8773/

____________________________________________________________________________________________________________________

Federation Differences Between AWS and Eucalyptus

This section outlines the differences between AWS and Eucalyptus with respect to federation in the following
platforms:

» Euca2oolsvs. AWS EC2 API Tools

* Eucalyptus OSG vs. AWS S3

» Eucalyptus Resource-Level vs. AWS Resource-Level Permissions
e Global Cloud Administration (Local vs. Federated)

Euca2ools vs. AWS EC2 API Tools

Euca2ools usesthe - - r egi on option to read information from a configuration file. For a user to be able to access
resources from different regions using Euca2ools, the- U URL, - - url URL option hasto be used. This behavior
is different when compared to AWS API tools. With the AWS API tools, the - - r egi on option is used to access
resources in different regions. Examples are as follows:

Euca2ools

_______________________________________________________________________________________________________________________

# euca-descri be-regi ons
‘REG ON region-1 http://conpute. h-33. aut oga. qal. eucal ypt us-syst ens. com 8773/ :
'REG ON region-2 http://conpute. g-22-07. aut oga. gal. eucal ypt us-systens. com 8773/
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(Using --region to access resources fromdifferent regions; Notice that the
» returning value is the sane)

# euca-descri be-availability-zones --region region-1

‘AVAI LABI LI TYZONE r egi on2- az- one avail abl e

# euca-descri be-availability-zones --region region-2

‘AVAI LABI LI TYZONE r egi on2- az-one avail abl e

(Using -U URL, --url URL to access resources fromdifferent regions; Notice
 the difference in outputs)

# euca-descri be-availability-zones -U http://

:conput e. h- 33. aut oga. qal. eucal ypt us- syst ens. com 8773/

AVAI LABI LI TYZONE r egi onl-az-one avail abl e

# euca-descri be-avail ability-zones -U http://

conput e. g- 22- 07. aut oga. gal. eucal ypt us- syst ens. com 8773/

.......................................................................................................................

.......................................................................................................................

‘REG ON eu-central -1 ec2. eu-central -1. amazonaws. com
'REG ON sa-east-1 ec2.sa-east-1. amazonaws. com

'REG ON ap-northeast-1 ec2. ap-nort heast - 1. anmazonaws. com
‘REG ON eu-west-1 ec2. eu-west-1. amazonaws. com

'REG ON us-east-1 ec2.us-east-1.anazonaws. com

'REG ON us-west-1 ec2. us-west-1.amazonaws. com

‘REG ON us-west -2 ec2. us-west-2. anazonaws. com

'REG ON ap- sout heast -2 ec2. ap- sout heast - 2. amazonaws. com
‘REG ON ap- sout heast -1 ec2. ap- sout heast - 1. amazonaws. com
$ ec2-describe-avail ability-zones --region us-east-1
‘AVAI LABI LI TYZONE us- east-1la avail abl e us-east-1

‘AVAI LABI LI TYZONE us-east-1b avail abl e us-east-1

AVAI LABI LI TYZONE us-east-1c avail able us-east-1

‘AVAI LABI LI TYZONE us-east-1d avail abl e us-east-1

‘AVAI LABI LI TYZONE us-east-1e avail abl e us-east-1

$ ec2-describe-avail ability-zones --region us-west-1
'AVAI LABI LI TYZONE us-west -1a avail abl e us-west-1

‘AVAI LABI LI TYZONE us-west-1c avail abl e us-west-1

$ ec2-describe-availability-zones --region us-west-2
‘AVAI LABI LI TYZONE us-west -2a avail abl e us-west -2

‘AVAI LABI LI TYZONE us-west -2b avail abl e us-west -2

‘AVAI LABI LI TYZONE us-west -2c avail abl e us-west-2

.......................................................................................................................

Eucalyptus OSG vs. AWS S3

Eucalyptus OSG for each region is a separate entity (i.e. if you want to have the same bucket across all regions, you
need to create that bucket across each region). With AWS S3, once you create a bucket in one region, it is replicated
to al regions. Thisisthe same for objects as well.

ARN Resour ces

This behavior is extremely important when dealing with IAM access policies regarding S3 (OSG) resources. When
defining aresource using an ARN:

.......................................................................................................................

.......................................................................................................................

Per AWS S3 documentation, when specifying aresource in apolicy, you don't specify region and namespace in the
ARN. The S3 (OSG) ARN resource will look like the following:

.......................................................................................................................

.......................................................................................................................

If auser triesto specify aregion and/or namespace in an ARN associated with an S3 (OSG) resource on Eucalyptus,
the following error will be displayed:

.......................................................................................................................

.......................................................................................................................
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The only valid ARNsfor S3 (OSG) resources on Eucalyptus are as follows:

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Eucalyptus vs. AWS Resource-Level Permissions

There are some services that AWS supports resource-level permissionsto be used in AWS IAM access palicies. A list
of them can be found in the AWS IAM Guide - AWS Services that work with IAM. Two services that do not support
resource-level permissions on AWS are the following:

» Auto Scaling
¢ CloudWatch

On Eucalyptus, these services do support resource-level permissions, as well as the implemented services that
support resource-level permissionsin AWS. Below are example IAM policies for each service:

Auto Scaling
Eucalyptus |AM policy to allow all Autoscaling actions against any AutoScaling group under a given account:

r

+ "Version":"2012-10-17",
» "Statement": [

......................................................................................................................

o
L "Effect”: "Allow,

.+ "Action": "autoscaling:*",

» "Resource": "arn:aws:autoscaling:::autoScalingG oup:*"

L}

]
L
CloudWatch

Eucalyptus |AM policy to allow all CloudWatch actions against any CloudWatch alarm under a given account:

r

+ "Version":"2012-10-17",
» "Statement": [

......................................................................................................................

A

"Effect": "Alow',

. "Action": "cloudwatch:*",

: "Resource": "arn:aws: cl oudwat ch:::alarm*"

_______________________________________________________________________________________________________________________

Note: AWS services that do support resource-level permissions have different behaviors depending upon the service
API call (for example, AWS ELB doesn't support any Describe* service API callsif aresource-level permissionis
defined). This wasn't done as part of a security feature, and may just mean that AWS has not yet implemented support
for that API call. Eucalyptus supports resource-level permissionsfor al API service calls. This means that the more
restrictive AWS |AM access policy for the service that is supported on Eucalyptus should work seamlesdly.

Global Cloud Administration (Local vs. Federated)

On AWS, thereisn't a concept of aglobal cloud administrator (on AWS public cloud, AWS s the 'global cloud
administrator’). Eucalyptus has the concept of aglobal cloud administrator. Thisis represented by the 'eucalyptus
account. This account, along with other Eucalyptus system accounts, are default on each Eucalyptus cloud. Currently,
these Eucalyptus system accounts cannot be 'synced' when setting up a federated cloud environment. In order to

have the concept of a'global cloud administrator', one must leverage cross-account roles. Regarding the Eucalyptus
IAM policy associated with the global cloud administrator, you can leverage an existing policy that is used by the
ResourceAdministrator privileged persona (i.e. role), which is present on each cloud. Below are the high-level steps:

1. Create anon-Eucalyptus account (i.e. global cloud account)
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2. Under each ‘eucalyptus account on each cloud (i.e. region), do the following:

a. Assume Eucalyptus system credentials:

________________________________________________________________________________________________________________

________________________________________________________________________________________________________________

________________________________________________________________________________________________________________

3. Using the credentials of the user that has been granted access to the ResourceAdministrator role, there are a couple
of ways to access the ResourceAdministrator role # through Euca2o0ls or programmatically.

Using Euca2ools
Useeuar e- assuner ol e to assume the role of the ResourceAdministrator of that region (i.e. cloud).

Note: The ARN associated with the ResourceAdministrator will be the same for each cloud (e.g. eucalyptus:role/
eucalyptus/ResourceAdministrator). To use therole for different regions (i.e. clouds), leverage the endpoints for that
region. For example:

.......................................................................................................................

. devops- adnm n@sap-r ocky-2013
# euare-assunerol e eucal yptus:rol e/ eucal yptus/ Resour ceAdmni ni strator --region

.......................................................................................................................

Programmatically
Once thisisin place, the user can leverage python boto to do the following:

« Leverage boto configuration file that contains global admin credentials and defines the multiple endpoints
associated with each region in Eucalyptus. For example:

____________________________________________________________________________________________________________________

[ Credenti al s]

aws_access_key id = AKI ABMYJ35W GPDQOZ2YJ

aws_secret _access_key = 5cl OBWeAl WUi a4PNVi p1CX157nT2ymj | u12Wh5|
[ Bot 0]

is_secure = Fal se

:endpoi nts_path = /root/bot o-f eder at ed- endpoi nts. j son

# cat boto-federated-endpoints.json

» "aut oscal i ng": {

. "asap-rocky-2013": "autoscaling.c-40. aut oga. gal. eucal ypt us-syst ens. cont

. "asap-rocky-2015": "autoscaling.a-41. autoqa. gal. eucal ypt us-systens. cont
i“éloudfornation“: ;
: "asap-rocky-2013": "cl oudf ormati on. c-40. aut oga. gal. eucal ypt us- syst ens. cont',
 "asap-rocky-2015": "cl oudformation. a-41. aut oga. gal. eucal ypt us- syst ens. cont'

' "¢l oudwat ch”: {

 "asap-rocky-2013": "cl oudwat ch. c-40. aut oga. gal. eucal ypt us- syst ens. cont',

. "asap-rocky-2015": "cl oudwat ch. a-41. aut oga. qal. eucal ypt us-syst ens. cont

i "ec2": {

. "asap-rocky-2013": "conpute. c-40. aut oga. gal. eucal ypt us- syst ens. cont

: "asap-rocky-2015": "conpute. a-41. aut oga. gal. eucal ypt us- syst ens. cont

i “élasticloadbalancing“: {

: "asap-rocky-2013": "l oadbal anci ng. c- 40. aut oga. qal. eucal ypt us- syst ens. cont',
 "asap-rocky-2015": "l oadbal anci ng. a-41. aut oga. gal. eucal ypt us- syst ems. conf'
)

Crianmt: |

 "asap-rocky-2013": "euare.c-40. aut oga. gal. eucal ypt us-syst ems. cont',

. "asap-rocky-2015": "euare.a-41. autoga. qal. eucal ypt us-syst ens. cont’

E}a

"3 |
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"asap-rocky-2013": "objectstorage. c-40. aut oga. gal. eucal ypt us- syst ens. cont',
"asap-rocky-2015": "objectstorage. a-41. aut oqa. gal. eucal ypt us- syst ens. cont’
‘stst
"asap-rocky-2013": "tokens. c-40. aut oga. gal. eucal ypt us-syst ens. conf',
"asap-rocky-2015": "tokens. a-41. aut oga. gal. eucal ypt us- syst ens. cont
i"émﬁ":
. "asap-rocky-2013": "si npl ewor kfl ow. c-40. aut oga. gal. eucal ypt us- syst ens. cont',
 "asap-rocky-2015": "sinpl ewor kfl ow. a- 41. aut oga. qal. eucal ypt us- syst ens. cont
)
3

....................................................................................................................

» Leverage python boto STS for a given region to acquire Access Key ID, Secret Key, and Security Token that can
be used with any AWS service APl implemented by Eucalyptus. Make sure that the given service endpoint URL
matches the region that provided the STS credentials. For example:

....................................................................................................................

1 n [2] st s_connectl on = boto. sts. connect _to_region('asap-rocky-2013",

. port=8773)

1n [3]: assunmedRol e(hj ect =

» sts_connection. assune_rol e(rol e_arn="arn: aws: i am : 000560243913: r ol e/

Feder at edd oudAdmi ni strator",

 rol e_sessi on_nane="Feder at edDescri beELBPol i cyTypes")

In [4]: assunedRol eCbj ect.credential s. access_key

Qut[4]: u' AKI ACY7V4ZCDNKCEXLK'

In [5]: assunedRol evj ect. credenti al s. secret_key

‘Qut [ 5] - u' 3vwaf DyBr Cqt UAAI Zgf vQ ACLpdRr ReHSkX6gLFu'

In [6]: assunedRol eObj ect. credenti al s. sessi on_t oken

Qut[6]: ;
L u' ZXV) YQABHK 7W/Pi 6w8ke QpDWMAdI KFDFr 03HRZ35as SDoHMACEQTFNW.k/ 4xX2Agvm\/QlA6Tv(Bt sRtj 40zC
EumBchkSNgBOFCsI FLyr cEYM/t dSZQdmh1nDEV5I] d8HNonphlyfj ZI Q Rl G8nmxVeDxzCa

+9Ef W2 D30Do/ X5UbBI 2PvI ceK+dwwZPFgt 25NWRCZnx PRndYr CJ2LPSkvOYQ=="

# eul b-describe-1b-policy-types -1 AKIACY7VAZGDNKCEXLXK - S

 3VWhf DyBr Cqt UAAI Zgf vQ ACLpdRr ReHSkX6gLFu --security-token

- ZXVj YQABHK 7W/Pi 6Ww8keQoDWWHdI KFDFr 03HRZ35as SDoHMACEq TFNWLK/ 4x X2 AgvmMMLAG TV G SRtj 40z (B4
:uvachk3NgBOFCs| FLyr cEYM/t dSZOdmh1nDEV5I d8HNonphlyfj ZI Q Rl G8nmxVeDxzCa

+9Ef JW D30Do/ X5UbBI 2PvI ceK+dwwZPFgt 25NWRCZnx PRndYr CI2LPSkvOYQ== - U http://

| oadbal anci ng. c- 40. aut oga. qal. eucal ypt us-syst ens. com 8773/

'POLI CY_TYPE SSLNegoti ati onPolicyType Listener policy that defines the

 ci phers and protocols that will be accepted by the | oad bal ancer. This

. policy can be associated only with HTTPS/ SSL |isteners.

'POLI CY_TYPE LBCooki eSti cki nessPol i cyType Stickiness policy with session
+lifetimes controlled by the browser (user-agent) or a specified expiration

. period. This policy can be associated only with HITP/ HTTPS |i steners.

POLI CY_TYPE BackendSer ver Aut henti cati onPol i cyType Policy that controls
+authentication to back-end server(s) and contains one or nore policies, ;
» such as an instance of a PublicKeyPolicyType. This policy can be associ ated:
ronly with back-end servers that are using HTTPS/ SSL. :
POLI CY_TYPE Pr oxyPr ot ocol Pol i cyType Policy that controls whether to include

. the I P address and port of the originating request for TCP nessages. This

» policy operates on TCP/SSL |isteners only

PCLI CY_TYPE AppCooki eSti cki nessPol i cyType Stickiness policy with session
clifetimes controlled by the lifetinme of the application-generated cookie.

+ This policy can be associated only with HTTP/ HTTPS | i st eners.

POLI CY_TYPE Publ i cKeyPol i cyType Policy containing a list of public keys to

: accept when authenticating the back-end server(s). This policy cannot be
»applied directly to back-end servers or listeners but nust be part of a

....................................................................................................................
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Troubleshooting

This section is presented in a Q& A format to provide a quick reference to the most frequently asked questions.

1. Q. Can Cloud Administrators federate existing clouds (i.e. clouds that already have non-system Eucalyptus
accounts)?

A. No, thisis currently not supported. If a cloud administrator wants to federate an Eucalyptus clouds, this must
be done prior to any non-system Eucalyptus account/user/group creation.
2. Q. IsEucayptus DNS required for federating Eucalyptus clouds?

A. No, however its highly recommended to enable it.
3. Q. Are Amazon Resource Names supported for more granular IAM access policies per region?

A. Asof 4.2, no. IAM policies apply globally (for all regions). In order to get more granular IAM access, use
availability zone restrictions under each region. For more information, see Restrict Image to Availability Zone.

4. Q. What services/resources span globally? Which span regionally?

A. Currently, only Eucalyptus IAM and STS are global services/resources. All other services/resources are region-
based (i.e. Eucalyptus cloud-specific). The only resource that can be either global or regional are keypairs. This

is because users can import the same keypair to each region, therefore, the keypair is globally accessible. For
additional information, please refer to the AWS EC2 Documentation regarding Resource L ocations.

5. Q. Are Eucalyptus system accounts global in afederated setup?

A. No. Any Eucalyptus system account is limited to that region. Examples of Eucalyptus system accounts are as
follows:

e eucalyptus
« (eucalyptus)blockstorage
« (eucalyptus)aws-exec-read
* (eucalyptus)cloudformation
6. Q. IsCopySnapshot and Copylmage supported?

A. No. There have been no improvements associated with Object Storage Gateway (OSG) regarding cross-
regional behavior similar to AWS.

7. Q. If auser uploads an object to an Object Storage Gateway in one region, will copies show up in other regions
(similar to the behavior on AWS)?

A. No, thisis currently unsupported.
8. Q. IsLDAP/AD integration supported once Eucalyptus clouds have been federated?

A. No, thisfeature is not supported.
9. Q. Do federated Eucalyptus clouds follow the same limitations as AWS IAM globally?

A. No, Eucalyptus IAM limitations are regionally scoped.
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Manage Security

This section details concepts and tasks required to secure your cloud.

Security Overview

Thistopic isintended for people who are currently using Eucalyptus and who want to harden the cloud and
underlying configuration.

This topic covers available controls and best practices for securing your Eucalyptus cloud. Cloud security depends on
security across many layers of infrastructure and technology:

« Security of the physical infrastructure and hosts
e Security of the virtual infrastructure

e Security of instances

» Security of storage and data

» Security of users and accounts

Tip: For information about securing applicationsin AWS cloud, we recommend the Amazon Web Services AWS
Security Best Practices whitepaper. The practicesin thisin this paper also apply to your Eucalyptus cloud.

Best Practices

This topic contains recommendations for hardening your Eucalyptus cloud.

Message Security
This topic describes which networking mode is the most secure, and describes how to enforce message security.

Replay Detection

Eucalyptus components receive and exchange messages using either Query or SOAP interfaces (or both). Messages
received over these interfaces are required to have atime stamp (as defined by AWS specification) to prevent
message replay attacks. Because Eucalyptus enforces strict policies when checking timestamps in the received
messages, for the correct functioning of the cloud infrastructure, it is crucial to have clocks constantly synchronized
(for example, with ntpd) on all machines hosting Eucalyptus components. To prevent user commands failures, it is
also important to have clocks synchronized on the client machines.

Following the AWS specification, al Query interface requests containing the Timestamp element are rejected as
expired after 15 minutes of the timestamp. Requests containing the Expires element expire at the time specified by the
element. SOAP interface requests using WS-Security expire as specified by the WS-Security Timestamp element.

Replay detection parameters can be tuned as described in Configure Replay Protection.

Endpoints

Eucalyptus requires that all user requests (SOAP with WS-Security and Query) are signed, and that their content is
properly hashed, to ensure integrity and non-repudiation of messages. For stronger security, and to ensure message
confidentiality and server authenticity, client tools and applications should always use SSL/TL S protocols with server
certification verification enabled for communications with Eucal yptus components.

By default, Eucalyptus components are installed with self-signed certificates. For public Eucalyptus endpoints,
certificates signed by atrusted CA provider should be installed.
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Authentication and Access Control Best Practices
This topic describes best practices for Identity and Access Management and the eucal ypt us account.

Identity and Access Management

Eucalyptus manages access control through an authentication, authorization, and accounting system. This system
manages user identities, enforces access controls over resources, and provides reporting on resource usage as abasis
for auditing and managing cloud activities. The user identity organizational model and the scheme of authorizations
used to access resources are based on and compatible with the AWS Identity and Access Management (IAM) system,
with some Eucalyptus extensions provided that support ease-of-use in a private cloud environment.

For agenera introduction to IAM in Eucalyptus, see Access Conceptsin the IAM Guide. For information about using
IAM quotas to enforce limits on resource usage by users and accounts in Eucalyptus, see the Quotas section in the
IAM Guide.

The Amazon Web Services IAM Best Practices are also generally applicable to Eucalyptus.

Credential Management

Protection and careful management of user credentials (passwords, access keys, X.509 certificates, and key pairs) is
critical to cloud security. When dealing with credentials, we recommend:

» Limit the number of active credentials and do not create more credentials than needed.

« Only create users and credentials for the interfaces that you will actually use. For example, if auser isonly going
to use the Management Console, do not create credentials access keys for that user.

e Useeuare-useraddkey andeuar e- usercreat ecert oreuar e- user addcert to get aspecific set of
credentialsif needed.

* Regularly check for active credentials using euar e- commands and remove unused credentials. Ideally, only one
pair of active credentials should be available at any time.

* Rotate credentials regularly and delete old credentials as soon as possible. Credentials can be created and deleted
using euar e- commands, such aseuar e- user addkey and euar e- user del key.

« When rotating credentials, there is an option to deactivate, instead of removing, existing access/secret keys
and X.509 certificates. Requests made using deactivated credentials will not be accepted, but the credentials
remain in the Eucalyptus database and can be restored if needed. Y ou can deactivate credentials using euar e-
user nodkey and euar e- user nodcert .

Privileged Roles

Theeucal ypt us account is a super-privileged account in Eucalyptus. It has access to all cloud resources, cloud
setup, and management. The users within this account do not obey 1AM policies and compromised credentials can
result in a complete cloud compromisation that is not easy to contain. We recommend limiting the use of this account
and associated users' credentials as much as possible.

For all unprivileged operations, use regular accounts. If you require super-privileged access (for example,
management of resources across accounts and cloud setup administration), we recommend that you use one of the
predefined privileged roles.

The Account, Infrastructure, and Resource Administrator roles provide a more secure way to gain super privileges

in the cloud. Credentials returned by an assume-role operation are short-lived (unlike regular user credentials).
Privileges available to each role are limited in scope and can be revoked easily by modifying the trust or access policy
for therole.

Hosts
This topic describes best practices for machines that host a Eucalyptus component.

Eucalyptus recommends restricting physical and network accessto all hosts comprising the Eucalyptus cloud, and
disabling unused applications and ports on all machines used in your cloud.
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After installation, no local access to Eucalyptus component hostsis required for normal cloud operations and all
normal cloud operations can be done over remote web service APIs.

The user-facing services (UFS) and object storage gateway (OSG) are the only two components that generally expect
remote connections from end users. Each Eucalyptus component can be put behind afirewall following the list of
open ports and connectivity requirements described in the Configure the Firewall section.

For more information on securing Red Hat hosts, see the Red Hat Enterprise Linux Security Guide.

Networking Modes
This topic describes the recommendations for networking modes.

A Eucayptus deployment can be configured in EDGE (AWS EC2 Classic compatible) or VPCMIDO (AWSVPC
compatible) networking modes. In both modes, by default, instances are not allowed to send traffic with spoofed
IP and/or MAC addresses and receive traffic that are not destined to their own IP and/or MAC addresses. Security
groups should be used to control the ingress traffic to instances (EDGE and VPCMIDO modes) and to control the
egresstraffic from instances (VPCMIDO mode).

VPCMIDO mode offers many security features not present in EDGE mode. Instances of different accounts are
deployed in user-defined isolated networks within a Eucalyptus cloud. A combination of security featuresincluding
VPC, VPC subnets, security groups, source/destination check configuration, route tables, internet gateways, and NAT
gateways can be used to selectively enable and configure network access to/from instances or group of instances.

For more information about choosing a networking modes, see Plan Networking Modes.

Images and Instances

Because all instances are based on images, creating a secure image helps to create secure instances. Thistopic lists
best practices that will add additional security during image creation. Asagenera rule, harden your images similar to
how you would harden your physical servers.

e Turn off password-based authentication by specifying the following optionin/ et ¢/ ssh/ sshd_confi g:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

» Encourage non-root access by providing an unprivileged user account. |f necessary, use sudo to allow accessto
privileged commands

« Always delete the shell history and any other potentially sensitive information before bundling. If you attempt
more than one bundle upload in the same image, the shell history contains your secret access key.

« Bundling arunning instance requires your private key and X.509 certificate. Put these and other credentials
in alocation that is not bundled (e.g. when using euca- bundl e- vol , passthe folder location where the
certificates are stored as part of the values for the - e option). AWS provides more in-depth information on
security considerations in creating a shared machine image.

» Consider installing cloud-init in the image to help control root and non-root access. If cloud-init isn't available, a
custom/ et c/ rc. | ocal script can be used.

e Consider using atool such as http://manpages.ubuntu.com/manpages/precise/man8/zerofree.8.htmlzerofree to
zero-out any unused space on the image.

e Consider editing/ et c/ rc. | ocal to clear out the swap every time the instance is booted. This can be done
using the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

» Consider enabling SELinux or AppArmor for your images

« Disableall unused services and ports on the image.

» By default, all images registered have private launch permissions. Consider using euca- nodi f y- i mage-
attri but e to limit the accounts that can access the image.

After locking down the image using the steps above, additional steps can be done to further secure instances started
from that image. For example, restrict access to the instance by allowing only trusted hosts or networks to access
ports on your instances. Y ou can control access to instances using euca- aut hori ze and euca- r evoke.
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Consider creating one security group that allows external logins and keep the remainder of your instancesin agroup
that does not allow external logins. Review the rules in your security groups regularly, and ensure that you apply the
principle of least privilege: only open up permissions asthey are required. Use different security groups to deal with
instances that have different security requirements.

Management Console
This topic describes things you can do to secure the Eucalyptus Management Console.

Enable HTTPS for communications with the console and configure the console to use a CA-signed certificate.
We do not recommend the "Remember my keys' option for "Login to AWS' because it stores AWS credentialsin
your browser'slocal storage and increases the security risk of AWS credentials being compromised.

Change the default session timeouts if needed. For more information, see Configure Session Timeouts.

If you don't use the Management Console, we recommend that you disable Get AccessToken (usingeuct |).
For more information, see Configure STS Actions.

Turn off password autocomplete for the console by setting the br owser . passwor d. save configuration
option to false in the consol€' s configuration file.

If memcached is configured to be used by the console, make sureit’s not exposed publicly because thereisno
authentication mechanism enabled out of the box. If the default Eucalyptus-provided configuration is used, it
accepts connections only from localhost.

LDAP Security
This topic explains variables in the L1C file you should use to secure configuration.

When you enable LDAP/Active Directory (AD) integration with Eucalyptus, we recommend that you use the
following variablesin the LDAP/AD Integration Configuration (LIC) file. These variables are located under the
| dap- servi ce elementintheLIC file.

Element Description

auth-method The LDAP/AD authentication method to perform

synchronization. Supports three types of methods:

e simple: for clear text user/password authentication.
¢ DIGEST-MD5: for SASL authentication using MD5
e GSSAPI: SASL authentication using Kerberos V5.

user-auth-method The LDAP/AD authentication method for normal users

to perform Management Console login. Supports three
types of methods:

e simple: for clear text user/password authentication.
e DIGEST-MD5: for SASL authentication using MD5
e GSSAPI: SASL authentication using Kerberos V5.

use-ssl Specifies whether to use SSL for connecting to LDAP/

AD service. If thisoption is enabled, make sure the SSL
port for LDAP is defined as part of the server-url. The
default port for LDAP+SSL is port 636.

ignore-ssl-cert-validation Specifies whether to ignore self-signed SSL certs. This

is useful when you only have self-signed SSL certs for
your LDAP/AD services.

krb5-conf Thefile path for kr b5. conf , if you use GSSAPI

authentication method.

When use-sdl is enabled, Idaps will be used. However, theser ver - ur | still needsto begin with | dap: //.
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We recommend using a proxy user for theaut h- pri nci pal . Typically, proxy users are used to associate with
the application that needs to do reads (and in some cases writes) against the LDAP/AD directory. Proxy users also
make it easier for security audits done on the LDAP/AD directory. To use with Eucalyptus and the LDAP/AD sync,
the proxy user only needs read access. For more information about using proxy authentication with OpenLDAP and
Active Directory, go to the following resources:

» For LDAP: Using SASL (seethe SASL Proxy Authorization section)
« For Active Directory: Supported Types of Security Principles

For more information about LDAP and security, go to the following resources:

» Authentication Methods (see the " simple" method section)

+ Using SASL
» Security Considerations

For more information about Active Directory and security, go to the following resources:

* Simple Authentication
* SASL Authentication

» LDAP Security

Tasks

This section details the tasks needed to make your cloud secure.

Configure SSL
In order to connect to Eucalyptus using SSL, you must have avalid certificate for the User-Facing Services (UFS).

Configure and Enable SSL for the UFS
This topic details tasks to configure SSL for the User-Facing Services (UFS).

Important: If you have multiple USF machines, note the following:

» Importing the keystore must be performed on each UFS
e The[key alias] and [export_password] must be the same on each UFS
» Usewildcard certificate (i.e. *.<system.dns.dnsdomain>), since UFSis responsible for al service APl endpoints

Create a Keystore

Eucalyptus uses a PK CS12-format keystore. If you are using a certificate signed by atrusted root CA, perform the
following steps.

1. Enter the following command to convert your trusted certificate and key into an appropriate format:

____________________________________________________________________________________________________________________

o

__________________________________________________________________________________________________________________

This command will request an export password, which is used in the following steps.
2. Saveabackup of the Eucalyptus keystore, at / var/ | i b/ eucal ypt us/ keys/ euca. p12.
3. Import your keystore into the Eucalyptus keystore on the UFS:;

____________________________________________________________________________________________________________________

-srcstorepass [export_password] -destkeystore /var/lib/eucal yptus/keys/
euca. pl2
- dest st oret ype pkcsl2 -deststorepass eucal yptus -alias [key_ alias] -

____________________________________________________________________________________________________________________
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Enable the UFS to Use the Keystore

To enable the UFS to use the keystore, perform the following stepsin the CLC because the UFS gets all its
configuration information from the CLC.

Run the following commands on the CL C:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Optional: Redirect Requests to use Port 443

Todirect al user facing services requests to use port 443 instead of using 8773, run the following commands on the
CLC:

_______________________________________________________________________________________________________________________

euct | boot strap. webservi ces. default_ec2 uri_schene=https
ieuct| bootstrap. webservi ces. defaul t_euare_uri_schenme=https
euct | boot strap. webservices. default _s3 uri_schene=https

_______________________________________________________________________________________________________________________

Enable SSL

To enable SSL, both the UFS and CLC must be restarted. Restart the UFS and CL C by running service eucalyptus-
cloud restart or

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Configure and Enable SSL for the Management Console
Y ou can use secure HTTP for your console.

To run your console over Secure HTTP:

1. Install nginx on your console server with the following command:
yum install nginx

2. Overwritethe default ngi nx. conf filewith the template provided in/ usr/ shar e/ doc/
eucaconsol e- 4. 4/ ngi nx. conf .

cp /usr/share/ doc/ eucaconsol e- 4. 4/ ngi nx. conf /et c/ ngi nx/ ngi nx. conf

3. Uncomment the 'listen’ directive and uncomment/modify the SSL certificate pathsin/ et ¢/ ngi nx/
ngi nx. conf (search for "SSL configuration™). For example:

____________________________________________________________________________________________________________________

listen 443 ssl;

# ssl _certificate /path/to/ssl/pemfile;

# EXAMPLE:

ss| _certificate /etc/eucaconsol e/ console.crt;

# ssl _certificate_key /path/to/ssl/certificate_key;
# EXAMPLE:

ss| _certificate_key /etc/eucaconsol e/ consol e. key;

____________________________________________________________________________________________________________________

Tip: For more information on generating self-signed SSL certificates, go to http://www.akadia.com/services/
ssh_test certificate.html.

4. Restart nginx using the following command:
systenttl restart nginx.service

5. Editthe/ et c/ eucaconsol e/ consol e. i ni file locatethesessi on. secure = f al se parameter,
changef al setot rue, thenaddthessl cert andssl key linesimmediately following, per this example:

____________________________________________________________________________________________________________________

'sessi on. secure = true
ssl| cert =/ etc/eucaconsol e/ eucal ypt us. com chai ned. crt

____________________________________________________________________________________________________________________

Configure SSL for LDAP
This topic details tasks required to configure SSL for LDAP.
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To configure SSL for LDAP, make the following edits to your LIC template or file.
Tip: For more information about the LIC template and file, see LDAP/AD Integration Configuration.

1. Edittheuse-ssl| vauetotr ue.

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Synchronize Components

To synchronize your Eucalyptus component machines with an NTP server, perform the following tasks.

1. Enter the following command on a machine hosting a Eucalyptus component:

____________________________________________________________________________________________________________________

# systenctl start ntpd.service
# systenct| enabl e ntpd.service
# ps ax | grep ntp

____________________________________________________________________________________________________________________

2. Repeat for each machine hosting a Eucalyptus component.

Configure Replay Protection

Y ou can configure replay detection in Java components (which includes the CLC, UFS, OSG, Walrus, and SC) to
alow replays of the same message for a set time period.

Important: To protect against replay attacks, the Java components cache messages only for 15 minutes. Soit’s
important that any client tools used to interact with the components have the Expires element set to avalue less than
15 minutes from the current time. Thisis usually not an issue with standard tools, such as euca2ools and Amazon
EC2 API Tools.

1. The Java components replay detection algorithm rejects messages with the same signatures received within
15 minutes. The time within which messages with the same signatures are accepted is controlled by the
boot st rap. webservi ces. repl ay_skew w ndow_sec property. The default value of this property is 3
seconds. To change this value, enter the following command:

____________________________________________________________________________________________________________________

If you set this property to 0, Eucalyptus will not allow any message replays. This setting provides the best
protection against message replay attacks.

If you set this property to any value greater than 15 minutes plus the values of ws.clock_skew_sec (that is, to a
value >= 920 sec in the default installation), Eucalyptus disables replay detection completely.

2. When checking message timestamps for expiration, Eucalyptus allows up to 20 seconds of clock drift between the
machines. Thisis adefault setting. Y ou can change this value for the Java components at runtime by setting the
boot st rap. webservi ces. cl ock_skew_sec property asfollows:

____________________________________________________________________________________________________________________

Reserve Ports
Eucalyptus components use a variety of portsto communicate. The following table lists the all of the important ports

used by Eucalyptus.

TCP 5005 DEBUG ONLY:: This port is used for debugging Eucalyptus (using the - - debug flag).

TCP 8772 DEBUG ONLY: JMX port. Thisis disabled by default, and can be enabled with the - -
debug or - - j nx optionsfor CLOUD_OPTS.
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Port Description

TCP8773 Web services port for the CLC, user-facing services (UFS), object storage gateway (0SG),
Walrus SC; aso used for external and internal communications by the CLC and Walrus.
Configurable with euct | .

TCP 8774 Web services port on the CC. Configured intheeucal ypt us. conf configuration file

TCP 8775 Web services port on the NC. Configured in theeucal ypt us. conf configuration file.

TCP 8777 Database port onthe CLC

TCP 8779 (or next jGroups failure detection port on CLC, UFS, OSG, Walrus SC. If port 8779 isavailable, it

available port, upto | will be used, otherwise, the next port in the range will be attempted until an unused port is

TCP 8849) found.

TCP 8888 The default port for the Eucalyptus Management Console. Configured inthe/ et ¢/
eucal ypt us- consol e/ consol e. i ni file.

TCP 16514 TL S port on Node Controller, required for instance migrations

UDP 7500 Port for diagnostic probing on CLC, UFS, OSG, Walrus SC

UDP 8773 Membership port for any UFS, OSG, Walrus, and SC

UDP 8778 The bind port used to establish multicast communication

TCP/UDP53 DNS port on UFS

UDP 63822 eucanetd binds to localhost port 63822 and uses it to detect and avoid running multiple
instances (of eucanetd)

Note: For information about ports used by MidoNet, see the MidoNet Operations Guide (Category OpenStack can be
ignored).

Configure the Firewall
Thistopic provides guidelines for restricting network access and managing iptables rules.

Restricting Network Access

This section provides basic guidance on setting up afirewall around your Eucalyptus components. It is not intended to
be exhaustive.

On the Cloud Controller (CLC), Walrus, and Storage Controller (SC), alow for the following jGroups traffic:

e TCP connections between CLC, user-facing services (UFS), object storage gateway (OSG), Walrus, and SC on
port 8779 (or the first available port in range 8779-8849)

« UDP connections between CLC, UFS, OSG, Walrus, and SC on port 7500
* Multicast connections between CLC and UFS, OSG, Walrus, and SC to |P 239.193.7.3 on UDP port 8773

On the UFS, allow the following connections:

* TCP connections from end-users and instances on ports 8773
» End-user and instance connections to DNS ports

Onthe CLC, alow the following connections:

e TCP connections from UFS, CC and Eucalyptus instances (public IPs) on port 8773 (for metadata service)
e TCP connections from UFS, OSG, Walrus, and SC on port 8777

On the CC, make sure that al firewall rules are compatible with the dynamic changes performed by Eucalyptus,
described in the section below. Also allow the following connections:

e TCP connections from CLC on port 8774
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On OSG, allow the following connections:

e TCP connections from end-users and instances on port 8773
* TCP connections from SC and NC on port 8773

On Walrus, alow the following connections:
» TCP connections from OSG on port 8773
On the SC, alow the following connections:

* TCP connections from CLC and NC on TCP port 8773

e TCP connections from NC on TCP port 3260, if tgt (iISCSI open source target) is used for EBSin DAS or Overlay
modes

On the NC, alow the following connections:

* TCP connections from CC on port 8775

e TCP connections from other NCs on port 16514

e DHCP traffic forwarding to VMs

» Traffic forwarding to and from instances private | P addresses

Configure Session Timeouts

To set the session timeouts in the Management Console;

Modify thesessi on. ti neout and sessi on. cooki e_expi r esentriesinthe[ app: mai n] section of the
configuration file. Thesessi on. ti neout vaue defines the number of seconds before an idle session istimed
out. Thesessi on. cooki e_expi r es isthe maximum length that any session can be active before being
timed out. All values arein seconds:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Start a LIC File
TheLICisafilein JSON format and specifies what Eucalyptus needs for synchronizing with an LDAP or
AD service. Eucalyptus providesa LIC template at ${ EUCALYPTUS}/ usr/ shar e/ eucal ypt us/
i c_tenpl at e. Thistemplate shows all the fields of the LIC, and provides detailed documentation and example
values for each field.

Tostart aLICfile:

1. Enter the following command:

____________________________________________________________________________________________________________________

This command tells the LIC tool to create atemplate LIC and fill in the encrypted password for authenticating
to LDAP/AD service (that is, the password of the administrative user for accessing the LDAP/AD during
synchronization). The LIC tool’s primary functions are to encrypt the LDAP/AD password and to generate the
starting L1C template. The usage of the LIC tool shows different ways to invoke the command.

2. Onceyou havethe LIC template, fill in the details by editingthe* . | i c file using atext editor. Each top level
entity specifies one aspect of the LDAP/AD synchronization.

Configure STS Actions
The Security Token Service (STS) alows you to enable or disable specific token actions.
By default, the enabled actionslist is empty. However, this means that all actions are enabled. To disable actions, list

each action inthe di sabl edact i ons property. To enable specific actions, list them in theenabl edact i ons
property.

_______________________________________________________________________________________________________________________

PROPERTY t okens. di sabl edactions {}
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PROPERTY t okens. enabl edacti ons {} :

]
1
T a

The values for each property are case-insensitive, space or comma-separated lists of token service actions. If
an actionisin thedisablelist it will not be permitted. Eucalyptus returns an HT TP status 503 and the code
Servi ceUnavai | abl e.

If the enablelist is not empty, Eucalyptus only permits the actions specificaly listed.

Action Description

AssumeRole Roles as per AWS/STS and Eucalyptus-specific personas
admin functionality

GetAccessToken Eucalyptus extension for password logins (for example,
the Management Consol €)

GetlmpersonationToken Eucalyptus extension that alows cloud administrators to
act as specific users

GetSessionToken Session tokens in the sameas per AWS/STS

For more information about STS, go to STS section of the AWS CLI Reference.

Change Multicast Address
This topic describes how to change your multicast address for group membership.

By default, Eucalyptus uses the multicast address 239.193.7.3 for group membership. Most data centers
limit multicast address communication for security measures. We recommend that you use addresses in the
administratively-scoped multicast address range.

Note: Asof Eucalyptus 4.3, the default multicast address changed from 228.7.7.3 to 239.193.7.3.
To change the multicast addressfor group member ship

1. Stop all services, starting from the CC, SC, Walrus, then CLC. For example:

____________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Note: The above shows how to set the multicast address to a value compatible with releases prior to Eucalyptus
4.3.

3. Restart all services, starting from the CLC, Walrus, SC, CC. For example:

____________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Postrequisites

» Check the firewall after changing the multicast address. See Configure the Firewall for more information.
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Manage Reporting

Eucalyptus provides two ways for getting metrics for your cloud: you can get areport directly from the Cloud
Controller (CLC), or you can get areport from data exported from the CL C and imported to a data warehouse.

Note: Reporting and data warehousing are deprecated as of Eucalyptus 4.4; to be removed in afuture release.

When you install Eucalyptus, you automatically get the reporting system in place to generate reports from the CLC.
However, the down side to using the CLC for reportsis latency. Because of this, Eucalyptus aso supports a data
warehouse that resides outside the Eucalyptus system to store report data.

This section describes the concepts and best practices for Eucalyptus reporting, and how to generate reports.

Reporting Overview

Eucalyptus lets you generate reports to monitor cloud resource use. Each type of report is for a specified time range.

Eucalyptus supports the following report types:

« Instance: Theinstance report provides information about the amount, duration, and utilization of all running
instances. Use this report to understand how many instances each user is running, whether your instance types are
large enough, etc.

e S3: The S3 report provides information about the number of buckets and objects stored in Walrus. Empty buckets
are not reported. Use this report to understand the storage needs of each user and your cloud's storage needs.

* Volume: The volume report provides information about the amount, duration, and size of al volumesin use. Use
this report to understand how many volumes are running, and what the storage size of each volumeis.

« Snapshot: The snapshot report provides information about the amount of your cloud's snapshots. Use this report
to understand how many snapshots there are and from which volumes, and what the size of each snapshot is.

« Elagtic IP: The elastic IP report provides information about the lifecycle of elastic IPsin your cloud, including
which user is using which IPs, which |Ps are currently in use, and how often and for how long does IP get
alocated. Use this report to understand how many |Ps each user is assigned and to which instance the IPis
assigned to, and the running time of each IP.

« Capacity: The capacity report provides overall information about your cloud's resources, including instance types
and storage. Use this report to determine if your resources are being used adequately, and whether you need to
scale up or down.

Y ou can generate reportsin either CSV or HTML formats for use with external tools.

If you want to use the data warehouse for your reports, see Set Up the Data Warehouse.

Understanding the Report Format
All Eucalyptus reports contain a usage section. The instance report also contains a running time section.

The usage section shows cumulative (cumul.) metrics for each zone, account, and user. Then the report lists metrics
for each resource. The column for each resource type (for example, Instance Id or Volume Id displays cumul. for all
cumulative metrics. When individual resources are reported, the individual resource's name or identifier displaysin
that column.

Instance Report

The Instance Report has the following column headings:

Heading Description

Net Total GB In Total instance network input communication between
instances with in the cloud
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Heading Description

Net Total GB Out Total instance network output communication between
instances with in the cloud

Net External GB In Total instance network input communication between
connections from outside of the cloud

Net External GB Out Total instance network output communication between
connections from outside of the cloud

Disk GB Read Total instance disk reads

Disk GB Write Total instance disk writes

Disk IOPS (M) Read Disk read transfer rate and 1/Os per second

Disk IOPS (M) Write Disk write transfer rate and 1/Os per second

Disk Time (hrs) Read Total disk read time per hour

Disk Time (hrs) Write Total disk write time per hour

S3 Report

The S3 Report has the following column headings:

Heading Description

Bucket Name of the container used to store objects
# Objects Total number of objects created

# Snap Total number of snapshots created

Total Obj Size (BYTES) Total object sizein bytes

Obj GB-Days Object size reporting interval, in gigabytes

Volume Report

The S3 Report has the following column headings:

Heading Description

Instance Id Identifier of the instance

Volumeld Identifier of the Eucalyptus block volume attached to the
instance

#Vol Total number of volumes created

Size (BYTES) Size of the volumes, in bytes

GB-Days Gigabytes used per day

Snapshot Report
The Snapshot Report has the following column headings:

Heading Description

Volumeld Identifier of the Eucalyptus block volume
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Snapshot Id Identifier of the snapshot

# Snap Total number of snapshots created
Size (BYTES) Size of the snapshots, in bytes
GB-Days Gigabytes used per day

Elastic IP Report
The Elastic |P Report has the following column headings:

Elastic IP IP address

Instance ID Identifier of the instance that is assigned the elastic IP
#1Ps Number of 1Ps used by a user(s)

Duration Length in time that the elastic IP isin use by an instance

Capacity Report
The Capacity Report has the following column headings:

Heading Description

Resource The resource whose capacity is being reported. A
resource can be:

e S3 Storagein GB

e FElastic IP count

« EBS Storagein GB

e EC2 Computein cores

« EC2DiskinGB

« EC2Memory in MB

* VM Types by type (for example, “cl.medium”)

count
Available Quantity of the resource free for use
Total Total available quantity for the resource

Reporting Best Practices
This topic provides guidelines for using the reporting feature in Eucalyptus.

» Eucalyptus recommends that you run reports from the data warehouse. The Cloud Controller (CLC) generates the
data. The data warehouse is a store of the stale data exported from the CLC.

« Monitor the rate of information collected and written to the CLC database. The database expands through usage
and event-driven records. More report information stored in the CL C database lessens the effectiveness of the
CLC to perform its cloud duties. If the database gets too large, export the data to the data warehouse then delete
the data from the CLC.

« Becareful about deleting datain the CLC. If you delete datain the CLC after you export it, you should use the
data warehouse to generate all future reports. This ensures that you have a comprehensive picture of your cloud
data.
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* You can'timport data from different clouds into the same data warehouse.

Reporting Tasks
This section explains the tasks associated with the Eucalyptus reporting feature.

Note: Reporting and data warehousing are deprecated as of Eucalyptus 4.4; to be removed in afuture release.

Setting up a data warehouse allows you to remove data from the Cloud Controller (CLC). This ensures that you have
enough disk space to operate the CLC. This section contains information needed to install the data warehouse and run
those reports.

Once the data warehouse is installed, the workflow for running reports against the data warehouse is:

1. Export the data from the CL C. For more information, see Export Data.

2. Import the data to the data warehouse. For more information, see Import Data.

3. Createthe report from the datain the data warehouse. For more information, see Create a Report: Data
Warehouse.

Set Up the Data Warehouse

This section explains how to set up the data warehouse and how to generate reports using data in the data warehouse.

Note: Reporting and data warehousing are deprecated as of Eucalyptus 4.4; to be removed in afuture release.

Install the Data Warehouse
Toinstall the Data Warehouse on hosts running RHEL 7 or CentOS 7:
Important: Do not install the Data Warehouse on a machine running Eucal yptus services.

1. Configure the Eucalyptus package repository on the Data Warehouse host:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Y ou are now ready to Configure the Database.

Configure the Database
To configure the database in your data warehouse perform the tasks

1. Initialize the PostgreSQL database.

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

5. Atthe psgl prompt run:
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-

___________________________________________________________________________________________________________________

create user eucal yptus with password ' nypassword';
grant all on database eucal yptus_reporting to eucal yptus;

o

__________________________________________________________________________________________________________________

_____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

"

___________________________________________________________________________________________________________________

| ocal al | al | password
host al | al | 127.0.0.1/32 password
host . all all ] ayizs ] password

____________________________________________________________________________________________________________________

Y our machine is now configured as a data warehouse.

Check the Data Warehouse Status
To check the data warehouse status perform the steps listed in this topic.

Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

For more information about eucadw- st at us, go to the Euca?ools Reference Guide.

Export Data

To export data from the Cloud Controller (CLC):

Run the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

For more information about the eur epor t - export - dat a command, go to the Euca2ools Reference Guide.

Import Data

To import data into the data warehouse:

Run the following command:

"

___________________________________________________________________________________________________________________

.

___________________________________________________________________________________________________________________

wheref i | enane isthe name of the imported file that you want to get data from.

For more information about eucadw- i nport - dat a, go to the Euca2ools Reference Guide.

Create a Report: Data Warehouse

To create areport from data in the data warehouse:

Run the following command:

____________________________________________________________________________________________________________________

o

__________________________________________________________________________________________________________________

e start_dat e isthedateyouwant datafrom. For example, 2012- 11- 05.
e end_dat e isthe date you want data to.
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e report _type isthetype of report you want to run: i nst ance, S3, vol une, snapshot, | P, or
capacity.
e your _passwor d isthe administrator password you configured in the data warehouse install ation.

For more information about eucadw gener at e- r epor t , go to the Euca2ools Reference Guide.
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Eucalyptus Commands

This section contains reference information for Eucalyptus administration and reporting commands.

Eucalyptus Administration Commands

Eucalyptus offers commands for common administration tasks and inquiries. This section provides a reference for
these commands.

euctl
The euctl utility retrieves cloud state and allows cloud administrators to set cloud state. The state to be retrieved or set
is described using a Management Information Base (MIB) style name, described as a dotted set of components. See
usage notes and examples below.

Note: Theeuct | command replaces the deprecated euca- descri be- properti es andeuca- nodi fy-
property commands.

.......................................................................................................................

euct | [-ng] NAME=VALUE ...
euct! [-nq] NAVE=@FI LE . ..
euct! --dunp [--format {raw, json, yam }]
euctl --edit [--format {raw,json, yamn }]

.......................................................................................................................

Positional Arguments

Argument Description

NANVE Output avariable'svalue.
NANVE=VALUE Set a variable to the specified value and then output it.
NAVE=@FI| LE Set avariable to that of the specified file's contents, then
output it.
Options
Option Description Required
-A --all-types List al the known variable names, including structures. Those with string No

or integer values will be output as usual; for the structured values, the
methods of retrieving them are given.

-d Output variables default values rather than their current values. Note that No
not al variables have default values.

-S Show variables' descriptions instead of their current values. No

-n Suppress output of the variable name. Thisis useful for setting shell No
variables.

-q Suppress al output when setting a variable. This option overrides the No

behavior of the - n parameter.

-r, --reset Reset the given variables to their default values. No
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Option Description Required

--dunp Output the value of a structured variable in its entirety. The value will be No
formatted in the manner specified by the - - f or mat option.

--edit Edit the value of a structure variable interactively. The value will be No
formatted in the manner specified by the - - f or mat option. Only one
variable may be edited per invocation. When looking for an editor,

the program will first try the environment variable VISUAL, then the
environment variable EDITOR, and finally the default editor, vi.

--format Use the specified format when displaying a structured variable. No

{raw json, yan} Valid values. raw|j son |yani

Default value: j son

Common Options

Option Description

- -show enmpt y- Show empty fieldsas " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key_id

-S, --secret-key User's secret key.

secret _key

--security-token User's security token.

t oken

- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2o0ls.

- - debugger Enable interactive debugger on error.

-h,--help Display the manual page for the command.

--version Display the version of thistool.

Examples

When retrieving a variable, a subset of the MIB name may be specified to retrieve alist of variablesin that subset.
For example, to list al the dns variables:

.......................................................................................................................

Thisreplaceseuca- descri be- properti es.

When setting a variable, the MIB name should be followed by an equal sign and the new value:

.......................................................................................................................

Thisreplaceseuca- nodi fy- property -p.

To write variables using the contents of the files as their new values rather than typing them into the command line,
follow them with =@and those file names:
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.......................................................................................................................

Thisreplaceseuca- nodi fy- property -f.

Specify afilename to read the values from afile:

......................................................................................................................

"

.......................................................................................................................

.......................................................................................................................

Inall of these cases, euct | will generally output each variable named on its command line, along with its current
(and potentially just-changed) value. For example, the output of the command above could be:

.......................................................................................................................

.......................................................................................................................

.......................................................................................................................

.......................................................................................................................

Theinformation available from euctl consists of integers, strings, and structures. The structured information can only
be retrieved by specialized programs and, in some cases, this program's - - edi t and - - dunp options.

Note: Refer to this command's manpage for a complete list of environment variables, options, and outputs.

euca-describe-properties

Note: Thiscommand is deprecated. Usetheeuct | command instead.

euca-modify-property

Note: Thiscommand is deprecated. Usetheeuct | command instead.

euserv-deregister-service
De-registers a service instance.

Note: Theeuser v-der egi st er - servi ce command replaces the deprecated euca_conf - -
der egi st er - * (except - - der egi st er - nodes) and euca- der egi st er - * commands.

......................................................................................................................

.

[-S KEY] [--security-token TOKEN] [--debug]

.......................................................................................................................

Positional Arguments

Argument Description

SVCI NSTANCE Name of the service instance to de-register.

Common Options

Description

- -show enpt y- Show empty fieldsas " (nil)".
fields
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Option Description

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.
-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key id

-S,--secret-key User's secret key.

secret _key

--security-token User's security token.

t oken

- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.

- - debugger Enable interactive debugger on error.

-h,--help Display the manual page for the command.

--version Display the version of thistool.

Output

Eucalyptus returns a message stating that service instance was successfully de-registered.

Example
To de-register the dns service named "API_10.111.1.44.dns";

.......................................................................................................................

.......................................................................................................................

euserv-register-service
Registers a new service instance.

Note: Theeuserv-regi st er-servi ce command replacesthe deprecated euca_conf --regi ster-*
(except - - r egi st er - nodes) and euca- r egi st er - * commands.

.......................................................................................................................

[--region USERGREA ON] [-|I KEY_ID] [-S KEY]
[--security-token TOKEN] [--debug] [--debugger] [--version]

.......................................................................................................................

Positional Arguments

Argument Description
SVCI NSTANCE The name of the new service instance to register.
Options

Description Required

-t, --type type The new service instance's type. Yes
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Option Description Required

-h, --host IP The host on which the new instance of the service runs. Yes

--port port The port on which the new instance of the service runs (default for No
cluster: 8774, otherwise: 8773).

-z, --availability- The availability zone in which to register the new service instance. Conditiona

zone zone Thisisrequired only for services of certain types.

Common Options

Option Description

--show enpt y- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url wurl URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key_id

-S,--secret-key User's secret key.

secret _key

--security-token User's security token.

t oken

- -debug Prints what the command sends to the server and what it receives from the server. Use

when you're trying to debug Euca2ools.

- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

No output is given when it succeeds.

Example

To register the ufs service named "user-api-5":

.......................................................................................................................

Note: A prerequisite for this command isto have the credentials in the shell you are running the register command.
For example:

.......................................................................................................................

euserv-describe-node-controllers
Lists the cloud's node controllers and their instances.

Note: Theeuserv-descri be-node-control | er s command replaces the deprecated euca_conf - -
I i st-nodes andeuca- descri be- nodes commands.
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.......................................................................................................................

[--showenpty-fields] [-U URL]
[--region USER@REA ON] [-|I KEY_ID] [-S KEY] [--security-token

.......................................................................................................................

Options

Option Description Required
--ec2-url url The compute service's endpoint URL. No

- -show headers Show column headers. No

Common Options

Option Description

--show enpty- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url wurl URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key id
-S, --secret-key User's secret key.
secret _key
--security-token User's security token.
t oken
- - debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.
- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

Eucalyptus returns information about the node controller and its instances, for example:

.......................................................................................................................

I NSTANCE i - 162a8f 09
I NSTANCE i-2b6cdd10
NODE one 10.111.5.132 enabled
I NSTANCE i-ba9307d7

.......................................................................................................................

.......................................................................................................................
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Shows information about the cloud's services.
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Note: Theeuser v-descri be-servi ces command replaces the following deprecated commands:

euca_conf --1ist-* (except--list-nodes)
euca-describe-arbitrators

euca- descri be-aut oscal i ng

euca- descri be-cl oudf ornati on
euca- descri be-cl ouds
euca-descri be-cl oudwat ch

euca- descri be-cl usters

euca- descri be- conponent s

euca- descri be- conput e
euca-descri be-euare

euca- descri be- | oadbal anci ng
euca- descri be- nodes

euca- descri be- obj ect - st or age- gat eways

e euca-describe-services
e euca-describe-storage-controllers

e euca-descri be-tokens

e euca-descri be-wal rusbackends

.......................................................................................................................

[--group-by-type | --group-by-zone | --group-by-host | --expert]
[ - - show header s] [--show enpty-fields] [-U URL] [--region
[-1 KEY_ID [-S KEY] [--security-token TOKEN|

USERGREG ON]

[--filter NAME=VALUE] [--debug] [--debugger] [--version] [-h]

.......................................................................................................................

Positional Arguments

Argument

Description

SVCI NSTANCE Limit results to specific instances of services.

Options

Option Description Required
-a, --all Show all services regardless of type. No

- -group-by-type Collate services by service type (default). No

- - group- by-zone Collate services by availability zone. No

- - group- by- host Collate services by host. No

- -expert Show advanced information, including service accounts. No

- - show headers Show column headers. No
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Option Description

* host . The machine running the service.

false).

specific service group.

of any service group (true or false).
e service-type. Thetype of service.
e state. Theservice's state.

--filter nane=val ue Restrict results to those that meet criteria. Allowed filter names:

e avail ability-zone. Theservice'savailability zone.

e internal . Whether the serviceis used only internally (true or

e publ i c. Whether the serviceis public (true or false).
e servi ce- group. Whether the service isamember of a

e service-group- nenber . Whether the service is a member
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Required
No

Common Options

Option Description

--show enpty- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key_id
-S,--secret-key User's secret key.
secret _key
--security-token User's security token.
t oken
- - debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.
- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

Eucalyptus returns information about the services you specified.

Example

Verify that you are looking at the cloud controllers view of the service state by explicitly running against that host:

| ocal host : 8773/ servi ces/ Enpyr ean
SERVI CE storage one one-sc-1 enabled

.........................................................................................

..............................
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euserv-describe-service-types
Lists the available service types.

Note: Theeuserv-descri be-servi ce-types command replacestheeuca- descri be- servi ce-
t ypes command.

.......................................................................................................................

[ --showenpty-fields] [-U URL]
+ [--region USER@GREA ON] [-1 KEY.ID [-S KEY] [--security-token TOKEN|

.......................................................................................................................

Options

Option Description Required
-a, --all Show all service types regardless of their properties. No

- - show headers Show column headers. No

Common Options

Option Description

--show enpty- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key_id

-S, --secret-key User's secret key.

secret _key

--security-token User's security token.

t oken

- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.

- - debugger Enable interactive debugger on error.

-h,--help Display the manual page for the command.

--version Display the version of thistool.

Output

Eucalyptus returns alist of service types.

.......................................................................................................................

ESVCTYPE arbitrator The Arbitrator service
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SVCTYPE aut oscal i ng user-api Auto Scaling APl service

'SVCTYPE cl oudformation user-api O oudformation APl service

ESVCTYPE cl oudwat ch user-api Cl oudwatch APl service

;SVCTYPE cluster The Cluster Controller service
ESVCTYPE conput e user-api the Eucal yptus EC2 APl service
ESVCTYPE dns user-api Eucal yptus DNS server

ESVCTYPE euare user-api | AM APl service

ESVCTYPE eucal ypt us eucal yptus service inplenentation
ESVCTYPE identity user-api Eucal yptus identity service
ESVCTYPE i magi ng user-api Eucal yptus i magi ng service

ESVCTYPE | oadbal anci ng user-api ELB APl service
ESVCTYPE obj ect st or age user-api S3 APl service

'SVCTYPE sinpl eworkfl ow user-api Sinple Wrkflow APl service

ESVCTYPE st orage The Storage Controller service

ESVCTYPE t okens user-api STS APl service

'SVCTYPE user - api The service group of all user-facing AP
 endpoi nt services

SVCTYPE wal rusbackend The | egacy Wal rus Backend service

.......................................................................................................................

euserv-migrate-instances
Migrates one instance from its current host, or migrates all instances from a specific host.

Note: Theeuserv-m grat e-i nst ances command replaces the deprecated euca- mi gr at e- i nst ances

command.

Syntax

'euserv-m grate-instances (-s HOST | -i INSTANCE)
[--include-dest HOST | --exclude-dest HOST]

[-UURL] [--region USER@REG ON] [-I KEY_ID] [-S KEY] [--security-token

.......................................................................................................................

Options

Option Description Required

-s, --source host Remove all instances from a specific host. No

-i, --instance Remove one instance from its current host. No

i nstance

--include-dest host Allow migration to only a specific host (may be used more than No
once).

- - excl ude- dest host Allow migration to any host except a specific one (may be used No
more than once).
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Common Options

Option Description

--show enpty- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key id

-S,--secret-key User's secret key.

secret _key

--security-token User's security token.

t oken

- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.

- - debugger Enable interactive debugger on error.

-h,--help Display the manual page for the command.

--version Display the version of thistool.

Output

Unless requested, no output is given. You can runtheeuser v- descri be- * command to verify that the migration
activity completed successfully, as shown in the example following.

Example

To migrate an instance from its current host:

.......................................................................................................................

euser v-descri be- node-controll ers
NODE zone-555 10.104.1.200 enabled

NODE zone-555 10.104.1.201 enabl ed
I NSTANCE i - 8eacd211

.......................................................................................................................

euserv-modify-service
Attempts to change the state of an instance of a service.

Note: Theeuser v-nodi fy- servi ce command replaces the deprecated euca- nodi f y- ser vi ce command.

.......................................................................................................................

[-1 KEY_ID] [-S KEY] [--security-token TOKEN]
[--debug] [--debugger] [--version] [-h] SVCI NSTANCE
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Positional Arguments

Argument Description
SVCI NSTANCE The name of the service instance to modify.
Options

Description Required

-s, --state state The state to change to. Yes

Common Options

Option Description

--show enpty- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key_id
-S, --secret-key User's secret key.
secret _key
--security-token User's security token.
t oken
- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.
- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

No output isgiven. You can runtheeuser v- descri be- ser vi ces command to verify that the modification
completed successfully, as shown in the example following.

Example

To modify the state of a storage controller service named "two-sc-1" to stopped:

.......................................................................................................................

euser v-descri be-services two-sc-1
SERVI CE storage two two-sc-1 stopped

.......................................................................................................................

euserv-describe-events
Shows information about service-affecting events.

Note: Theeuserv-descri be-event s command isintended to replace the -E option in theeuca-
descri be- servi ces command and is currently under Technical Preview and is subject to change without notice.
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.......................................................................................................................

Description

Events come in the form of alist, where each event contains one or more of the following tags:

Tag Description

id A unique ID for the event.

nmessage A free-form text description of the event.

severity The message's severity (FATAL, URGENT, ERROR,

WARNING, INFO, DEBUG, TRACE).

stack-trace

The stack trace, if any, corresponding to the event. The -
soption isrequired to make this appear.

subj ect-arn

event.

The Eucalyptus ARN of the service affected by the

subj ect - nane

The name of the service affected by the event.

subj ect-type

The type of service affected by the event.

ti mestanp

The date and time of the event's creation.

Environment

Note: Theeuserv-descri be-event s command requires access keys and knowledge of where to locate the
web services it needs to contact. It can obtain these from several locations.

Environment

AWS_ACCESS _KEY_| D

euca2ools.ini, but not - | .

The access key ID to use when authenticating web
service regquests. This takes precedence over and

AWS_SECRET_ACCESS_KEY

euca2ools.ini(5), but not - S.

The secret key to use when authenticating web service
reguests. This takes precedence over --region and

EUCA_BOOTSTRAP_URL

The URL of the service to contact. This takes precedence
over - - r egi on and euca2ools.ini, but not - U.

Options
Option Description Required
-f, --format format Print eventsin a given format, where format can be: yani or No
onel i ne, and f or mat :string. See Output for details about each
format. When omitted, the format defaultstoyan .
-s, --show- stack- Include the stack-trace tag in events data. Thisis omitted by default No
traces due to its length.

CC-BY-SA, Eucalyptus Cloud



Common Options

Eucayptus | Eucalyptus Commands | 82

Option Description

user @ egi on

--show enpty- Show empty fields as " (nil)".
fields
--region Region and/or user name to search when looking up config file data. Only valid for

EC2 endpoints.

-U, --url url

URL of the cloud service to connect to. For administrative commands, this should be
<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id
key id

User'saccesskey ID.

-S, --secret-key
secret _key

User's secret key.

--security-token
t oken

User's security token.

- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.
- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

There are several built-in formats, and you can define additional formats using aformat: string, as described below.
Here are the details of the built-in formats:

yam

onel i ne

f or mat : string

This outputs block-style YAML designed to be easily
readable. Tags that are empty or not defined do not
appear in this output at all.

...........................................................

event s:
i - tinmestanp: {tinmestanp}
severity: {severity}
id: {id}
; subj ect-type: {subject-
type} _ _
: subj ect - name: {subj ect -
name}
; subj ect - host: {subject -
‘host } :
! subj ect-arn: {subject-arn}:
message: | - '
{message}

stack-trace: |-

...........................................................

...........................................................

...........................................................

Thef or mat : string format allows you to specify
which information you want to show using placeholders
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enclosed in curly braces to indicate where to show the
tags for each event. For example:

...........................................................

...........................................................

Example

To output alist of service-affecting eventsin the onel i ne format:

.......................................................................................................................

2016- 06-20 16:16: 08 I NFO node 10.111.1.15 the node is operating normally
\ nFound service status for 10.111.1.15: ENABLED

2016- 06- 27 17:37:57 ERROR node 10.111.5.50 Error occurred in transport
2016- 06- 28 07:00: 17 ERROR node 10.111.5.50

Eucalyptus Report Commands

Eucalyptus lets you to generate reports for your cloud. These reports show data useful for understanding how your
resources are being alocated, who is using the resources, and how much time resources are running.

Note: Reporting and data warehousing are deprecated as of Eucalyptus 4.4; to be removed in afuture release.

Eucalyptus lets you to get reports from either the Cloud Controller (CLC) or the data warehouse. Reports from the
data warehouse are from data exported from the CLC.

Commands that begin the eur epor t - arefor the CLC. For more information, see Reports Commands: CLC.
Commands that begin with eucadw- are for the data warehouse. For more information, see Report Commands. Data
Warehouse.

Reports Commands: CLC

This section contains reference information for reporting commands that use the Cloud Controller (CLC).

Normally, you will just use eureport-generate-report command. If you want to run reports against the data warehouse,
you need to export data from the CLC using the eureport-export-data command.

~ Warning: Beawarethat if you usethe eur eport - del et e- dat a command, you cannot use the CLC for
i !__"1 reporting. Once you delete data from the CLC, you have to run reports using the data warehouse.

eureport-generate-report
Generates areport from the CLC.

.......................................................................................................................

[-f report _format] [-s start_date] [-e end_date]
[--size-unit size unit] [--time-unit time_unit]
[--size-time-size-unit size_time_size_unit]
[--size-tine-tine-unit size time tinme_unit] [-d] [-F]

......................................................................................................................

Options

Description Required

filename Path to the resulting reporting file. No
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Option Description Required
-t, --type Type of report to generate. No
report_type Validvaues: el astic-ip|instance|s3|snapshot |

vol une

Default: i nst ance
-f, --fornmat Format of report generate. No
report_format Validvalues: csv | ht m

Default: ht
-s, --start-date Inclusive start date for the exported datain YYYY-MM-DD format. Yes
start_date For example, 2012- 08- 19.
-e, --end-date Exclusive end date for the exported datain YYYY-MM-DD format. Yes
end_dat e For example, 2012- 08- 26.
--size-unit The level of granularity for reporting metrics by size alone. No
size_unit Validvaues b |kb | b [gb

Default: gb
--tinme-unit Thelevel of granularity for reporting interval. No
time_unit Valid values: seconds | m nut es | hour s |days

Default: days
--size-tinme- Thelevel of granularity for reporting size metrics for the time No
si ze-unit interval.
size_time_size_unit Validvalues b [kb [mb [gb

Default: gb
--size-time- The level of granularity for reporting size metrics for the time No
time-unit interval.
size_time_time_unit Valid values. seconds | m nut es | hour s |days

Default: days
-d, --dependenci es |Includeevent dependenciesfrom outside the requested time period. No
-F, --force Overwrite output fileif it exists. No

Common Options

Option Description

--show enpty- Show empty fields as " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id
key_id

User's access key ID.
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Option Description

-S, --secret-key
secret _key

User's secret key.

--security-token
t oken

User's security token.

- - debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.
- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

Eucalyptus returns a message stating that report was generated to the file you specified.

..............................

eur eport - gener at e-report

time-size-unit=b -t instance Report2. htm

.................................................................................

.......................................................................................................................

eureport-delete-data

Deletes report data generated before a specified date.

.......................................................................................................................

.......................................................................................................................

Options

Option Description Required
-s, --start-date Inclusive start date for the deleted report datain YYYY-MM-DD Yes
start_date format. For example, 2012- 08- 19.

-e, --end-date Exclusive end date for the deleted report data. For example, Yes
end_date 2012- 08- 26.

-d, --dependenci es |Includeevent dependenciesfrom outside the requested time period. No

filename Path to the reporting data export file No

-F, --force Overwrite output fileif it exists. No

Common Options

Option Description

- -show enmpt y- Show empty fieldsas " (nil)".

fields

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.
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Option Description

-U, --url url URL of the cloud service to connect to. For administrative commands, this should be
<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key_id
-S, --secret-key User's secret key.
secret _key
--security-token User's security token.
t oken
- - debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.
- - debugger Enable interactive debugger on error.
-h,--help Display the manual page for the command.
--version Display the version of thistool.
Output

Eucalyptus returns a message detailing the number of data entriesit deleted.

.......................................................................................................................

.......................................................................................................................

eureport-export-data
Exports report datato afile. Thisfile can be imported into the data warehouse.

Syntax
eureport-export-data [filename] -s start_date -e end_date
N ) o SRR
Options
Option Description Required
filename Path to the resulting reporting data export file No
-s, --start-date Inclusive start date for the exported datain YYYY-MM-DD format. Yes
start_date For example, 2012- 08- 19.
-e, --end-date Exclusive end date for the exported datain YYYY-MM-DD format. Yes
end_dat e For example, 2012- 08- 26.
-d, --dependenci es |Includeevent dependenciesfrom outside the requested time period. No
-F, --force Overwrite output fileif it exists. No

Common Options

Description

- -show enpt y- Show empty fieldsas " (nil)".
fields

CC-BY-SA, Eucalyptus Cloud



Eucayptus | Eucalyptus Commands | 87

Option Description

--region Region and/or user name to search when looking up config file data. Only valid for
user @ egi on EC2 endpoints.
-U, --url url URL of the cloud service to connect to. For administrative commands, this should be

<i p_address>: 8773/ servi ces/ Enpyr ean.

-1,--access-key-id |User'saccesskey ID.

key id

-S,--secret-key User's secret key.

secret _key

--security-token User's security token.

t oken

- -debug Prints what the command sends to the server and what it receives from the server. Use
when you're trying to debug Euca2ools.

- - debugger Enable interactive debugger on error.

-h,--help Display the manual page for the command.

--version Display the version of thistool.

Output

Eucalyptus returns a message stating that the data was exported to the file you specified.

Example

.......................................................................................................................

.......................................................................................................................

Report Commands: Data Warehouse

This section contains the reference for reporting commands that use the data warehouse.
The workflow for reporting against the data is the data warehouse is as follows:

1. Export datafrom the Cloud Controller (CLC) using the eureport-export-data command.
2. Import the data into the data warehouse using the eucadw-import-data command.
3. Run areport using the eucadw-generate-report command.

eucadw-status
Checks for a connection to the data warehouse and for available data stored in the data warehouse.

.......................................................................................................................

Options
Description Required
-p, password Administrator password you configured in the data warehouse Yes
installation.
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Common Options

None.

Output

Eucalyptus returns the connection status.

Examples

The following example shows a successful connection.

.......................................................................................................................

.......................................................................................................................

.......................................................................................................................

Dat abase access failed with the follow ng details.

SQ.State : 3D000

Error Code: O

FATAL: database "bl ah” does not exist i
eucadw-import-data

Imports data into the data warehouse. This dataisin a specified file that has first been generated from the

eur eport - export - dat a command.

.......................................................................................................................

Options

Option Description Required

-e, --export Name of the export file you want to import into the data warehouse. Yes

export_fil enane

-p, password Administrator password you configured in the data warehouse Yes
installation.

-r, --replace Use this option if you want to replace an existing file that has the No

same name as the file you are importing.

Common Options

None.

Output

Eucalyptus returns a message detailing the number of entries imported and the timefrome of those entries.

Example

.......................................................................................................................

.......................................................................................................................

eucadw-generate-report
Generates areport from the data warehouse.

CC-BY-SA, Eucalyptus Cloud



Eucayptus | Eucalyptus Commands | 89

.......................................................................................................................

[-t report _type] [-f report format] [-s start_date]
[-e end_date] [--size-unit size unit]

[--time-unit tine_unit]

[--size-tinme-size-unit size tinme_size unit]

[

.......................................................................................................................

Options
Option Description Required
-p, password Administrator password you configured in the data warehouse Yes
installation.
filenanme Name of thefile to output report data to. If you do not enter a No
filename, Eucalyptus generates report data to the console.
-t, --type Type of report to generate. No
report_type Validvaues: el astic-ip|instance|s3|snapshot |
vol une
Default: i nst ance
-f, --fornmat Format of report generate. No
report_format Validvalues: csv | ht m
Default: ht
-s, --start_date Inclusive start date for the exported datain YYYY-MM-DD format. No
start_date For example, 2012- 08- 19.
Default: ht m
-e, --end-date Exclusive end date for the exported datain YYYY-MM-DD format. Yes
end_date For example, 2012- 08- 26.
--size-unit Thelevel of granularity for reporting metrics by size alone. No
size_unit valid values: b | kb | b | gb
Default: gb
--tine-unit Thelevel of granularity for reporting interval. No
time_unit Valid values: seconds | m nut es | hour s |days
Default: days
--size-time- The level of granularity for reporting size metrics for the time No
size-unit interval.
size_time_size_unit vaidvaues b |kb b [gb
Default: gb
--size-tinme- Thelevel of granularity for reporting size metrics for the time No
time-unit interval.
size_time_time_unit Valid values: seconds | m nut es | hour s |days
Default: DAYS
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Option Description Required
-d, --dependenci es |Includeevent dependenciesfrom outside the requested time period. No
-F, --force Overwrite output fileif it exists. No

Common Options

None.

Output
Eucalyptus returns a message stating that report was generated to the file you specified.

Example

.......................................................................................................................

.

......................................................................................................................

Eucalyptus Configuration Variables

Eucalyptus exposes a number of variables that can be configured using the euct | command. Thistopic explains
what types of variables Eucalyptus uses, and lists the most common configurable variables.

Eucalyptus Variable Types

Eucalyptus uses two types of variables: ones that can be changed (as configuration options), and ones that cannot be
changed (they are displayed as variables, but configured by modifying the eucal ypt us. conf file onthe CC).

Important: Onceacloudisin use and has started operating based on these variables, it is hot safe to change them at
runtime.

Eucalyptus Variables

Thefollowing table contains alist of common Eucalyptus cloud variables.

Variable Description

authentication.access keys limit Limit for access keys per user

authentication.authorization _cache | Authorization cache configuration, for credentials and authorization
metadata

authentication.authorization_expiry | Default expiry for cached authorization metadata

authentication.authorization_reuse_expibgfault expiry for re-use of cached authorization metadata on failure

authentication.credential_download qeSesate)céi fjeaeration of certificates on credential download (Never |
Absent | Limited)

authentication.credential_download hasi Ditchmatch against for host address selection

authentication.credential_download pdPort to use in service URLs when 'bootstrap.webservices.port' is not
appropriate.

authentication.default_password _expifypefault password expiry time

authentication.max_policy _size Maximum size for an |AM policy (bytes)

authentication.signing_certificates limitimit for signing certificates per user
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Variable Description

authentication.system_account_quota

| Ealokesd quotas for system accounts

autoscaling.activityexpiry

Expiry age for scaling activities. Older activities are deleted.

autoscaling.activityinitial backof f

Initial back-off period for failing activities.

autoscaling.activitymaxbackoff

Maximum back-off period for failing activities.

autoscaling.activitytimeout

Timeout for ascaling activity.

autoscaling.maxlaunchincrement

Maximum instances to launch at one time.

autoscaling.maxregistrationretries

Number of times to attempt load balancer registration for each instance.

autoscaling.pendinginstancetimeout

Timeout for a pending instance.

autoscaling.suspendedprocesses

Globally suspend scaling processes; a comma-delimited list of processes
(Launch, Terminate,HealthCheck, ReplaceUnhealthy,AZRebal ance,
AlarmNotification,ScheduledActions, AddTolL oadBalancer). Default is
empty, meaning the processes are not suspended.

autoscaling.suspendedtasks

Suspended scaling tasks.

autoscaling.suspensionlaunchattempts

tiviedholoim |aunch attempts for administrative suspension of scaling
activities for a group.

autoscal i ng.suspensi ontimeout

Timeout for administrative suspension of scaling activities for agroup.

autoscaling.untrackedinstancetimeout

Timeout for termination of untracked auto scaling instances.

autoscaling.zonefailurethreshol d

Time after which an unavailable zone should be treated as failed

bootstrap.async.future_listener_debug

| Noniibeead seconds a future listener can execute before a debug message is
logged.

bootstrap.async.future_listener_error |

| Isumbecof seconds a future listener can execute before an error message is
logged.

bootstrap.async.future listener_get rqg

tfietal number of seconds afuture listener's executor waits to get().

bootstrap.async.future listener get ti

meaatber of seconds a future listener's executor waits to get() per call.

bootstrap.async.future listener_info |

Nidngees of seconds a future listener can execute before an info message is
logged.

bootstrap.hosts.state initialize_timeoy

tTimeout for state initialization (in msec).

bootstrap.hosts.state transfer_timeout]

Timeout for state transfers (in msec).

bootstrap.notifications.batch_delay s4

pdonelval (in seconds) during which a notification will be delayed to alow
for batching events for delivery.

bootstrap.notifications.digest

Send a system state digest periodically.

bootstrap.notifications.digest_frequen

CiPehiaat§in hours) with which a system state digest will be delivered.

bootstrap.notifications.digest_only_or

| |&rsensling system state digests is set to true, then only send the digest when
the system has failures to report.

bootstrap.notifications.digest_frequen

CiPehiaat§n hours) with which a system state digest will be delivered.

bootstrap.notifications.digest_only_or]

| 1&rsengling system state digestsis set to true, then only send the digest when
the system has failures to report.

bootstrap.notifications.email_from

From email address used for notification delivery.
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Variable Description

bootstrap.notifications.email_from ng

Irfieom email name used for notification delivery.

bootstrap.notifications.email_from ng

rreom email name used for notification delivery.

bootstrap.notifications.email_subject |

Eefiail subject used for notification delivery.

bootstrap.notifications.email_to

Email address where notifications are to be delivered.

bootstrap.natifications.include fault_§

stBekiod (in hours) with which a system state digest will be delivered.

bootstrap.notifications.email .email_sn

n@MIdRthost to use when sending email. If unset, the following values are
tried: 1) the value of the 'mail.smtp.host' system variable, 2) localhost, 3)
mailhost.

bootstrap.notifications.email .email_sn

n@MiIdP port to use when sending email. Defaults to 25

bootstrap.servicebus.common_thread |

| iveflasizéhread pool for component message processing. When the size of
the common thread pool is zero or less, Eucalyptus uses separate thread
pools for each component and a pool for dispatching. Default size = 256
threads.

bootstrap.servicebus.component_thred

v seblverethe size of the common thread pool is zero or less. Default size
= 64 threads.

bootstrap.servicebus.context_message

 Mgssahitglaterns to match for logging. Allows selective message logging
at INFO level. A list of wildcards that allows selective logging for

development or troubleshooting (e.g., on request/response, on a package, on
acomponent).

Note: Logging can impact security; do not use as a general purpose
logging feature.

bootstrap.servicebus.context_timeout

Message context timeout in seconds. Default = 60 seconds.

bootstrap.servicebus.dispatch_thread |

Jdskdsizhen the size of the common thread pool is zero or less. Default size
= 256 threads.

bootstrap.servicebus.hup

Do a soft reset. Default = O (false).

bootstrap.timer.rate

Amount of time (in milliseconds) before a previously running instance
which is not reported will be marked as terminated.

bootstrap.topology.coordinator_check]

| Backoff Isesseen service state checks (in seconds).

bootstrap.topol ogy.local_check_back?fBMf between service state checks (in seconds).

bootstrap.tx.concurrent_update_retrieJ; Maximum number of times a transaction may be retried before giving up.

bootstrap.webservices.async_internal |

| @épeeetitarnisiternal service operations from a separate thread pool (with
respect to 1/0O).

bootstrap.webservices.async_operatio

nEXxecute service operations from a separate thread pool (with respect to 1/0).

bootstrap.webservices.async_pipeline

Execute service specific pipeline handlers from a separate thread pool (with
respect to 1/0O).

bootstrap.webservices.channel_conney

CChianesliconnect timeout (ms).

bootstrap.webservices.channel_keep

piBoeket keep alive.

bootstrap.webservices.channel_nodeld

noerver socket TCP_NODELAY.

bootstrap.webservices.channel _reuse |

d8oickss reuse address.
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Variable Description

bootstrap.webservices.client_http_chy

riBerveffbttpranunk max.

bootstrap.webservices.client_idle_tim

pallitesked| e timeout (secs).

bootstrap.webservices.client_internal |

t{Cheit dbedsmeout (Secs).

bootstrap.webservices.client_pool_ma

pSeneen vpark eottiread pool max.

bootstrap.webservices.client_pool_ma

pSehvenaigorker thread pool max.

bootstrap.webservices.client_pool _tinpedlientsicket select timeout (ms).

bootstrap.webservices.client_pool _tot

alSenaenworker thread pool max.

bootstrap.webservices.clock_skew_se

CA max clock skew value (in seconds) between client and server accepted
when validating timestamps in Query/REST protocaol.

bootstrap.webservices.cluster_connec

| Qinmseuiconiiéd timeout (Ms).

bootstrap.webservices.default_aws s

Dafiaidtisemame for AWS _SNS URL.

bootstrap.webservices.default_ec2 ur

Befanhescheme for EC2_URL.

bootstrap.webservices.default_euare |

D efcbnseheme for EUARE_URL.

bootstrap.webservices.default_eustorg

| Default EUSTORE_URL.

bootstrap.webservices.default_https ¢

ridafedit scheme prefix.

bootstrap.webservices.default s3 uri |

| dOlefantt scheme for S3_URL.

bootstrap.webservices.disabled soap |

i scofrgaviamgs with disabled SOAP APIs,

bootstrap.webservices.http_max_chun

Kviaydiesum HTTP chunk size (bytes).

bootstrap.webservices.http_max_head

i byitesim HT TP headers size (bytes).

bootstrap.webservices.http_ max_initi@iMeénfytesi TTP initial line size (bytes).

bootstrap.webservices.http_server_hej

hdie TP server header returned for responses. If set to "default”, the standard
version header is returned, e.g. Eucalyptus/4.3.1. If set to another value, that
valueisreturned in the header, except for an empty value, which resultsin
no server header being returned.

Default: default

bootstrap.webservices.listener_addreg

5CHaiek matching addresses to bind on

Note: Default interface is always bound regardless.

bootstrap.webservices.log_requests

Enable reguest logging.

bootstrap.webservices.oob_internal_o

pEpataane internal service operations out of band from the normal service bus.

bootstrap.webservices.pipeline idle t

rSeoutyr seckatisdle time-out.

bootstrap.webservices.pipeine_max_

ivbexi nequreusizePi peline http chunk size (bytes).

bootstrap.webservices.port

Port to bind
Note: Port 8773 isaways bound regardless.

bootstrap.webservices.replay skew W

imdow iserval duration (in seconds) during which duplicate signatures will
be accepted to accommodate collisions.

bootstrap.webservices.server_boss pg

dbernax maensejmataronemory per connection.
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Variable Description

bootstrap.webservices.server_boss pg

dbernax steesdisthread pool max.

bootstrap.webservices.server_boss pg

dbetirmemabcketsslect timeout (Ms).

bootstrap.webservices.server_boss pg

dbetotal woeker thread pool max.

bootstrap.webservices.server_channel

| Bedebaysocket TCP_NODELAY .

bootstrap.webservices.server_channel

| Bayser adiestsreuse address.

bootstrap.webservices.server_pool_m

HSem@amnaer Veorker memory per connection.

bootstrap.webservices.server_pool_m

hSaiwaranorker thread pool max.

bootstrap.webservices.server_pool_tir]

nBeuti caitisket select timeout (Ms).

bootstrap.webservices.server_pool_tor

dhermemmax worker memory total.

bootstrap.webservices.statistics

Record and report service times.

bootstrap.webservices.unknown_paral

reesuésinahingwn parameter handling (default | ignore | error)

bootstrap.webservices.use_dns_deleggtidsse DNS delegation.

bootstrap.webservices.use instance d

nNgse DNS names for instances.

bootstrap.webservices.sdl.server_aliag

Alias of the certificate entry in euca.p12 to use for SSL for webservices.

bootstrap.webservices.sdl.server_pass)

Messsword of the private key corresponding to the specified certificate for
SSL for web services.

bootstrap.webservices.sd.server_ss_(

i Bt <iphers for web services.

bootstrap.webservices.ssl.server_ss_prégicaiotocols for web services.

bootstrap.webservices.sd.user_sd_cif

&8k ciphersfor externa use.

bootstrap.webservices.sd.user_sd_del

duke dasault CAswith SSL for external use.

bootstrap.webservices.ssl.user_ssl_enj

bS8 Hosthiaenee vatitiatiborfor external use.

bootstrap.webservices.ssl.user_sd_prgt68hl protocols for external use.

cloud.db_check_poll_time

Poll time (ms) for db connection check

cloud.db_check_threshold

Threshold (number of connections or %) for db connection check

cloud.euca log_level

Log level for dynamic override.

cloud.identifier_canonicalizer

Name of the canonicalizer for resource identifiers.

cloud.log_file_disk_check_poll_time

Poll time (ms) for log file disk check

cloud.log_file disk_check_threshold

Threshold (bytes or %) for log file disk check

cloud.memory_check_poll_time

Poll time (ms) for memory check

cloud.memory_check_ratio

Ratio (of post-garbage collected old-gen memory) for memory check

cloud.trigger_fault

Fault id last used to trigger test

cloud.cluster.disabledinterval

isDISABLED.

cloud.cluster.enabledinterval

iSsENABLED.
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Variable Description

cloud.cluster.notreadyinterval

The time period between service state checks for a Cluster Controller which
isNOTREADY.

cloud.cluster.pendinginterval

The time period between service state checks for a Cluster Controller which
isPENDING.

cloud.cluster.requestworkers

The number of concurrent requests which will be sent to a single Cluster
Controller.

cloud.cluster.startupsyncretries

The number of times arequest will be retried while bootstrapping a Cluster
Controller.

cloud.images.cleanupperiod

The period between runs for clean up of deregistered images.

cloud.images.defaultvisibility

The default value used to determine whether or not images are marked
'‘public' when first registered.

cloud.images.maximagesizegb

The maximum registerable image sizein GB

cloud.images.maxmanifestsizebytes

The maximum allowed image manifest size in bytes

cloud.monitor.default_poll_interval_n

hinew often the CL C requests data from the CC. Default value is 5 minutes.

cloud.monitor.history_size

How many data value samples are sent from the CC to the CLC. The
default value is 5.

cloud.network.address _pending_timedlinutes before a pending system public address allocation times out and is

rel eased.
Default; 35 minutes.

cloud.network.ec2 classic_additional |

| otocw slailoited |ist of protocol numbers supported in EDGE mode for
security group rules beyond the EC2-Classic defaults (TCP,UDP,|ICMP).
Only valid IANA protocol numbers are accepted.

Default: None

cloud.network.max_broadcast_apply

Maximum time to apply network information.
Default: 120 seconds.

cloud.network.min_broadcast_interval

Minimum interval between broadcasts of network information.

Default: 5 seconds.

cloud.network.network_index_pendin

pMtimeestbefore a pending index allocation times out and is released.
Default: 35 minutes.

cloud.vmstate.buried time

Amount of time (in minutes) to retain unreported terminated instance data.

cloud.vmstate.ebs root_device name

Name for root block device mapping

cloud.vmstate.ebs volume creation t

rAeonatint of time (in minutes) before a EBS volume backing the instance is
created

cloud.vmstate.instance_reachability t

rAgoatint of time (in minutes) before aVM which is not reported by a cluster
will fail areachability test.

cloud.vmstate.instance_subdomain

Subdomain to use for instance DNS.

cloud.vmstate.instance _timeout

Amount of time (default unit minutes) before a previously running instance
which is not reported will be marked as terminated.

CC-BY-SA, Eucalyptus Cloud



http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Eucayptus | Eucalyptus Commands | 96

Variable Description

cloud.vmstate.instance touch_interval

Amount of time (in minutes) between updates for a running instance.

cloud.vmstate.mac_prefix

Default prefix to use for instance / network interface MAC addresses.

cloud.vmstate.max_state threads

Maximum number of threads the system will use to service blocking state
changes.

cloud.vmstate.migration_refresh_timg

Maximum amount of time (in seconds) that migration state will take to
propagate state changes (e.g., to tags).

cloud.vmstate.network_metadata refr

ehfhakimmeim amount of time (in seconds) that the network topology service

takes to propagate state changes.

cloud.vmstate.pending_time

Amount of time (in minutes) before a pending instance will be terminated.

cloud.vmstate.shut_down_time

Amount of time (in minutes) before a VM which is not reported by a cluster
will be marked as terminated.

cloud.vmstate.stopping_time

Amount of time (in minutes) before a stopping VM which is not reported by
acluster will be marked as terminated.

cloud.vmstate.terminated time

Amount of time (in minutes) that aterminated VM will continue to be
reported.

cloud.vmstate.tx_retries

Number of timesto retry transactionsin the face of potential concurrent
update conflicts.

cloud.vmstate.unknown_instance han

dBwmima separated list of handlersto use for unknown instances (‘restore’,
'restore-failed', 'terminate, 'terminate-done’)

cloud.vmstate.user_data max_size ki

Max length (in KB) that the user data file can be for an instance (after base
64 decoding)

cloud.vmstate.vm_initial_report_timey

bitmount of time (in seconds) since completion of the creating run instance
operation that the new instance is treated as unreported if not... reported.

cloud.vmstate.vm_metadata generate

] osieinee metadata generated data cache configuration. The cache is used for
IAM metadata (. . / | at est / met a- dat a/ i an ) and instance identity
(../latest/dynan c/instance-identity/).

Default: maximumSize=1000, expireAfterWrite=5m

cloud.vmstate.vm_metadata_instance|

| tastence metadata cache configuration.

cloud.vmstate.vm_metadata request_{

Chobnce metadata instance resol ution cache configuration.

cloud.vmstate.vm metadata user_datj

bl ostamee metadata user data cache configuration.

cloud.vmstate.vm_state settle time

Amount of time (in seconds) to let instance state settle after atransition to
either stopping or shutting-down.

cloud.vmstate.volatile_state interval_|

sBeriod (in seconds) between state updates for actively changing state.

cloud.vmstate.volatile state timeout |

s@¢meout (in seconds) before a requested instance terminate will be repeated.

cloud.vmtypes.default_type name

Default type used when no instance type is specified for run instances.

cloud.vmtypes.format_ephemera_sto

aemrmat first ephemeral disk by defaut with ext3

cloud.vpc.defaultvpc

Enable default VPC.

cloud.vpc.networkacl spervpc

Maximum number of network ACLs for each VPC.

cloud.vpc.routespertable

Maximum number of routes for each route table.
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Variable Description

cloud.vpc.routetabl espervpc

Maximum number of route tables for each VPC.

cloud.vpc.rulespernetworkacl

Maximum number of rules per direction for each network ACL.

cloud.vpc.rulespersecuritygroup

Maximum number of associated security groups for each network
interface .

cloud.vpc.securitygroupspernetworkir

thtEadenum number of associated security groups for each network

interface.

cloud.vpc.securitygroupspervpc

Maximum number of security groups for each VPC.

cloud.vpc.subnetspervpc

Maximum number of subnets for each VPC.

cloudformation.autoscaling_group_de

dibd ammurdebétenmetfyn secends) to wait for an autoscaling group to be
deleted after deletion)

cloudformation.autoscaling_group_ze

rd hesiarmast ofknes pesaabndgacswait for an autoscaling group to have

zero instances during delete

cloudformation.instance_attach volur

€ heamaovedief tatng (Sacseconds) to wait for an instance to have volumes

attached after creation)

cloudformation.instance_running_maj

Tdreamaettyofsicse (in seconds) to wait for an instance to be running after
creation)

cloudformation.instance terminated Iriakedereiantadfytiiseesin seconds) to wait for an instance to be terminated

after deletion)

cloudformation.max_attributes per n

Japengaxi mum number of attributes allowed in a mapping in atemplate

cloudformation.max_mappings_per_t

bifipbateaxi mum number of mappings alowed in atemplate

cloudformation.max_outputs per_tem

prate maximum number of outputs allowed in atemplate

cloudformation.max_parameters_per |

tdrhpliataxi mum number of outputs allowed in atemplate

cloudformation.max_resources per_tg

brpkateaximum number of resources allowed in atemplate

cloudformation.region

The value of AWS::Region and value in CloudFormation ARNs for Region

cloudformation.request_template bod

VT hearndeigtimbydesber of bytes in a request-embedded template

cloudformation.request_template url |

Mae entientrrengthbbrytisbytes in atemplate referenced viaa URL

cloudformation.security _group_max_{

Hdllescamaboyntssts me (in seconds) to retry security group deletes (may fall if
instances from autoscaling group)

cloudformation.subnet_max_delete retiifhnesaosount of time (in seconds) to retry subnet deletes

cloudformation.swf_activity worker_|

CABOY! configuration for the cloudformation simple workflow activity
worker

cloudformation.swf_domain

The simple workflow service domain for cloudformation

cloudformation.swf_tasklist

The simple workflow service task list for cloudformation

cloudformation.url_domain_whitelist

A comma separated white list of domains (other than Eucalyptus S3 URLS)
allowed by CloudFormation URL parameters

cloudformation.volume_attachment_r

h@hecapateinebfytiseegin seconds) to wait for a volume to be attached during
create)

cloudformation.volume_available mg

XT beeateoredt wf $80%e (in seconds) to wait for a volume to be available after
create)
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Variable Description

cloudformation.volume_deleted max |

| dddetanmetnyt sbtame (in seconds) to wait for a volume to be del eted)

cloudformation.volume_detachment_ iviBkedeteient eif \ti isee6 n seconds) to wait for a volume to detach during

delete)

cloudformation.volume_snapshot_cor

npletcamenitef dienediny sseosds) to wait for a snapshot to be complete (if
specified as the deletion policy) before avolume is del eted)

cloudformation.wait_condition_buckg

it Tivesfasefix of the bucket used for wait condition handles

cloudwatch.disable_cloudwatch_servi

(c8et this to true to stop cloud watch alarm evaluation and new alarm/metric

data entry

dns.dns listener_address match

Additional address patternsto listen on for DNS requests.

dns.enabled

Enable pluggable DNS resolvers.

Note: This must be 'true’ for any pluggable resolver to work. Also, each
resolver may need to be separately enabled.

dns.search Comma separated list of domains to search, OS settings used if none
specified (a change requires restart).
dns.server Comma separated list of name servers; OS settings used if none specified

(change requires restart)

dns.server_pool_max_threads

Server worker thread pool max.

dns.server_pool_max_threads

Server worker thread pool max.

dns.instancedata.enabled

Enable the instance-data resol ver.

Note: dns. enabl ed must also be 'true’.

dns.ns.enabled

Enable the NS resolver.

Note: dns. enabl ed must aso be 'true’.

dns.recursive.enabled

Enable the recursive DNS resolver.

Note: dns. enabl ed must also be'true’.

dns.services.enabled

Enable the service topology resolver.

Note: dns. enabl ed must also be 'true’.

dns.split_horizon.enabled

Enable the split-horizon DNS resolution for internal instance public DNS
name queries.

Note: dns. enabl ed must aso be'true’.

dns.spoof _regions.enabled

Enable the spoofing resolver which alows for AWS DNS name emulation
for instances.
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Variable Description

dns.spoof _regions.region_name Internal region name. If set, the region name to expect as the second label
in the DNS name. For example, to treat your Eucalyptusinstall like a
region named 'eucalyptus), set thisvalueto eucal ypt us. Then, e.g.,
autoscaling.eucal yptus.amazonaws.com will resolve to the service address
when using this DNS server. The specified name creates a pseudo-region
with DNS names like ec2.pseudo-region.amazonaws.com will resolve to
Eucalyptus endpoints from inside of instances. Here ec2 isany service
name supported by Eucalyptus. Those that are not supported will continue
to resolve through AWSsDNS.

dns.spoof_regions.spoof _aws_default| Eagablesspoofing of the default AWS DNS names, e.g., ec2.amazonaws.com
would resolve to the ENABLED Cloud Controller. Hereec2 isany service
name supported by Eucalyptus. Those that are not supported will continue
to resolve through AWSSsDNS.

dns.spoof_regions.spoof _aws regiong Enable spoofing for the normal AWS regions, e.g., ec2.us-
east-1.amazonaws.com would resolve to the ENABLED Cloud Controller.
Here ec2 isany service name supported by Eucalyptus. Those that are not
supported will continue to resolve through AWSsDNS.

dns.tcp.timeout_seconds Variable controlling tcp handler timeout in seconds.

objectstorage.bucket_creation wait_interieslvaecormsonds, during which buckets in creating-state are valid. After
thisinterval, the operation is assumed failed.

objectstorage.bucket_naming_restrictiiofse S3 bucket naming restrictions to enforce. Values are 'dns-compliant'
or 'extended'. Default is 'extended'. dns_compliant is non-US region

S3 names, extended is for US-Standard Region naming. See http:/
docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html.

objectstorage.cleanup_task_interval _sebuiedgal, in seconds, at which cleanup tasks are initiated for removing old/
stale objects.

objectstorage.dogetputoncopyfail Should provider client attempt a GET / PUT when backend does not
support Copy operation

objectstorage.failed_put_timeout_hrs| Number of hoursto wait for object PUT operations to be alowed to
complete before cleanup.

objectstorage.max_buckets per_accouiifl aximum number of buckets per account

objectstorage.max_total_reporting_capacitsl GibjectStorage storage capacity for Objects solely for reporting usage
percentage. Not a size restriction. No enforcement of this value

objectstorage.providerclient Object Storage Provider client to use for backend
objectstorage.queue_size Channel buffer queue size for uploads
objectstorage.queue_timeout Channel buffer queue timeout (in seconds)
objectstorage.s3client.buffer_size Internal S3 client buffer size

objectstorage.s3client.connection_timpttenmal S3 client connection timeout in ms

objectstorage.s3client.max_connectionsnternal S3 client maximum connections

objectstorage.s3client.max_error_retriggternal S3 client maximum retries on error

objectstorage.s3client.socket read timéotarmalsS3 client socket read timeout in ms

objectstorage.s3provider.s3accesskey | Local Store S3 Access Key.
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Variable Description

objectstorage.s3provider.s3endpoint

External S3 endpoint.

objectstorage.s3provider.s3secretkey

Local Store S3 Secret Key.

objectstorage.s3provider.s3usebacken

ddise DNS virtual -hosted-style bucket names for communication to service
backend.

objectstorage.s3provider.s3usehttps

Use HTTPS for communication to service backend.

region.region_enable sd

Enable SSL (HTTPS) for regions.

region.region_name

Region name.

region.region_ss_ciphers

Ciphersto use for region SSL

region.region_ssl_default_cas

Use default CAsfor region SSL connections.

region.region_ssl_protocols

Protocols to use for region SSL

region.region_sd_verify_hostnames

Verify hostnames for region SSL connections.

reporting.data_collection_enabled

Set this to false to stop reporting from populating new data.

Note: Reporting and data warehousing are deprecated as of Eucalyptus 4.4;
to be removed in afuture release.

reporting.default_size time size unit

Default size-time size unit (GB-days, etc)

reporting.default_size time_time_uni

Default size-time time unit (GB-days, €tc)

reporting.default_size unit

Default size unit

reporting.default_time_unit

Default time unit

reporting.default_write interval_ming

How often the reporting system requests information from the Cluster
Controller

services.database.appendonlyhost

host address of the backend database for append-only data

services.database.appendonlypasswor

password of the backend database for append-only data

services.database.appendonlyport

port number of the backend database for append-only data

services.database.appendonlyssi cert

sd certificate to use when connecting to the backend database for append-
only data

services.database.appendonlyuser

user name of the backend database for append-only data

services.imaging.import_task_expi raI1cmx_pimtisn hours of import volume/instance tasks

services.imaging.import_task_ti meou‘_enphm&sn time in minutes of import tasks

services.imaging.worker.availability

yored ability zones for imaging worker

services.imaging.worker.configured

Prepare imaging service so aworker can be launched. If something goes
south with the service there is a big chance that setting it to false and back
to true would solve issues.

services.imaging.worker.expiration_d

byise day's after which imaging work VMs expire

services.imaging.worker.healthcheck

enabling imaging worker health check

services.imaging.worker.image

EMI containing imaging worker

services.imaging.worker.init_script

bash script that will be executed before service configuration and start up
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services.imaging.worker.instance_typ!

binstance type for imaging worker

services.imaging.worker.keyname

keyname to use when debugging imaging worker

services.imaging.worker.log_server

address/ip of the server that collects logs from imaging wokrers

services.imaging.worker.log_server_g

dtDP port that log server islistening to

services.imaging.worker.log_server_g

dctDP port that log server islistening to

services.imaging.worker.ntp_server

address of the NTP server used by imaging worker

services.loadbalancing.dns _resolver ¢

rizhbbtle the load balancing DNS resolver.

Note: dns. enabl ed must also be 'true’.

services.loadbalancing.dns_subdomai

hloadbalancer dns subdomain

services.loadbalancing.dns ttl

loadbalancer dns ttl value

services.loadbalancing.restricted port

5The ports restricted for use as aloadbalancer port. Format should be port(,
port) or port-port

services.loadbalancing.vm_per_zone

number of VMs per loadbalancer zone

services.loadbal ancing.worker.app_ca

athiesiiionetiioapp-controlled cookie to be kept in-memory (hours)

services.|oadbal ancing.worker.expirat]

ohediays after which the loadbalancer VMs expire

services.|oadbal ancing.worker.image

EMI containing haproxy and the controller

services.loadbalancing.worker.init_sc

iphsh script that will be executed before service configuration and start up

services.|oadbal ancing.worker.instang

d ristipace type for |oadbalancer instances

services.loadbal ancing.worker.keynan

n&eyname to use when debugging loadbalancer VMs

services.loadbalancing.worker.ntp_set

\tee address of the NTP server used by loadbalancer VMs

services.simpleworkflow.activitytypes

sddraomaim number of activity types for each domain.

services.simpleworkflow.deprecateda

Ciehybgatedt enti vitgiurghoretention time.

services.simpleworkflow.deprecatedd

bDepnesasetiaaagit oni nimum retention time.

services.simpleworkflow.deprecatedw

dblcibosehypanatarkftmaurgbeomi nimum retention time.

services.simpleworkflow.openactivity

[ dlespenurorkilobexefudpan activity tasks for each workflow execution.

services.simpleworkflow.opentimersp

eivadflunvexeniktonf open timers for each workflow execution.

services.simpleworkflow.openworkfld

\Wezenutiomspentamairopen workflow executions for each domain.

services.simpleworkflow.systemonly

Service available for internal/administrator use only.

services.simpleworkflow.workflowex

pddomdunatvoor kflow execution time.

services.simpleworkflow.workflowex

podiiamhistonysizeer of events per workflow execution.

services.simpleworkflow.workfl owex

bdiiammetentiankif iati @x ecution history retention time.

services.simpleworkflow.workflowty pédaedaonma number of workflow types for each domain.

stats.config_update check_interval_s

pdatetyal, in seconds, at which the sensor configuration is checked for
changes

stats.enable_stats

Enable Eucalyptus internal monitoring stats
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stats.event_emitter Internal stats emitter FQ classname used to send metrics to monitoring
system

statsfile_system_emitter.stats data ppgross @esmissions to place on stats data filesin string form. eg. rwxr-x--x

stats.file_system_emitter.stats group [rgroep name that owns stats data files

storage.global_total_snapshot_size lifrid agimum total snapshot capacity (GB)

system.dns.dnsdomain Domain name to use for DNS.
system.dns.nameserver Nameserver hostname.
system.dns.nameserveraddress Nameserver | P address.
system.dns.nameserveraddress Nameserver | P address.
system.dns.registrationid Unique ID of this cloud installation.
system.exec.io_chunk_size Size of 10 chunksfor streaming 10

system.exec.max_restricted _concurrentvigesmum number of concurrent processes which match any of the patterns
in system.exec.restricted_concurrent_ops.

system.exec.restricted_concurrent_opsComma-separated list of commands which are restricted by
system.exec.max_restricted_concurrent_ops.

tagging.max_tags per_resource The maximum number of tags per resource for each account
tokens.disabledactions Actionsto disable

tokens.enabledactions Actionsto enable (ignored if empty)

tokens.rolearnaliaswhitelist Permitted account aliases for role Amazon Resource Names (ARNS). Vaue

isalist, for example: eucal ypt us, aws, dev*, pr od* inthe case
where multiple aliases are permitted.

Default: eucal ypt us

tokens.webidentityoidcdiscoverycachg Cache settings for discovered OpenlD Connect
metadata: provider configuration and keys. Works with
t okens. webi denti t yoi dcdi scoveryrefresh.

Default: maximumSize=20, expireAfterWrite=15m

tokens.webidentityoi dcdiscoveryrefreff©penl D Connect discovery cache refresh expiry. Controls the time
in seconds between checks for updated OIDC metadata. Works with
t okens. webi dent i t yoi dcdi scover ycache.

Default: 60

tokens.webidentitysi gnatureal gorithmthiselast ISON Web Signature algorithmsto alow in web identity tokens.
The algorithm whitelist can be used to permit use of these signature
algorithms: RS256, RS384, RS512, PS256, PS384, PS512.

Default: RS512

tokens.webidentitytokenskew A clock skew value in seconds. The Web identity token expiry / not before
validation is allowed within the configured skew.
Default: 60

wal rusbackend.blockdevice DRBD block device
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wal rusbackend.resource DRBD resource name

wal rusbackend.storagedir Path to buckets storage

wal rusbackend.storagemaxtotal capacipyl otal WalrusBackend storage capacity for Objects

ZONE.cluster.networkmode Currently configured network mode.
Default: None

ZONE.cluster.sourcehostname Alternative address which is the source address for requests made by the
component to the cloud controller.
Default: None

ZONE.cluster.vnetnetmask Netmask used by the cluster's virtua private networking.
Default: None

ZONE.cluster.vnetsubnet I P subnet used by the cluster's virtual private networking.
Default: None

ZONE.cluster.vnettype IP version used by the cluster's virtual private networking.
Default: None

ZONE.storage.blockstoragemanager | EBS Block Storage Manager to use for backend

ZONE.storage.cephconfigfile Absolute path to Ceph configuration (ceph.conf) file. Default valueis '/etc/
ceph/ceph.conf’
ZONE.storage.cephkeyringfile Absolute path to Ceph keyring (ceph.client.eucalyptus.keyring) file. Default

value is '/etc/ceph/ceph.client.eucal yptus.keyring'

ZONE.storage.cephsnapshotpool s Ceph storage pool (s) made available to Eucayptus for EBS snapshots. Use
acomma separated list for configuring multiple pools. Default value is 'rbd’

ZONE.storage.cephuser Ceph username employed by Eucalyptus operations. Default valueis
‘eucalyptus

ZONE.storage.cephvolumepools Ceph storage pool(s) made available to Eucalyptus for EBS volumes. Use a
comma separated list for configuring multiple pools. Default valueis 'rbd'

ZONE.storage.chapuser User ID for CHAP authentication

ZONE.storage.dasdevice Direct attached storage device location

ZONE.storage.maxconcurrentsnapshat$/ aximum number of snapshots processed on the block storage backend at a
giventime

ZONE.storage.maxconcurrentsnapshattvasiensm number of snapshots that can be uploaded to or downloaded
from objectstorage gateway at a given time

ZONE.storage.maxconcurrentvolumes M aximum number of volumes processed on the block storage backend at a
giventime
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ZONE.storage.maxsnapshotdeltas A non-zero integer value enables upload of incremental snapshots when
possible. The configured value indicates the SC to create/upload that many
snapshot deltas for a given EBS volume before triggering afull upload of
the snapshot contents. Between any two consecutive full snapshot uploads
for agiven EBS volume, there will be at most maxsnapshot del t as
number of incremental snapshot uploads. A value of 0 indicates that a
newly created snapshot will always be uploaded inits entirety (that is, no
deltas). Snapshot deltas are only used when your backend is Ceph-RBD.
ZONE. st or age. shoul dt r ansf er snapshot s must besettotrue
to enable snapshot deltas.

Default: O

Note: EBS snapshot delta support is a Technical Preview feature. For
information about Technical Preview featuresin Eucalyptus, see Special
Status Release Features.

ZONE.storage.maxsnapshotpartsqueuetitaximum number of snapshot parts per snapshot that can be spooled on the
disk

ZONE.storage.maxtotal volumesizeinglrotal disk space reserved for volumes

ZONE.storage.maxvolumesizeingb | Max volume size

ZONE.storage.ncpaths iSCSI Paths for NC. Default value is 'nopath’

ZONE.storage.readbuffersizeinmb | Buffer sizein MB for reading data from snapshot when uploading snapshot
to objectstorage gateway

ZONE.storage.resourceprefix Prefix for resource name on SAN

ZONE.storage.resourcesuffix Suffix for resource name on SAN

ZONE.storage.sanhost Hostname for SAN device.

ZONE.storage.sanpassword Password for SAN device.

ZONE.storage.sanuser Username for SAN device.

ZONE.storage.scpaths iSCSI Paths for SC. Default value is 'nopath’

ZONE.storage.shoul dtransfersnapshotisEnabl e snapshot transfer to the OSG. Setting it to f al se will disable
storing snapshots (full or delta) in object storage. While af al se setting
will reduce object storage requirements, it also prevents the ability to
use a snapshot from one availability zone to create a volume in another
zone. You can still take/use snapshots even when the setting isf al se,
but you can only use a snapshot to create a volume in the same zone.
Must besettot r ue to use snapshot deltas, which are managed by the
ZONE. st or age. maxsnapshot del t as property.

Default: t r ue

ZONE.storage.snapexpiration Timeinterval in minutes after which Storage Controller metadata for
snapshots that have been physically removed from the block storage
backend will be deleted

ZONE.storage.snapshotpartsizeinmb | Snapshot part sizein MB for snapshot transfers using multipart upload.
Minimum part size is5MB

ZONE.storage.snapshottransfertimeoytBiiapa ot upload wait time in hours after which the upload will be cancelled

ZONE.storage.storeprefix Prefix for ISCSI device
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ZONE.storage.tasktimeout Timeout for SAN commands.

ZONE.storage tid Next Target ID for ISCSI device

ZONE.storage.timeoutinmillis Timeout value in milli seconds for storage operations

ZONE.storage.volexpiration Time interval in minutes after which Storage Controller metadata for
volumes that have been physically removed from the block storage backend
will be deleted

ZONE.storage.volumesdir Storage volumes directory.

ZONE.storage.writebuffersizeinmb | Buffer size in MB for writing data to snapshot when downl oading snapshot
from object storage gateway

ZONE.storage.zerofillvolumes Should volumes be zero filled.
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Advanced Storage Configuration

This section covers advanced storage provider configuration options.

NetApp Advanced Configuration
This section contains advanced configuration, best practices, and troubleshooting tips for the NetApp SAN provider.

Note: Storage SANs are deprecated as of Eucalyptus 4.4; to be removed in afuture release.

NetApp Clustered Data ONTAP

A clustered ONTAP system consists of two or more individual NetApp storage controllers with attached disks. The
basic building block isthe HA pair, aterm familiar from Data ONTAP 7G or 7-Mode environments.

An HA pair consists of two identical controllers; each controller actively provides data services and has redundant
cabled paths to the other controller’s disk storage.

One of the key differentiatorsin aclustered ONTAP environment is that multiple HA pairs are combined together
into acluster to form a shared pool of physical resources available to applications. The shared pool appears asasingle
system image for management purposes. This means there is a single common point of management, whether through
GUI or CLI tools, for the entire cluster. While the members of each HA pair must be the same controller type, the
cluster can consist of heterogeneous HA pairs. Each NetApp storage controller with in acluster isalso referred to asa
node.

The primary logical cluster component isthe Virtual Storage Server, known as Vserver. Clustered ONTAP supports
from one to hundreds of Vserversin asingle cluster. A Vserver is configured for the client and host access protocols
(such asiSCSI). Each Vserver contains at least one volume and at |east one logical interface. The accessing hosts and
clients connect to the Vserver using alogical interface (or LIF). LIFs present an | P address which will be used by
iSCSI hosts. Each LIF has ahome port on aNIC or HBA. LIFs are used to virtualize the NIC and HBA ports rather
than mapping | P addresses or WWNs directly to the physical ports. Each Vserver requires its own dedicated set of
LIFs, and up to 128 LIFs can be defined on any cluster node.

Each Vserver consists of different volumes and LIFs, providing secure compartmentalized access. Although the
volumes and LIFsin each Vserver share the same physical resources (network ports and storage aggregates), a host or
client can only access the datain a Vserver through a LIF defined in that Vserver. Administrative controls make sure
that a delegated administrator with accessto aVserver can only see the logical resources assigned to that Vserver.

For more information on NetApp Clustered Data ONTAP, see Clustered Data ONTAP 8.1 and 8.1.1: An Introduction.

Eucalyptus integrates with NetApp Clustered ONTAP system by operating against aVserver. SC must be con#gured

to operate against Vserver contained in the NetApp Clustered ONTAP environment. SCsin other Eucalyptus clusters
can be con#gured to use the same or different Vservers. SC and NC only interact with the con#gured Vserver and do

not communicate with the Clustered ONTAP interfaces directly.

Configurable NetApp SAN Properties

Thistopic lists the NetApp SAN-specific properties you can configure using euct | , along with their valid values
and Eucalyptus default values.

Note: The following configuration options are a subset of the Netapp SAN configuration parameters. Changing
these default values may cause storage operations to fail. Please proceed at your own risk. For more information on
NetApp configuration, please refer to the NetApp Data ONTAP 7G documentation and the NetApp Data ONTAP 8G
documentation (these links require you to register and login).

7-Mode and Cluster Mode Properties
The following table lists properties that are applicable to both 7-mode and cluster mode:
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Eucalyptus Property

<region>.storage.enabl espacereservation
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Description

LUN space reservation determines when
space for the LUN isreserved or allocated
from the flex volume. With reservations
enabled the space is subtracted from the
volume total when the LUN is created. If
reservations are disabled, spaceisfirst taken
out of the volume aswritesto the LUN are
performed.

Valid Values

Default value: true

<region>.storage.enabl ededup

Data deduplication removes duplicate

blocks, storing only unique blocks of

datain the flex volume, and it creates

asmall amount of additional metadata

in the process. It is disabled by default.
<region>.storage.enablecompression must be
f al se before disabling deduplication.

Default value: false

<region>.storage.enablecompression

Data compression is a software-based
solution that provides transparent data
compression. It has the ability to run

either as an inline process as datais

written to disk or as a scheduled process.
Compression is disabled by default.
<region>.storage.enablededup must be
true before enabling data compression.
<region>.storage.enabl einlinecompression
must be false before disabling compression.

Default value: false

<region>.storage.enabl einlinecompression

When data compression is configured

for inline operation, data is compressed

in memory beforeit iswritten

to disk. It isdisabled by defaullt.
<region>.storage.enablecompression must be
true before enabling inline compression.

Default value: false
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Eucalyptus Property Description Valid Values

<region>.storage.dedupschedule Schedul e string for the dedup and or Default value: n/a
compression operation on flex volumes.

<r egi on>. st or age. enabl ededup
must bet r ue before configuring the
schedule. If the schedule is not configured,
NetApp applies a default schedule to the

flex volume. In Cluster-Mode, either the
schedule or the policy can be configured for
the flex volume. Both cannot be configured
together. The format of the schedule string is:
“day_list@hour_list” or “hour_list@day _list”
or”-" or “auto”. day_list specifies which days
of the week the sis operation should run. It is
acommarseparated list of the first three letters
of the day: sun, mon, tue, wed, thu, fri, sat.
Day ranges such as mon-fri can also be used.
hour_list specifies which hours of the day the
sis operation should run on each scheduled
day. hour_list isa comma-separated list of

the integers from 0 to 23. Hour ranges such
as 8-17 are allowed. Step values can be used
in conjunction with ranges. If "-" is specified,
no schedule is set. The “auto” schedule string
means the sis operation will be triggered by
the amount of new data written to the volume.

<region>.storage.lunostype The operating system of the host accessing Default value: linux
the LUN. This determines the layout of the valid values
data on the LUN, the geometry used to access sol aris '
that data, and property offsets for the LUN to L
L . . Sol aris_efi,
ensureit is properly aligned with the upper Wi ndovs

layers of the file system wi ndows. gpt ,

wi ndows_ 2008,
hpux, ai x, | i nux,
net war e, xen, or

hyper _v
<region>.storage.initiatorostype Operating system type of the hypervisor Default value: linux
hosting the instances. . )
Valid values:

sol ari s,w ndows,
hpux, ai x, | i nux,
net war e, xen, or

hyper _v
<region>.storage.fractionalreserve The percentage of space reserved for 0-100; defaultisO
overwrites of reserved objects (LUNSs or files)
inavolume.
<region>.storage.noatimeupdate Prevents the update of inode access times "on" (default) or "off"
when afileisread.
<region>.storage.tryfirst Determinesif thevolumesizeis "volume_grow" (defaulf)
increased before deleting snapshots if or "snap_delete"

enabl eaut osi ze property is"true".
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<region>.storage.guarantee
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Description

Controls space reservation for flexible
volumes. See the NetApp SDK documentation
for more information.

Valid Values

"none", "file", or
"volume" (default)

<region>.storage.enabl eautosize

Toggles the flex volume autosize feature.

"true" (default) or
"fase"

<region>.storage.vol autosizemaxmultiplier

Flex volume's maximum size allowed,
specified as amultiple of the original size

Integer >= 1; default is
3

<region>.storage.vol autosi zeincrementinmi

Flex volume's increment size in megabytes.

Integer >= 1; default is
256

<region>.storage.snappercent

Additional space reserved on the flex volume
to store automatic and manual snapshots
created outside of Eucalyptus. The amount

of space to be reserved is specified asa
percentage of the flex volume.

Integer >= 0; default is
0

<region>.storage.aggregate

Aggregates that can be used to create

and manage volumes and snapshots.

If alist of aggregatesis configured,
Eucalyptus will pick one based on
<region>.storage.usel argestaggregate
strategy. If no aggregate is provided
Eucalyptus will query the NetApp SAN for
available aggregates and choose one based
<region>.storage.usel argestaggregate strategy.

Comma-separated
string

<region>.storage.usel argestaggregate

If set to “true” Eucalyptus will pick the
largest available aggregate from alist of
aggregates. If set to “false” the smallest
available aggregate will be chosen.

"true" (default) or
"fase"

7-Mode Properties

The following properties are specific to 7-mode:

Eucalyptus Property

<region>.storage.convertucode

Description

Setting this option to "on" forces
conversion of all directoriesto
UNICODE format when accessed
from both NFS and CIFS.

Valid Values

"on" (default) or "off"

<region>.storage.createucode

Setting this option to "on" forces
UNICODE format directoriesto be

"on" (default) or "off"

online.

created by default from NFS and
CIFS.

<region>.storage.snapschedweeks Number of weekly snapshotsto keep [ Integer >= 0; default isO
online.

<region>.storage.snapscheddays Number of daily snapshotsto keep Integer >= 0; default isO

<region>.storage.snapschedhours

Number of hourly snapshots to keep
online.

Integer >= 0; default isO
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<region>.storage.nosnap

Description

Disable automatic snapshots.

If set to “true”, snapshot

scheduling properties
<region>.storage.snapschedweeks
and

<region>.storage.snapscheddays and
<region>.storage.snapschedhours
areignored, and the SC transmits the
default value (0) in their place to the
NetApp SAN.
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Valid Values

"true" (default) or "false”

Cluster Mode Properties

The following properties are cluster mode specific:

Eucalyptus Property
<region>.storage.snapshotpolicy

Description

Snapshot retention policy determines
how long the scheduled snapshots

in the reserve are kept before being
deleted automatically. This appliesto
automatic snapshots only.

Valid Values

String; default is "none"

<region>.storage.autosnapshots

Disable automatic snapshots.

If set to “false” snapshot

scheduling policy defined by
<region>.storage.snapshotpolicy is
ignored and SC transmits the default
value (“none”) inits place to the
NetApp SAN.

"true" (default) or "false”

<region>.storage.deduppolicy

Name of the sis policy to be attached
to flex volumes in cluster-mode.
<region>.storage.enablededup must
be true before configuring the policy.
Either the schedule or the policy can
be configured for the flex volume.
Both cannot be configured together.

Default value: nfa

<region>.storage.portset

Name of the portset to bind to an
igroup in cluster-mode. Port sets are
collections of iSCS| portg/LIFs. A
port set can be used to restrict access
tothe LUN by making it visible
only through target ports that are
contained in the port set definition.

Default value: nfa

OSG Advanced Configuration

The following properties are for tuning the behavior of the Object Storage service and Gateways; the defaults are
reasonable and changing is not necessary, but they are available for unexpected situations.
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Property Description

obj ect st or age. bucket creati on_wait _i nt griteintea@hndseconds, during which bucketsin a
‘creating' state are valid. After thisinterval, the operation
is assumed failed.

Valid values:. integer > 0
Default: 60

obj ect st or age. bucket namni ng_restri cti onsrhe S3 bucket naming restrictions to enforce. Use
dns_conpl i ant for non-USregion S3 names. Use
ext ended for US-Standard Region naming. For more
information, see Bucket Restrictions and Limitationsin
the Amazon S3 documentation.

Valid values. dns- conpl i ant |ext ended
Default: ext ended

obj ect st or age. cl eanupt aski nt er val secondsThe interval, in seconds, at which background cleanup
tasks are run. The background cleanup tasks purge the
backend of overwritten objects and clean object history.

Valid values: integer > 0
Default: 60

obj ect st or age. doget copyput onf ai | When this property is enabled (true), the OSG attempts
to perform amanual copy (performing a GET operation
on the source, followed by a PUT operation on the
destination) whenever the copy operation fails against
the upstream provider. Because manual copies can be
slow and memory-intensive, this capability is disabled
(false) by default.

Vaidvaues:. true |fal se

Default: f al se

obj ect st orage. fai | edputti neout hours Thetime, in hours, after which an uncommitted object
upload is considered to be failed. This alows cleansing
of metadata for objects that were pending upload when
an OSG fails or is stopped in the middle of a user
operation. This should be kept at least as long as the
longest reasonable time to upload a single large object
in order to prevent unintentional cleanup of uploadsin-
progress. The S3 maximum single upload size is 5GB.

Valid values:. integer > 0
Default: 168

obj ect st or age. max_bucket s_per _account Maximum number of buckets per account. For more
information, see Bucket Restrictions and Limitationsin
the Amazon S3 documentation.

Valid values: integer > 0
Default: 100 (the AWS limit)
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Property Description

obj ect st orage. max_t otal reporting_capac]iTora giject storage capacity for objects, used solely for
reporting usage percentage. Not a size restriction. No
enforcement of thisvalue.

Valid values:. integer > 0
Default: 2147483647 (maximum value of an integer)

obj ect st or age. queue_si ze The size, in chunks, of the internal buffers that queue
datafor transfer to the backend on a per-request basis.
A larger value will alow more buffering in the OSG
when the client is uploading quickly, but the backend
bandwidth is lower and cannot consume data fast
enough. Too large avalue may result in out-of-memory
(OOM) errorsif the VM does not have sufficient heap
space to handle the concurrent requests * queue size.

Valid values:. integer > 0
Default: 100

obj ect st or age. s3provi der. s3usebackenddndJse DNS virtual-hosted-style bucket names for
communication to service backend.

Vaidvalues: true |fal se

Default: f al se

obj ect st or age. s3provi der. s3usehtt ps Whether or not to use HTTPS for the connections to

the backend provider. If you configure this, be sure you
can use the backend properly with HTTPS (certs, etc.)
or the OSG will fail to connect. For RiakCS, you must
configure certificates and identities to support HTTPS; it
isnot enabled in a default RiakCS installation.

Vaidvaues:. true |fal se

Default: f al se

CC-BY-SA, Eucalyptus Cloud



Eucalyptus | Administration Guide History | 113

Administration Guide History

This section contains information about changes to the administration documentation in this release.

Section / Topic Description of Change Date Changed

Recover Eucalyptus Cloud Data Removed RHEL 6/ 7 info, which March 2017
applied only to 4.3.x releases.

Networking Removed Managed modes. March 2017

Networking Updates and corrections to March 2017
VPCMIDO mode.

Configuration Updates and corrections to March 2017

Eucalyptus Configuration Variables.
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