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IAM Overview

Welcometo the IAM Guide. IAM is an acronymn for Identity Access Management. |AM is used for account
management where cloud administrator establish accounts, users and their identities.

Y ou can do many things with |AM, including:

e Create and manage |AM users and groups
e Set quotas

» Establish access policies

» Create and manage roles

This document isintended to be areference. Y ou do not need to read it in order, unless you are following the
directions for a particular task.

For IAM operations associated with the Management Console, see the Eucalyptus Management Console Guide.
Document version: Build 6 (2018-04-23 17:04:28 UTC)
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Work with IAM

The Eucalyptus |AM design provides more layers in the hierarchical organization of user identities, and more refined
control over resource access. This complies with the Amazon AWS IAM service. There are afew Eucayptus-specific
extensions to meet the needs of enterprise customers.

ThelAM serviceisaglobal service, meaning a user can interact with any region using the same credentials, subjected
to the same policies, and having uniformly accessible and structured principals (accounts, users, groups, roles, etc.)

CC-BY-SA, Eucalyptus Cloud
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Manage Identities Overview

Like IAM, the user identitiesin Eucalyptus are organized into Accounts. An account is the unit of resource usage
accounting, and also a separate name space for many resources, for example, security groups, key pairs, users, and

so on. Unique ID (UUID) or a unique name identifies an account. The account name is equivalent to IAM’ s account
dias. In Eucalyptus, the account name is used to manipulate accounts in most cases. However, to be compatible with
AWS, the EC2 commands often use account D to display resource ownership. There are command line toolsto
discover the correspondence of account |D with the account name. For example, euar e- account | i st listsall the
accounts with both their |Ds and names.

Account A Account B

Group 1 Group 2

An account can have multiple users, but auser can only be in one account. Within an account, users can be associated
with Groups. A Group is used to attach access permissions to multiple users. A user can be associated with multiple
groups. Because an account is a separate name space, user names and group names have to be unique only within an
account. Therefore, user X in account A and user X in account B are two different identities. Both users and groups
are identified by their names, which are unique within an account (they also have UUIDs, but rarely used).

Special Identities

Eucalyptus uses some special identities for the convenience of administration of the system.

* Theeucalyptus account. Thisissimilar to the root group in a Linux system. Every user in the eucal yptus account
has full access to the resources in the system. These users are often referred to as system admin or cloud admin.
This account is automatically created when the system starts for the first time. Y ou cannot remove eucalyptus
account from the system.

* Theadmin user of an account. Each account, including the eucalyptus account, has a user named admin by
default, also created automatically by the system when an account is created. The admin of an account has full
access to the resources owned by the account. Y ou cannot remove the admin user from an account. The admin can
delegate resource access to other users in the account by using policies.

CC-BY-SA, Eucalyptus Cloud
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Authentication and Access Control Best Practices

This topic describes best practices for Identity and Access Management and the eucal ypt us account.

Identity and Access Management

Eucalyptus manages access control through an authentication, authorization, and accounting system. This system
manages user identities, enforces access controls over resources, and provides reporting on resource usage as a basis
for auditing and managing cloud activities. The user identity organizational model and the scheme of authorizations
used to access resources are based on and compatible with the AWS Identity and Access Management (IAM) system,
with some Eucalyptus extensions provided that support ease-of-use in a private cloud environment.

For ageneral introduction to IAM in Eucalyptus, see Access Conceptsin the IAM Guide. For information about using
IAM quotas to enforce limits on resource usage by users and accounts in Eucalyptus, see the Quotas section in the
IAM Guide.

The Amazon Web Services |AM Best Practices are also generally applicable to Eucalyptus.

Credential Management

Protection and careful management of user credentials (passwords, access keys, X.509 certificates, and key pairs) is
critical to cloud security. When dealing with credentials, we recommend:

e Limit the number of active credentials and do not create more credential s than needed.

« Only create users and credentials for the interfaces that you will actually use. For example, if auser isonly going
to use the Management Console, do not create credentials access keys for that user.

 Useeuar e- user addkey and euar e- user cr eat ecert or euar e- user addcert to get a specific set of
credentialsif needed.

« Regularly check for active credentials using euar e- commands and remove unused credentials. Ideally, only one
pair of active credentials should be available at any time.

» Rotate credentials regularly and delete old credentials as soon as possible. Credentials can be created and deleted
using euar e- commands, such aseuar e- user addkey and euar e- user del key.

« When rotating credentials, there is an option to deactivate, instead of removing, existing access/secret keys
and X.509 certificates. Requests made using deactivated credentials will not be accepted, but the credentials
remain in the Eucalyptus database and can be restored if needed. Y ou can deactivate credentials using euar e-
user nodkey and euar e- user nodcert .

Privileged Roles

Theeucal ypt us account is a super-privileged account in Eucalyptus. It has accessto al cloud resources, cloud
setup, and management. The users within this account do not obey 1AM policies and compromised credentials can
result in a complete cloud compromisation that is not easy to contain. We recommend limiting the use of this account
and associated users' credentials as much as possible.

For all unprivileged operations, use regular accounts. If you require super-privileged access (for example,
management of resources across accounts and cloud setup administration), we recommend that you use one of the
predefined privileged roles.

The Account, Infrastructure, and Resource Administrator roles provide a more secure way to gain super privileges

in the cloud. Credentials returned by an assume-role operation are short-lived (unlike regular user credentials).
Privileges available to each role are limited in scope and can be revoked easily by modifying the trust or access policy
for therole.

CC-BY-SA, Eucalyptus Cloud
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Manage Users and Groups

Y ou can a'so perform user authentication by integrating Eucalyptus with an existing LDAP or Active Directory.
Thisinformation cannot be changed from Eucalyptus side when LDAP/AD integration is turned on. However, other
Eucalyptus-specific information about user, group and account is still stored within the local database of Eucalyptus,
including certificates, secret keys and attached policies.

For more information about synchronizing an existing LDAP or Active Directory with Eucalyptus, see LDAP/AD
Integration.

Access Overview

The Eucalyptus design of user identity and access management provides layers in the organization of user identities.
This gives you refined control over resource access. Though compatible with the AWS |AM, there are also afew
Eucalyptus-specific extensions that meet the needs of enterprise customers.

Access Concepts

This section describes what Eucalyptus access is and what you need to know about it so that you can configure access
to your cloud.

User ldentities
In Eucalyptus, user identities are organized into accounts. An account is the unit of resource usage accounting, and
also a separate namespace for many resources (security groups, key pairs, users, etc.).

Accounts are identified by either aunique ID (UUID) or a unique name. The account nameislike |AM’s account
dias. It is used to manipulate accounts. However, for AWS compatibility, the EC2 commands often use account ID to
display resource ownership.

There are command line tools to discover the correspondence of account ID and account name. For example, euare-
accountlist lists all the accounts with both their IDs and names.

An account can have multiple users, but auser can only be in one account. Within an account, users can be associated
with Groups. Group is used to attach access permissions to multiple users. A user can be associated with multiple
groups. Because an account is a separate name space, user names and group names have to be unique only within an
account. Therefore, user X in account A and user X in account B are two different identities.

Both users and groups are identified by their names, which are unique within an account (they also have UUIDs, but
arerarely used).

Special Identities
Eucalyptus has two special identities for the convenience of administration and use of the system.

» Theeucalyptusaccount: Each user in the eucalyptus account has unrestricted accessto all of the cloud's
resources, similar to the superuser on atypical Linux system. These users are often referred to as system
administrators or cloud administrators. This account is automatically created when the system starts for the first
time. Y ou cannot remove the eucalyptus account from the system.

« Theadmin user of an account: Each account, including the eucalyptus account, has a user named admin. This user
is created automatically by the system when an account is created. The admin of an account has full accessto the
resources owned by the account. Y ou can not remove the admin user from an account. The admin can delegate
resource access to other usersin the account by using policies.

Credentials
This topic describes the different types of credentials used by Eucalyptus.

Each user has a unique set of credentials. These credentials are used to authenticate access to resources. There are
three types of credentials:

CC-BY-SA, Eucalyptus Cloud
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* An X.509 certificate is used to authenticate requests to the SOAP API service.
* A secret access key is used to authenticate requests to the REST APl service.

Y ou can manage credentials using the command line tools (the euar e- commands). For more information about the
command line tools, see the Euca?ools Reference Guide.

In 1AM, each account has its own credentials. In Eucalyptus, the equivalent of account credentials are the credentials
of admin user of the account.

Account Creation
This topic describes the process for creating an account using the command line tool.

Y ou must be a cloud administrator to use this command. Accounts created are available for immediate access.

To create an account, run the following command:

_______________________________________________________________________________________________________________________

When an account is created by euar e- account cr eat e command, an "admin" user is created by default.
Note: Note the following security considerations of the "admin" user when an account isinitially created:

« When an account is created, the "admin" user is created without a password.

e The"admin" user does not have the ability to log in through the Eucalyptus Management Console without alogin
profile being set.

» There are no password complexity requirements applied to passwords created for users (admin/generic).

Note: Eucalyptus has discontinued account registration status retrieval, however, for compatibility with older

versions of Eucalyptus, the ability to view and manipulate registration statusis limited to the system administrator
through Euca2ools. For more information about the command line tools, see the Euca2o0ls Reference Guide.

Special User Attributes
Eucalyptus extends the IAM model by providing the following extra attributes for a user.

* Registration status. Thisis only meaningful for the account administrator (that is, the account level).

« Enabled status: . Use this attribute to temporarily disable a user.

e Password expiration date

e Custom information: Add any name-value pair to auser’s custom information attribute. Thisis useful for
attaching pure text information, like an address, phone number, or department. Thisis especially helpful with
external LDAP or Active Directory services.

Y ou can retrieve and modify the registration status, enabled status, and password expiration date using the euar e-
usergetattributes andeuar e- user nrod commands. You can retrieve and modify custom information using
euar e- user get i nf o and euar e- user updat ei nf o commands. For more information, see the Euca2ools
Reference Guide for details about these commands.

Roles
A role A role is a mechanism that enables the delegation of access to users or applications.

A roleis associated with an account, and has a set of permissions associated with it that are defined in the form of an
IAM policy. A policy specifies a set of actions and resources within that account that the roleis allowed to access.

Note: For more information on policies, see policiesPolicy Overview.

By assuming arole, a user or an applications gets a set of permissions associated with that role. When aroleis
assumed, the Eucalyptus STS service returns a set of temporary security credentials that can then be used to make
programmatic requests to resources in your account. This eliminates the need to share or hardcode security credentials
with applications that need access to resources in your cloud.

Eucalyptus roles are managed through the Eucalyptus Euare service, which is compatible with Amazon's I dentity and
Access Management service. For more information on IAM and roles, please see the Amazon |IAM User Guide.

CC-BY-SA, Eucalyptus Cloud
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Usage Scenarios for Roles
There are several scenariosin which roles can be useful, including:
Applications

Applications running on instances in your Eucalyptus cloud will often need access to other resources in your cloud.
Instead of creating AWS credentials for each application, or distributing your own credentials,, you can use roles
to enable you to delegate permission to the application to make API requests. For more information, see Launch an
Instance with aRole.

Account Delegation

Y ou can userolesto alow one account to access resources owned by another account. IAM Roles under the
‘eucalyptus' account can be assumed by users under ‘non-eucalyptus account(s). For example, if you had an
'infrastructure auditing' account, and an audit was needed to be performed on all the cloud resources used on the
cloud, a user could assume the '‘Resource Administrator' role and audit all the resources used by all the accounts on
the cloud. For more information on |AM account delegation, see Using Roles to Delegate Permissions and Federate
Identities. Also, go to the walkthrough provided in the AWS Identity and Access Management section of the AWS
documentation.

Pre-Defined Roles

Eucalyptus offers a number of pre-defined privileged roles. These roles are associated with the eucal ypt us
account, and have privileges to manage resources across the cloud and non-privileged accounts. Only the eucalyptus
account can manage or modify these roles.

To see the pre-defined roles, use euar e- r ol el i st bypat h with the credentials of a user that is part of the
eucal ypt us account. For example:

"

# euare-rol elistbypath
arn: aws: i am : 944786667073: r ol e/ eucal ypt us/ Account Admi ni st r at or
arn: aws: i am : 944786667073: rol e/ eucal yptus/ | nfrastructureAdni ni strator

......................................................................................................................

.......................................................................................................................

Account Administrator

The Account Administrator (AA) can manage Eucalyptus accounts. To view the policy associated with the
Account Administrator role, use euar e-r ol el i st pol i ci es with the credentials of auser that is part of the
eucal ypt us account. For example:

......................................................................................................................

"

Account Admi ni st r at or

"Statenment":[ {
"Effect": "Alow',

"Action": [

"iam*"
"Not Resource": "arn:aws:iam:eucal yptus: *",
"Condition": {

"Bool ": { "iam SystemAccount": "false" }

}
bl

1 sTruncated: false

.......................................................................................................................

Resour ce Administrator

The Resource Administrator (RA) can manage AWS-defined resources (such as S3 objects, instances, users,
etc) across accounts. To view the policy associated with the Resource Administrator role, use euar e-
rol el i stpolicies withthecredentials of auser that is part of theeucal ypt us account. For example:

......................................................................................................................

-

‘Resour ceAdmi ni strat or

CC-BY-SA, Eucalyptus Cloud
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"Statement":[ {
"Effect": "Allow',
"Action": [
"aut oscal i ng: *",
"cl oudwat ch: *",

}

}
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"ec2
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"ec?2
"ec2
"ec2
"ec2
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"ec?2
"ec2
"ec2
"ec2
"ec2
"ec2

Descri bel nst anceAttri bute",
Descri bel nst ances",
Descri bel nst anceSt at us",
Descri bel nst anceTypes",
CGet Consol eQut put ",

Get Passwor dDat a",

| nport | nstance",

Modi f yl nst anceAttri bute",
Moni t or | nst ances”,
Reboot | nst ances",

Report | nstanceSt at us",
Reset | nst anceAttri bute",
Runl nst ances",

Startl nstances",

St opl nst ances”,

Ter mi nat el nst ances”,
Unnoni t or | nst ances",
:*Account Attri but es*",
:*Address*",

:*Avail abilityZones*",
:*Bundl e*",

:*Conver si onTask*",

: *Cust oner Gat eway*",

: *DhcpOpti ons* ",

: *Export Task*",

¥l mage* ",

:*I nternet Gat eway*",

: *KeyPair*",

: *Net wor KAcl *",
:*Net wor kl nt erf ace*",
:*Pl acenment G oup*",
:*Product | nst ance*",

: *Regi on*",

: *Reser vedl nst ance*",
:*Rout e*",

:*SecurityG oup*",

: *Snapshot *" |

: * Spot Dat af eedSubscri pti on*",
:*Spot | nstance*",

: *Spot Price*",

:*Subnet *",

:*Tag*",

:*Vol une*",

:*Vpe*",

D *Vpn**",

S *VpnGat eway* ",

"el asti cl oadbal anci ng: *",
"k

]

Resou

"Actio

rce": "

|
"Effect”: "Allow,

n": [

"iam Get*",
"iam List*"

]' i\lot Re
]

source":

"arn:aws: i am : eucal ypt us:
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1sTruncated: false

_______________________________________________________________________________________________________________________

Infrastructure Administrator

The Infrastructre Administrator (1A) can perform operations related to cloud setup and management. Typical
responibilitiesinclude:

« |nstallation and configuration (prepare environment, install Eucalyptus, configure Eucalyptus)

« Monitoring and maintenance (infrastructure supporting the cloud, cloud management layer, upgrades, security
patches, diagnostics and troubleshooting)

» Backup and restoration

To view the policy associated with the Infrastructure Administrator role, use euar e- r ol el i st pol i ci es with
the credentials of auser that is part of theeucal ypt us account. For example:

......................................................................................................................

-

| nfrastructureAdni ni strator

"Statenment":[ {
"Effect": "Alow',
"Action": [
"euprop: *",
"euserv:*",
"euconfig:*",
"ec2: M grat el nstances”

]

}]

Resource": "*"

}
IsTruncated: false
Policy Overview

Eucalyptus uses the policy language to specify user level permissions as AWS IAM. Policies are written in JSON.
Each policy file can contain multiple statements, each specifying a permission.

A permission statement specifies whether to allow or deny alist of actions to be performed on alist of resources,
under specific conditions.

A permission statement has the following components:

» Effect: Beginsthe decision that appliesto all following components. Either: “ Al | ow’ or “ Deny”

e Action or NotAction: Indicates service-specific and case-sensitive commands. For example:
“ec2: Runl nst ances”

» Resourceor NotResource: Indicates selected resources, each specified as an Amazon resource name (ARN). For
example: “arn: aws: s3:: : acnme_bucket / bl ob”

« Condition: Indicates additional constraints of the permission. For example: " Dat eGr eat er Than”

The following policy example contains a statement that gives a user with full permission. Thisis the same access as
the account administrator:

_______________________________________________________________________________________________________________________

"Version":"2011-04-01",
"Statenent":[{

"Sid':t1t,
"Effect":"All ow',
"Action":"*",

"Resource":"*"

_______________________________________________________________________________________________________________________

For more information about policy language, go to the IAM User Guide.

CC-BY-SA, Eucalyptus Cloud
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Policy Notes

Y ou can combine IAM policies with account level permissions. For example, the admin of account A can give users
in account B permission to launch one of account A’simages by changing the image attributes. Then the admin of
account B can use IAM policy to designate the users who can actually use the shared images.

Y ou can attach IAM policiesto both users and groups. When attached to groups, apolicy is equivalent to attaching
the same policy to the users within that group. Therefore, a user might have multiple policies attached, both policies
attached to the user, and policies attached to the group that the user belongs to.

Do not attach IAM policies (except quota policies, a Eucalyptus extension) to account admins. At this point, doing so
won't result in afailure but may have unexpected consequences.

Policy Extensions
Eucalyptus extends the IAM policy in order to meet the needs of enterprise customers.

EC2 Resource

In 1AM, you cannot specify EC2 resourcesin apolicy statement except awildcard, “ *” . So, you can't restrict a
permission to specific EC2 entities. For example, you can't restrict a user to run instances on a specific image or VM
type. To solve that, Eucalyptus created the EC2 resource for the policy language. The following example shows the
ARN of an EC2 resource.

_______________________________________________________________________________________________________________________

Where account id is optional.
Eucalyptus supports the following resource types for EC2:

e image

e securitygroup

» address (either an address or address range: 192.168.7.1-192.168.7.255)
» availabilityzone

* instance

e keypair

e volume

e snapshot

* vmtype

The following example specifies permission to launch instances with only an ml.small VM type:

_______________________________________________________________________________________________________________________

{

+ "Version":"2011- 04- 01",

. "Statement”:[{

: "SidUt2Y,

; "Effect":"A | ow',

5 "Action":"ec2: Runl nstances",

; "Resource": [

5 "arn: aws: ec2:::vntype/nl. smal | ",
: "arn:aws: ec2:::imge/*",

; "arn:aws: ec2:::securitygroup/*",
: "arn:aws: ec2::: keypair/*",

E "arn:aws: ec2:::avail abilityzone/*",
: "arn:aws: ec2:::instance/*"

]

1]

3

_______________________________________________________________________________________________________________________

CC-BY-SA, Eucalyptus Cloud
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Policy Key
Eucalyptus implements the following AWS policy keys:

e aws.CurrentTime

e aws:Sourcelp

e aws.TokenlssueTime

e aws: SecureTransport

e ec2:SourcelnstanceARN

Eucalyptus extends the policy keys by adding the following to the lifetime of an instance:

» ec2:KeepAlive: specifies the length of time (in minutes) that an instance can run
» ec2:ExpirationTime: specifiesthe expiration time (in minutes) for an instance

For more information about policy keys, see the AWS documentation, |AM Policy Elements Reference.

The following example restricts an instance running time to 24 hours:

......................................................................................................................

"Version":"2011-04-01",
"Statenment":[{
"Sid':"3",
"Effect":"A | ow',
"Action":"ec2: Runl nst ances",
"Resource":"*",
"Condition":{
“Nureri cEqual s”: {
“ec2: KeepAlive”:” 1440
}
}
H

.......................................................................................................................

If therearemultipleec2: KeepAl i ve orec2: Expi rati onTi me keysthat match arequest, Eucalyptus chooses
the longer lifetime for the instance to run.

For more use cases, such as setting up temporary permissions, see the AWS documentation, Disabling Permissions
for Temporary Security Credentials.

Default Permissions
Different identities have different default access permissions. When no policy is associated with them, these identities
have the permission listed in the following table.

Identity Permission

System admin Access to all resources in the system
Account admin Access to al account resources, including those shared
resources from other accounts like public images and
shared snapshots
Regular user No access to any resource
Quotas

Eucalyptus adds quota enforcement to resource usage. To avoid introducing another configuration language into
Eucalyptus, and simplify the management, we extend the IAM policy language to support quotas.

The only addition added to the languageisthenew | i nmi t effect. If apolicy statement'sef f ect islim t,itisa
quota statement.

A quota statement also has action and resource fields. Y ou can use these fields to match specific requests, for
example, quota only being checked on matched requests. The actual quotatype and value are specified using special

CC-BY-SA, Eucalyptus Cloud
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quota keys, and listed in the condi t i on part of the statement. Only condition type Nuner i cLessThanEqual s

can be used with quota keys.

Important: An account can only have a quota policy. Accounts can only accept IAM policies where Effect is
"Deny" or "Limit". If you attach an IAM policy to an account where the Effect is"Allow", you will get unexpected

results.

The following quota policy statement limits the attached user to only launch a maximum of 16 instancesin an

account.

.......................................................................................................................

{

+ "Version":"2011- 04- 01",

s "Statement": [ {

: n SI du n 4|| ,
"Effect":"Limt",

"Action":"ec2: Runl nst ances",

"Resource":"*",
"Condition":{

“Nureri cLessThanEqual s”: {
“ec2: quot a- vmi nst ancenunber”:” 16"

] }
)
1]
}

.......................................................................................................................

Y ou can attach quotas to both users and accounts, although some of the quotas only apply to accounts. Quota attached

to groups will take no effect.

When a quota policy is attached to an account, it actually is attached to the account administrator user. Since only
system administrator can specify account quotas, the account administrator can only inspect quotas but can't change

the quotas attached to herself.

Thefollowing is all the quota keys implemented in Eucalyptus:

Quota Key

aut oscal i ng: quot a-
aut oscal i nggr oupnunber

Description

The number of Autoscaling Groups

Applies to

account and user

aut oscal i ng: quot a-
I aunchconfi gurati onnunber

Number of Autoscaling Group
Launch Configurations

account and user

aut oscal i ng: quot a-
scal i ngpol i cynunber

Number of Autoscaling Group
Scaling Policies

account and user

cl oudf or mat i on: quot a-
st acknumnber

Number of Cloudformation stacks
alowed to create

account

ec2: quot a- addr essnumnber

Number of elastic |Ps

account and user

ec2: quot a- cput ot al si ze

Number of Total CPUs Used by EC2
Instances

account and user

ec2: quot a- di skt ot al si ze

Number of Total Disk Space (in GB)
of EC2 Instances

account and user

ec2: quot a- i magenunber

Number of EC2 images

account and user

ec2: quot a-
i nt er net gat ewaynumnber

Number of EC2 VPC Internet
Gateways

account and user

ec2: quot a- menor yt ot al si ze

Number of Total Amount of Memory
Used by EC2 Instances

account and user
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Quota Key

ec2: quot a-
securitygroupnunber

Description

Number of EC2 security groups
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Applies to

account and user

ec2: quot a- snapshot nunber

Number of EC2 snapshots

account and user

ec2: quot a-
vni nst ancenunber

Number of EC2 instances

account and user

ec2: quot a-
vm nst anceact i venunber

Number of EC2 Instances Using
Node Resources (pending, running,
shutting-down, etc.)

account and user

ec2: quot a- vol unenunber

Number of EC2 volumes

account and user

ec2: quot a- vol unet ot al si ze

Number of total volume size, in GB

account and user

ec2: quot a- vpcnunber

Number of EC2 VPCs

account and user

el asti cl oadbal anci ng: quot gNumber of Elastic Load Balancers account
| oadbal ancer nunber
i am quot a- gr oupnumnber Number of IAM groups account

i am quot a-
i nstancepr of i | enunber

Number of IAM Instance Profiles

account and user

i am quot a- r ol enunber

Number of IAM Roles

account and user

i am quot a-
servercertificatenunber

Number of IAM Server Certificates

account and user

i am quot a- user nunber

Number of IAM users

account

s3: quot a- bucket nunber

Number of S3 buckets

account and user

s3: quot a-
bucket obj ect nunmber

Number of abjectsin each bucket

account and user

s3: quot a- bucket si ze

Size of bucket, in MB

account and user

s3: quot a- bucket t ot al si ze

total size of al buckets, in MB

account and user

Default Quota

Contrary to |AM policies, by default, thereis no quota limits (except the hard system limit) on any resource
alocations for a user or an account. Also, system administrators are not constrained by any quota. Account

administrators are only be constrained by account quota.

Algorithms

This topic describes the algorithms used by Eucalyptus to determine access.

Policy Evaluation Algorithm

Y ou can associated multiple policies and permission statements with a user. The way these are combined together to
control the access to resources in an account is defined by the policy evaluation algorithm. Eucalyptus implements the
same policy evaluation algorithm as AWS |AM:

1. If therequest user is account admin, access is allowed.

2. Otherwise, collect all the policy statements associated with the request user (attached to the user and all the groups
the user belongs to), which match the incoming request (i.e. based on the API being invoked and the resources it is
going to access).
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a. If thereisno matched policy statement, accessis denied (default implicit deny).
b. Otherwise, evaluate each policy statement that matches.

« |f thereisastatement that explicitly denies the access, the request is denied.
» If thereisno explicit deny, which meansthereis at least one explicit allow, accessis allowed.

Access Evaluation Algorithm

Now we give the overall access evaluation combining both account level permissions and IAM permissions, which
decides whether arequest is accepted by Eucalyptus:

1. If therequest user is sysadmin, accessis allowed.
2. Otherwise, check account level permissions, e.g. image launch permission, to seeif the request user’s account has
access to the specific resources.

a. If not, the accessis denied.
b. Otherwise, invoke the policy evaluation algorithm to check if the request user has access to the resources
based on IAM palicies.

Quota Evaluation Algorithm

Like the normal IAM policies, a user may be associated with multiple quota policies (and multiple quota statements).
How all the quota policies are combined to take effect is defined by the quota evaluation algorithm:

1. If therequest user is sysadmin, there is no limit on resource usage.

2. Otherwise, collect al the quotas associated with the request user, including those attached to the request user’s
account and those attached to the request user himself/herself (for account admin, we only need collect account
quotas).

3. Evaluate each quota one by one. Reject the request as long as there is one quota being exceeded by the request.
Otherwise, accept the request.

Note: The hard limits on some resources override quota limits. For example,
wal rusbackend. st or agemaxbucket si zei nnb (system property) overridesthe s3: quot a- bucket si ze

(quota key).

Sample Policies
A few example use cases and associated policies.

Here are some example use cases and associated polices. Y ou can edit these polices for your use, or use them as
examples of JSON syntax and form.

Tip: For more information about JSON syntax used with AWS resources, go to Using AWS Identity and Access
Management.

Examples: Allowing Specific Actions

The following policy allows a user to only run instances and describe things.

_______________________________________________________________________________________________________________________

"Statenent":[{
"Effect":"Al |l ow',
"Action":["ec2: *Describe*","ec2: *Run*"],
"Resource":"*",

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

"Statenent": |

{
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"Sid"': "Stnt1313686153864",
"Action": [

“iam List*"
]

"Effect": "Allow',
"Resource": "*"

o

____________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

"Statenent": |

"Sid': "Stnt1313605116084",
"Action": [
"ec2: Al | ocat eAddr ess",
"ec2: Associ at eAddr ess",
"ec2: Att achVol une",
"ec2: Aut hori ze*",
"ec2: Creat eKeyPair",
"ec2: CreateSecurityG oup",
"ec2: Creat eSnapshot ",
"ec2: Creat eVol une",
"ec2: Del et eKeyPair",
"ec2: Del eteSecurityG oup",
"ec?2: Del et eSnapshot ",
"ec2: Del et eVol une",
"ec2: Descri be*",
"ec2: Det achVol une",
"ec2: Di sassoci at eAddr ess",
"ec2: Get Consol eQut put ",
"ec2: Runl nst ances",
"ec2: Ter m nat el nst ances”
"ec2: Rel easeAddr ess"
],
"Effect": "All ow',
"Resource": "*"

o

......................................................................................................................

Examples: Denying Specific Actions

The following policy allows auser to do anything but delete.

_______________________________________________________________________________________________________________________

"Statenent": |

{
"Action": [
"ec2: Del ete*"
]

" iEf fect": "Deny",
"Resource": "*"

o

____________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

"Statenent": |

"Sid": "Stnt1313686153864",
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"Action": [
"i am Creat eUser"
]

" iEf fect": "Deny",
"Resource": "*"

...................................................................................

Examples: Specifying Time Limits

The following policy allows a user to run instances within a specific time.

...................................................................................

"Statenent": |
{
"Sid': "Stnt1313453084396",
"Action": [
"ec2: Runl nst ances"

] il
"Effect": "Allow',
"Resource": "*",
"Condition": {
" Dat eLessThanEqual s":
"aws: Current Ti ne": "2011-08-16T00: 00: 00Z"

...................................................................................

...................................................................................

"Statenent": |
{
"Sid": "Stnt1313453084396",
"Action": [
"ec2: Runl nst ances"
]

"Effect": "Allow',
"Resource": "*",
"Condition": {
"Dat eLessThanEqual s":
"aws: Current Ti ne": "2011-08-16T00: 00: 00Z"

...................................................................................

...................................................................................

"Statenent": |
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....................................

....................................

....................................

....................................

....................................

....................................

{
"Action": ["ec2: Runl nstances" ],
"Effect": "All ow',
"Resource": "*",
"Condition": { "NunericEqual s":{"ec2: KeepAlive":"60000"}}
}
]
}

...................................................................................

The following policy sets an expiration date on running instances.

....................................
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________________________________________________________________________________________________

"Statenent": [
{
"Action": ["ec2: Runl nstances" ],
"Effect": "Allow',
"Resource": "*",
E "Condition": { "DateEqual s":
{"ec2: ExpirationTinme":"2011-08-16T00: 00: 00Z"}}
}

________________________________________________________________________________________________

Examples: Restricting Resources

The following policy allows usersto only launch instances with alarge image type.

________________________________________________________________________________________________

"Statenent": |

"Action": [
"ec2: Runl nst ances"”

] L]
"Effect": "Allow',
"Resource": "arn:aws:ec2:::vntype/ ml. x| arge"

________________________________________________________________________________________________

________________________________________________________________________________________________

"Statenent": |

"Action": [
"ec2: Runl nst ances"”

] L]
"Effect": "Deny",
"Resource": "arn:aws:ec2:::inmage/en - OFFF1874"

________________________________________________________________________________________________

________________________________________________________________________________________________

"Statenent": |
{
"Sid': "Stnt1313626078249",
"Action": "*",
"Effect": "Deny",
"Resource": "arn:aws: ec2:::address/ 192.168. 10. 140"

________________________________________________________________________________________________

________________________________________________________________________________________________

"Statenent": |

"Action": [
"ec2:*"
]

" iEffect ": "Deny",
"Resource": "arn:aws:ec2:::vol une/*"

_______________________

_______________________

_______________________

_______________________

_______________________

_______________________

_______________________

_______________________

_______________________
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o

......................................................................................................................

Note: For policies attached to an account, quota limits can be specified. See the Quotas section for further details.

LDAP/AD Integration

Y ou can use the Eucalyptus LDAP/Active Directory (AD) integration to synchronize existing LDAP/AD user and
group information with Eucalyptus.

When you enable LDAP/AD synchronization, Eucalyptus imports specified user and group information from LDAP
or AD and maps them into a predefined two-tier account/group/user structure

Note that Eucalyptus only imports the identities and some related information. Any Eucalyptus-specific attributes are
still managed from Eucalyptus. These include:

e User credentials: secret access keys and X.509 certificates.

» Policies: IAM policies and quotas. Policies are associated with identities within Eucalyptus, and stored in internal
database.

Also note that specia identities, including system administrators and account administrators, are created in
Eucalyptus and not imported from LDAP/AD. Only normal user identities are imported.

Important: If you integrate LDAP/AD, you do not need to create IAM user login profiles for your users. The
"admin" user has the ability to change the passwords of other usersin the account through euar e- user (add|
nmod) | ogi nprofile.

Thisonly appliesif LDAP/AD integration is not enabled. If LDAP/AD integration is enabled, the only passwords that
can be changed are users not associated with LDAP/AD. These users are as follows:

e The"admin" user of accounts. The password can be changed by the "admin" user or the cloud administrator
(i.e. usersin "eucalyptus' account)

e Theusersin the" eucalyptus' account. The password can be changed by usersin the "eucalyptus" account

Identity Mapping
Identitiesin LDAP/AD are organized differently from the identity structurein Eucalyptus. So atransformation is
required to map LDAP/AD identities into Eucalyptus.

The following image shows a simple scheme of how the mapping works. In this scheme, the user groupsin LDAP
tree are partitioned into two sets. Each set is mapped into one separate account. Group 1, 2 and 3 are mapped to
Account 1 and Group 4 and 5 are mapped to Account 2. Asthe result, all usersin Group 1, 2 and 3 will bein Account
1, and al usersin Group 4 and 5 will be in Account 2.
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g =grouss de=lon, de=aom

cn=groups

Account 1 Accouni 2

To summarize the mapping method:
1. Pick user groups from LDAP/AD and combine them into different accounts. There are two ways of doing this:

» Use something called accounting groups. Account groups are essentially groups of groups. Accounting
groups rely on akey understanding of object class typesin LDAP. In short, accounting groups are mapped to
STRUCTURAL object classesin LDAP. For more information about object class types, refer to the LDAP
Models RFC under the "2.4. Object Classes". Each accounting group contains multiple user groupsin LDAP/
AD. Then each accounting group maps to an account in Eucalyptus.

e Manually partition groups into accounts. Each group partition maps to an account.

2. Once the accounts are defined (by accounting groups or group partitions), all the LDAP/AD user groups will be
mapped into Eucalyptus groups within specific accounts; and LDAP/AD users will be mapped into Eucalyptus
users. Using the optionsto filter the groups and users to be imported into Eucalyptus allows granular control.

3. Groups are group object typesin LDAP. The group object typein LDAP/AD needs to have the attribute type
determining membership where the value is the Fully Distinguished Name (FDN) of the user(s). Some examples
of group object typesfor LDAP/AD are asfollows:

» groupOfNames

e groupOfUniqueNames
¢ Group-Of-Names

e groupOfUnigueNames
- Group

Note that each group can be mapped into multiple accounts. But understand that Eucalyptus accounts are separate
name spaces. So for groups and users that are mapped into different accounts, their information (name, attributes, etc)
will be duplicated in different accounts. And duplicated users will have separate credentials in different accounts. For
example, Group 1 may map to both Account 1 and Account 2. Say user A belongs to Group 1. Then Account 1 will
have user A and Account 2 will also have user A. User A in Account 1 and user A in Account 2 will have different
credentials, policies, etc., but the same user information.

Note: Currently, thereis not away to map individual usersinto an account. The mapping unit is LDAP user group.
What maps where groups and users end up regarding accounts DEPENDS upon the accounting-groups or groups-
partition definitions.
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LDAP/AD Integration Configuration
The LDAP/AD Integration Configuration (LIC) isa JSON format file. Thisfile specifies everything Eucalyptus needs
to know about how to synchronize with an LDAP or AD service.

YoucanfindaLICtemplateat / usr/ shar e/ eucal yptus/ i c_t enpl at e. Thistemplate shows all the fields
of the LIC, and provides detailed documentation and example values for each field.

To start aLIC file, use the LIC command line tool.

.......................................................................................................................

The above command invokes the LIC tool to create atemplate LI1C and fill in the encrypted password for
authenticating to LDAP/AD service (i.e. the password of the administrative user for accessing the LDAP/AD during
synchronization). The LIC tool’ s primary functions are to encrypt the LDAP/AD password and to generate the
starting L1C template. The usage of the LIC tool shows different ways to invoke the command.

Once you have the LI1C template, you can fill in the details by editing the “*.lic” file using your favorite editor asit is
asimpletext file. Aswe said above, the LIC fileisin JSON format. Each top level entity specifies one aspect of the
LDAP/AD synchronization. The following shows one possible example of aLIC file.

.......................................................................................................................

| dap-service": {
. "server-url":"ldap://Iocal host: 7733",
"aut h- net hod": "si npl e",
"user - aut h- net hod": "si npl ",
"aut h- princi pal ": "cn=Il dapadm n, dc=f oo, dc=cont,
+ "auth-credential s": "{RSA/ ECB/ PKCS1Paddi ng} EAXRnvwnKt CZOx Sr Y F3ng/
yHH3J4) MKNUS
kJJf 60qNVsUi hj Uer Z20e5i y Xl nPgj KLELAPnppEf JvhCs7woS7j t Fsedunsp5DJ CNhgnOh2CR/
‘MH

' 11V3FNY7bBWewsA8Ww 6x 7 Yr PMB0j 7dJkwMryf p1Z6AbKC02688!1 9ul vJ UQMEKS4dOp7RVAAQI z| Ji

. BDPAXi FZ2ga40Vj FI / 1nggbi WDNI gxi Vt ZXAEK7x9SRHIyt LS8nr NPpl vPuTg3dj Ki V\PVC]_Z6vagP
' CVEl i P261qdUf nf 3GDKi 3j qupRR@nByI 6aHWOgAt g8/

:qPyqj kkDP8JsGBgmXVki CNPogbWj==

. "use-ssl":"fal se",

"ignore-ssl-cert-validation":"fal se",

"Kkrb5-conf":"/path/to/krb5. conf",

3,

"sync": {

¢ "enable":"true",
"auto":"true",

. "interval ":"900000",

+ "clean-del etion":"fal se",

1,

"account i ng- groups": {
. "base-dn": " ou=groups, dc=f oo, dc=coni',
"id-attribute":"cn",
"menber-attribute": " menber"
"sel ection":{
"filter":"objectd ass=accounti ngG oup",
"sel ect":["cn=accountingToSel ect, ou=G oups, dc=f oo, dc=coni'],
. "not -sel ect":["cn=accounti ngTol gnor e, ou=G oups, dc=f oo, dc=coni'],
o}
}.

"groups": {

. "base-dn": " ou=groups, dc=f oo, dc=conf',
"id-attribute":"cn",
"menber-attribute”: " nmenber”

"sel ection":{
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"filter":"objectd ass=groupCf Nanes",

"sel ect":["cn=groupToSel ect, ou=G oups, dc=f oo, dc=coni'],

"not -sel ect": ["cn=groupTol gnor e, ou=G oups, dc=f oo, dc=coni'],
-}
g

"users":{
"base-dn": " ou=peopl e, dc=f 0o, dc=coni',
"id-attribute":"uid",
"user-info-attributes": {
"full Nane": " Full Nange",
"email":"Email"

"sel ection":{
"filter":"objectd ass=i net Or gPer son",
; "sel ect": [ "ui d=j ohn, ou=Peopl e, dc=f 0o, dc=cont",
. "ui d=j ack, ou=Peopl e, dc=f oo, dc=coni'],
"not -sel ect": ["ui d=t om ou=Peopl e, dc=f 0o, dc=coni'],

o

......................................................................................................................

In the following sections explain each field of LIC in detail.

Idap-service
Thel dap- ser vi ce element contains everything related to the LDAP/AD service.

Element Description

server-url The LDAP/AD server URL, starting with |dap://.

auth-method The LDAP/AD authentication method to perform
synchronization.

auth-principal The ID of the administrative user for synchronization.

auth-credentias The credentials for LDAP/AD authentication, like a

password. We recommend that you encrypt thisusing /
usr/shin/euca-1lictool.

user-auth-method The LDAP/AD authentication method for normal users
to perform Management Console login.

« simple: for clear text user/password authentication.
¢ DIGEST-MD5: for SASL authentication using MD5
e GSSAPI: SASL authentication using Kerberos V5.

use-ssl Specifies whether to use SSL for connecting to LDAP/
AD service. If thisoption is enabled, make sure the SSL
port for LDAP is defined as part of the server-url. The
default port for LDAP+SSL is port 636.

ignore-ssl-cert-validation Specifies whether to ignore self-signed SSL certs. This
is useful when you only have self-signed SSL certs for
your LDAP/AD services.

krb5-conf Thefile path for krb5.conf, if you use GSSAPI
authentication method.

sync
The sync element contains elements for controlling synchronization.
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Element Description

enable Set to "true" to enable LDAP synchronization. When this
is“false”, al other fields can be ignored. Default value:
fase

auto Set to true to turn on automatic synchronization. Set to

false to turn off synchronization.

interval The length in milliseconds of the automatic
synchronization interval.

clean-deletion Parameter denoting whether to remove identity entities
from Eucalyptus when they are deleted from LDAP. Set
to trueif you want Eucalyptus to remove any identities
once their counterpartsin LDAP are deleted. Set to false
if you want these identities kept without being purged.

accounting-groups
This section uses a special group in LDAP/AD to designate accounts in the Eucalyptus “accounting group.” The
accounting group takes normal LDAP/AD groups as members, i.e., they are groups of groups.

The accounting group’ s name becomes the account name in Eucalyptus. The member groups become Eucalyptus
groups in that account. And the users of all those groups become Eucalyptus users within that account and
corresponding Eucalyptus groups.

Important: If youuseaccount i ng- gr oups, removethegr oups- partiti on section. These two sections are
mutually exclusive.

Element Description

base-dn The base DN of accounting groupsin the LDAP/AD
tree.

id-attribute The ID attribute name of the accounting group entry in
LDAP/AD tree.

member-attribute The LDAP/AD attribute name for members of the

accounting group.

selection The accounting groups you want to map to. This
contains the following elements:

« filter: The LDAP/AD searching filter used for the
LDAP/AD search to get the relevant LDAP/AD
entities, e.g. the users to be synchronized. (Example:
objectClass=groupOfNames). This element works the
same as the filter option that isfound in Idapsearch,
therefore when doing more advanced searching using
compound filters, use boolean operators - AND (&),
OR (]), and/or NOT (!). (Example: ( & ou=Sal es)
(obj ect d ass=gr oupOf Nanes))

» select: Explicitly givesthe full DN of entities
to be synchronized, in case they can not be
specified by the search filter. (Example:
cn=groupToSel ect,ou=Groups,dc=foo,dc=com)

* not-select: Explicitly givesthe full DN of entities
NOT to be synchronized, in case this can not
be specified by the search filter. (Example:
cn=groupTolgnore,ou=Groups,dc=foo,dc=com)
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groups-partition
Like accounting-groups, groups-partition specifies how to map LDAP/AD groups to Eucalyptus accounts. However,
in this section you to manually specify which LDAP/AD groups you want to map to Eucalyptus accounts.

Important: If you usegr oups-partiti on, removetheaccounti ng- gr oups section. These two sections are
mutually exclusive.

The Eucalyptus accounts are created by partitioning LDAP/AD groups. Each partition composes an Eucalyptus
account. So all the groups within the partition become Eucalyptus groups within that account. All the users of those
groups will become Eucalyptus users within that account and the corresponding Eucalyptus groups.

This section requires that you specify one partition at atime, using alist of JSON key-value pairs. For each entry,
the key is the account name to be mapped and the value is alist of names of LDAP/AD groups to be mapped into the
account. For example:

.......................................................................................................................

"sal esmarketing": ["sal es", "marketing"]
"devsupport": ["engi neering", "support"]

o

......................................................................................................................

Here salesmarketing and devsupport are names for the groups partition and are used as the corresponding Eucalyptus
account names.

Tip: If you use groups-partition, remove the accounting-groups section. These two sections are mutually exclusive.

groups
Thegr oups element specifies how to map LDAP/AD groups to Eucalyptus groups. It contains the elements listed in
the following table. The meanings are similar to those in accounting-groups el ement.

Element Description

base-dn The base DN for searching groups.

id-attribute The ID attribute name of the LDAP group.

member-attribute The name of the attribute for group members. Usualy, it
is member in modern LDAP implementation, which lists
full user DN.

selection The specific LDAP/AD groups you want to map to. This

contains the following elements:

« filter: The LDAP/AD searching filter used for the
LDAP/AD search to get the relevant LDAP/AD
entities, e.g. the users to be synchronized. (Example:
objectClass=groupOfNames). This element works the
same as the filter option that is found in Idapsearch,
therefore when doing more advanced searching using
compound filters, use boolean operators - AND (&),
OR (]), and/or NOT (!). (Example: ( &( ou=Sal es)
(obj ect A ass=gr oupOf Nanes))

e select: The LDAP/AD searching filter used for the
LDAP/AD search to get the relevant LDAP/AD
entities, e.g. the users to be synchronized. (Example:
objectClass=groupOfNames)

e not-select: Explicitly givesthe full DN of entities
NOT to be synchronized, in case this can not
be specified by the search filter. (Example:
cn=groupTolgnore,ou=Groups,dc=foo,dc=com)

users
Explicitly givesthe full DN of entities NOT to be synchronized, in case this can not be specified by the search filter.
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Element Description

base-dn The base DN for searching users.
id-attribute The attribute ID of the LDAP user.
selection The specific LDAP/AD users you want to map to. This

contains the following elements:

« filter: The LDAP/AD searching filter used for
the LDAP/AD search to get the relevant LDAP/
AD entities, e.g. the usersto be synchronized.
(Example: objectClass=organi zational Person).
This element works the same as the filter option
that is found in ldapsearch, therefore when
doing more advanced searching using compound
filters, use boolean operators - AND (&), OR (]),
and/or NOT (!). (Example: ( & ou=Sal es)
(obj ect A ass=organi zati onal Person)))

e select: Explicitly givesthe full DN of entities
to be synchronized, in case they can not be
specified by the search filter. (Example:
cn=userToSel ect,ou=Peopl e,dc=foo,dc=com)

e not-select: Explicitly givesthe full DN of entities
NOT to be synchronized, in case this can not
be specified by the search filter. (Example:
cn=userTolgnore,ou=Peopl e,dc=foo,dc=com)

Synchronization Process
This topic explains what happens to start the synchronization process and what the synchronization process does.

The synchronization always starts when the following happens:

* You manually upload a LDAP/AD Integration Configuration (L1C) file. Every new or updated LIC upload
triggers a new synchronization.

 |f the automatic synchronization is enabled, a synchronization is started when the timer goes off.

Note: Eucayptus does not allow concurrent synchronization. If you trigger synchronization more than once within a
short time period, Eucalyptus only alows the first one.

During a synchronization, everything specified by an LIC in the LDAP/AD tree will be downloaded into Eucalyptus
internal database. Each synchronization is a merging process of the information already in the database and the
information from LDAP/AD. There are three cases for each entity: user, group or account:

e |f anentity from LDAP/AD isnot in Eucalyptus, a new oneis created in the database.

« If anentity from LDAP/AD isaready in Eucalyptus, the Eucalyptus version is updated. For example, if auser’s
info attributes are changed, those changes are downloaded and updated.

e |If anentity in Eucalyptusis missing from LDAP/AD, it will be removed from the database if the clean-deletion
optionin LIC is set to true. Otherwise, it will be left in the database.

Important: If clean-deletion is set to true, the removed entities in Eucalyptus will be lost forever, along with
all its permissions and credentials. The resources associated with the entity will be left untouched. It is system
administrator’s job to recycle these resources.

Synchronize LDAP/AD
This topic describes the LDAP/AD syncronization process.

To start an LDAP/AD synchronization:

1. Create an LDAP/AD Integration Configuration (LIC) file to specify all the details about the LDAP/AD
synchronization. See Start aLIC File.
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2. Upload the LIC fileto Eucalyptus using euct | . See Upload aNew LIC File.

Start a LIC File
To start aLIC file perform the steps listed in this topic.

TheLICisafilein JSON format, specifying everything Eucalyptus needs to know about how to synchronize with
an LDAP or AD service. Eucalyptus provides aLIC template at ${ EUCALYPTUS} / usr / shar e/ eucal ypt us/
I'ic_tenpl at e. Thistemplate shows all the fields of the LIC, and provides detailed documentation and example
values for each field.

To start aLICfile:

Enter the following command:

____________________________________________________________________________________________________________________

The above command invokes the LIC tool to create atemplate LI1C and fill in the encrypted password for
authenticating to LDAP/AD service (i.e. the password of the administrative user for accessing the LDAP/AD
during synchronization). The LIC tool’s primary functions are to encrypt the LDAP/AD password and to generate
the starting L1C template. The usage of the LIC tool shows different ways to invoke the command.

Once you have the LI1C template, you can fill in the details by editingthe* . | i ¢ file using atext editor. Each top
level entity specifies one aspect of the LDAP/AD synchronization.

Upload a New LIC File

To upload anew LIC file perform the steps listed in this topic.

To upload anew LIC file:

Enter the following:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

This triggers a new synchronization using the uploaded LIC file.

Access Tasks

This section provides details about the tasks you perform using policies and identities. The tasks you can perform are
divided up into tasks for users, tasks for groups, and tasks for policies.

The following use cases detail work flows for common processes:

¢ Use Case: Create an Administrator
¢ UseCase: Create aUser

Y ou can perform the following access-related tasks listed in the following sections:
¢ Accounts:

e Add an Account
* Rename an Account
e List Accounts
« Delete an Account
e Groups:

» Create aGroup
e Add aGroup Policy

*  Modify aGroup
* AddaUser to aGroup
* Remove aUser from a Group

* List Groups
« List Policiesfor a Group

» DeleteaGroup
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e Users:

e AddaUser
e AddaUser to aGroup
» Createalogin Profile
*  Modify aUser
e ListUsers
 DeleteaUser

* Roles:

e Launch an Instance with a Role
« UseaRolewith an Instance Application

Note: To distinguish an IAM operation, run commands with --help and look for iam described in the --url option,
which indicatesthe IAM service that the command is talking to.

Use Case: Create an Administrator

This use case details tasks for creating an administrator. These tasks require that you have your account credentials
for sending requests to Eucalyptus using the command line interface (CLI) tools.

To create an administrator account, perform the tasks that follows.

Create an Admin Group

Eucalyptus recommends using account credentials as little as possible. Y ou can avoid using account credentials by
creating a group of users with administrative privileges.

1. Createagroup caledadm ni strators.

.

___________________________________________________________________________________________________________________

.

___________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Add a Policy to the Group
Add apolicy to the administrators group that allows its members to perform all actions in Eucalyptus.

Enter the following command to create apolicy called admi n- r oot that grants all actions on all resourcesto al
users in the administrators group:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Create an Administrative User
Create auser for day-to-day administrative work and add that user to the administrators group.

1. Eucayptus admin tools and Euca2ools commands need configuration from ~/ . euca. If the directory does not
yet exist, createit:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

e - wmeans output access keys and region information in a euca2ools.ini type configuration file.
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« -d DOWVAI Nisthe DNS domain to use for region information in configuration file output (default: based on
IAM URL).

* USERisthe name of the new admin user: alice.

* FI LE can be anything; we recommend a descriptive name that includes the user's name; for example,
alice.ini.

____________________________________________________________________________________________________________________

This creates a user admin file with aregion name that matches that of your cloud's DNS domain.
Add the new admin user to the administrators group.

____________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________

.

___________________________________________________________________________________________________________________

For more information on how to configure the default region and default users for aregion, see The global Section
and The region Section in the Euca2ools Guide.

Use Case: Create a User

This use case details tasks needed to create a user with limited access.

Create a Group

We recommend that you apply permissionsto groups, not users. In this example, we will create a group for users with
limited access.

1

Enter the following command to create a group for users who will be allowed create snapshots of volumesin
Eucalyptus.

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

"Action": [
"ec?2: Creat eSnapshot "

] L)
"Effect": "Alow',
"Resource": "*"

o

___________________________________________________________________________________________________________________

Save and close thefile.

Enter the following to add the new policy nameal | ow snapshot and the JSON policy file to the ebs-
backup group:

____________________________________________________________________________________________________________________

L

___________________________________________________________________________________________________________________

Create the User

Create the user for the group with limited access.

Enter the following command to create the user samin the group ebs- backup and generate anew key pair for
the user:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Eucalyptus responds with the access key 1D and the secret key, asin the following example:
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____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Accounts
Accounts are the primary unit for resource usage accounting. Each account is a separate name space and is identified
by its UUID (Universal Unique Identifier).

Tasks performed at the account level can only be done by the usersin the eucalyptus account.

Add an Account
To add an account perform the steps listed in this topic.

To add a new account:

Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________

-

Rename an Account
To rename an account perform the steps listed in this topic.

To change an account's name;

Enter the following command:

____________________________________________________________________________________________________________________

List Accounts
To list accounts perform the steps in this topic.

Usetheeuar e- account | i st command to list al the accountsin an account or to list all the userswith a
particular path prefix. The output lists the ARN for each resulting user.

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Delete an Account
To delete an account perform the steps listed in this topic.

Tip: If there are resources tied to the account that you delete, the resources remain. We recommend that you delete
these resources first.

Enter the following command:

___________________________________________________________________________________________________________________

-

____________________________________________________________________________________________________________________

Usethe-r optionsettot r ue to delete the account recursively. Y ou don't have to use this option if have already
deleted users, keys, and passwordsin this account.

Eucalyptus does not return any message.

Groups
Groups are used to share resource access authorizations among a set of users within an account. Users can belong to
multiple groups.

Important: A group in the context of accessis not the same as a security group.

This section details tasks that can be performed on groups.

Create a Group
To create a group perform the stepslisted in this topic.

CC-BY-SA, Eucalyptus Cloud



Eucalyptus | Manage Users and Groups | 31

Enter the following command:

____________________________________________________________________________________________________________________

Eucalyptus does not return anything.

Add a Group Policy
To add a group policy perform the steps listed in this topic.

Enter the following command:

___________________________________________________________________________________________________________________

-

‘euar e- groupaddpol i cy -g <group_nane> -p <policy nane> -e <effect> -a
: <actions> -0

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Modify a Group
To modify agroup perform the steps listed in this topic.

Modifying agroup is similar to a"move" operation. Whoever wants to modify the group must have permission to do
it on both sides of the move. That is, you need permission to remove the group from its current path or name, and put
that group in the new path or name.

For example, if agroup changes from one areain a company to another, you can change the group's path from/
area_abc/ to/ area_ef g/ . You need permission to remove the group from / ar ea_abc/ . You aso need
permission to put the group into / ar ea_ef g/ . This means you need permission to call Updat eG- oup on both
arn: aws:iam :123456789012: group/ area_abc/* andarn: aws: i am : 123456789012: gr oup/
area_efg/*.

1. Enter the following command to modify the group's name:

____________________________________________________________________________________________________________________

Eucalyptus does not return a message.
2. Enter the following command to modify a group's path:

____________________________________________________________________________________________________________________

Eucalyptus does not return a message.

Remove a User from a Group
To remove a user from a group perform the steps listed in this topic.

Enter the following command:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

List Groups
To list groups perform the steps listed in this topic.

Enter the following command:

___________________________________________________________________________________________________________________

-

____________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________

-

List Policies for a Group
To list policies for agroup perform the steps listed in this topic.
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Enter the following command:

___________________________________________________________________________________________________________________

-

Eucalyptusreturns alisting of all policies associated with the group.

Delete a Group
To delete a group perform the steps listed in this topic.

When you delete a group, you have to remove users from the group and delete any policies from the group. You
can do this with one command, using the euar e- gr oupdel command with the - r option. Or you can follow the
following steps to specify who and what you want to delete.

1. Individualy remove all users from the group.

____________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________

-

___________________________________________________________________________________________________________________

-

The group is now deleted.

Users

Users are subsets of accounts and are added to accounts by an appropriately credentialed administrator. While

the term user typicaly refersto a specific person, in Eucalyptus, auser is defined by a specific set of credentials
generated to enable access to a given account. Each set of user credentialsis valid for accessing only the account for
which they were created. Thus auser only has access to one account within a Eucalyptus system. If an individual
person wishes to have access to more than one account within a Eucalyptus system, a separate set of credentials
must be generated (in effect a new ‘user’) for each account (though the same username and password can be used for
different accounts).

When you need to add a new user to your Eucalyptus cloud, you'll go through the following process:

1 Create a user

2 Add user to agroup

3 Give user alogin profile
Add a User

To add a user, perform the stepsin this topic.

Enter the following command

____________________________________________________________________________________________________________________

Eucalyptus does not return a response.

Tip: If youincludethe - v parameter, Eucalyptus returns a response that includes the user's ARN and GUID.

Add a User to a Group
To add a user to agroup perform the steps listed in this topic.

Enter the following command:

___________________________________________________________________________________________________________________

-

Create a Login Profile
To create alogin profile, perform the tasks in this topic.
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Enter the following command:

____________________________________________________________________________________________________________________

Eucalyptus does not return a response.

Generating User Credentials

Thefirst time you get credentialsusing theeval " cl cadm n- assunme- system credenti al s> command,
anew secret access key is generated. On each subsequent request to get credentials, an existing active secret key is
returned. Y ou can also generate new keys using the euar e- user addkey command.

Tip: Each request to get a user's credentials generates anew pair of a private key and X.509 certificate..

» To generate a new key for a user by an account administrator, enter the following

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

Uploading a Certificate
To upload a certificate provided by a user:

Enter the following command:

____________________________________________________________________________________________________________________

Modify a User
Modifying auser is similar to a"move" operation. To modify auser, you need permission to remove the user from the
current path or name, and put that user in the new path or name.

For example, if auser changes from one team in a company to another, you can change the user's path from /

t eam abc/ to/t eam ef g/ . You heed permission to remove the user from/t eam abc/ . You aso need
permission to put the user into / t eam ef g/ . This means you need permission to call UpdateUser on both
arn: aws:iam :123456789012: user/team abc/* andar n: aws: i am : 123456789012: user/
team ef g/ *.

To rename a user:

1. Enter the following command to rename a user:

____________________________________________________________________________________________________________________

Eucalyptus does not return a message.
2. Enter the following command:

____________________________________________________________________________________________________________________

Eucalyptus does not return a message.

List Users
To list users within a path, perform the stepsin thistopic.

Usetheeuar e- user | i st bypat h command tolist all the usersin an account or to list al the userswith a
particular path prefix. The output lists the ARN for each resulting user.

_______________________________________________________________________________________________________________________

_______________________________________________________________________________________________________________________

Delete a User
To delete a user, perform the tasks in thistopic.

Enter the following command

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________
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Eucalyptus does not return a response.

Roles

A roleis amechanism that allows applications to request temporary security credentials on a user or application's
behalf.

Note: Eucalyptus roles are managed through the Eucalyptus Euare service, which is compatible with Amazon's
I dentity and Access Management service. For more information on IAM and roles, see the Amazon IAM User Guide.

The suite of AssumeRoles gives you the ability to delegate users certain access to Eucalyptus cloud resources by
allowing them to assume certain roles.

Launch an Instance with a Role

To create arole for a Eucalyptus instance, you must first create atrust policy that you can use for it.
Create Trust Policy

Y ou can create trust policiesin two ways:

+ afilemethod
* acommand line method

Create trust policy using a file
1. Create atrust policy file with the contents below and saveitin atext filecalledr ol e-t rust - pol i cy. j son:

____________________________________________________________________________________________________________________

"Version": "2012-10-17",
"Statenent": |

"Effect": "Alow',
"Principal": { "Service": "ec2.amazonaws. coni'},
"Action": "sts:AssuneRol e"

____________________________________________________________________________________________________________________

2. Createtheroleusing theeuar e- r ol ecr eat e command, specifying the trust policy file that was previously
created:

i# euare-rol ecreate --rol e-nane describe-instances -f role-trust-policy.json
# euare-rolelistbypath
arn: aws: i am : 408396244283: rol e/ descri be-i nst ances

____________________________________________________________________________________________________________________

3. Proceed with applying an access policy to arole.

Create trust policy using the command line
The other way to create theroleis to use the command line options to specify the trust policy:

1. Issuethe following string on the command line;

____________________________________________________________________________________________________________________

# euare-rol ecreate --rol e-name describe-instances --service http://
cconput e. acne. eucal ypt us- syst ens. com 8773/

# euare-rol elistbypath

arn: aws: i am : 408396244283: r ol e/ descri be-i nstances

____________________________________________________________________________________________________________________

2. Proceed with applying an access policy to arole.
Create and apply an access policy to arole

1. Createapolicy and saveitin atext filewitha. j son extension. The following example shows a policy that
allows listing the contents of an S3 bucket called "mybucket":
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"Statenent": [

"Action": [
"s3: Li st Bucket "
]

"Effect”: "Allow',
"Resource": "arn:aws:s3:::mybucket"

©

___________________________________________________________________________________________________________________

Note: For more information on policies, see Policy Overview.

2. Apply the access policy to therole using the euar e- r ol eupl oadpol i cy command, passing in the filename
of the policy you created in the previous step:

euar e-rol eupl oadpolicy --role-nanme nytestrole --policy-nanme s3-1ist-bucket
--policy-docunent ny-test-policy.json

Use a Role with an Instance Application

Y ou can use the AWS Java SDK to programmatically perform |AM role-related operations in your Eucalyptus
cloud. This example shows how to use the AWS SDK to retrieve the credentials for the IAM role associated with the
Eucalyptus instance.

1. Thefollowing program lists the contents of the bucket "my-test-bucket" using the credentials stored in the Java
system properties:

import com amazonaws. aut h. *;

import com amazonaws. AmazonC i ent Excepti on;

inmport com amazonaws. AmazonSer vi ceExcepti on;

i mport com amazonaws. aut h. AWSCr edent i al sProvi der;

inmport com amazonaws. aut h. Cl asspat hProperti esFil eCredenti al sProvi der;
i nmport com anmzonaws. servi ces. ec2. AmazonEC2;

inport com amazonaws. servi ces. ec2. AmazonEC2C i ent ;

inmport com anazonaws. servi ces. s3. *;

ii nmport com amazonaws. servi ces. s3. nodel . *;

public class MyTestApp {

stati ¢ AmazonEC2 ec?;
stati ¢ AmazonS3 s3;

private static void init() throws Exception {

. AWECr edent i al sProvi der credentials = new
 Cl asspat hPropertiesFil eCredenti al sProvi der();

s3 = new AmazonS3Cd i ent (credenti al s);
s3. set Endpoi nt ("http://128.0.0. 1: 8773/ servi ces/ VWl rus");

public static void main(String[] args) throws Exception {
init();
try {

String bucket Name = "ny-test-bucket"”;

System out. println("Listing bucket " + bucketName + ":");
; Li st Obj ect sRequest |i st Obj ect sRequest = new
. Li st Obj ect sRequest (bucket Nane, "", "", "", 200);
: Obj ect Li sting bucket Li st ;

do {
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bucket Li st = s3.1istObjects(listObjectsRequest);
for (S3MhjectSummary objectlnfo
bucket Li st. get Cbj ect Summaries()) {

System out. println(" + obj ectInfo.getKey() + " " +
"(size =" + objectlnfo.getSize() +
")

}
| i st Obj ect sRequest . set Mar ker (bucket Li st. get Next Marker ());
} while (bucketlList.isTruncated());

} catch (AmazonServi ceException eucaServi ceException ) {
; System out. println("Exception: " +
. eucaServi ceExcepti on. get Message()) ;
. Systemout. println("Status Code: " +
. eucaServi ceException. get St at usCode() ) ;
Systemout.println("Error Code: " +
+ eucaSer vi ceException. get Error Code()) ;
Systemout. println("Request ID " +
. eucaServi ceException. get Request1d());
} catch (Amazond i ent Excepti on eucad i ent Exception) {

Systemout. println("Error Message: " +
: eucad i ent Excepti on. get Message()) ;
}
System out . println("===== FI Nl SHED =====");

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

. - precise-server- cloudlng amd64- vl i nuz-vi rtual . mani f est . xn (size = 3553)5
. - precise-server-cloudi ng-amd64-vn i nuz-virtual .part.0 (size = 4904032)

- precise-server-cloudi ng- and64. i ng. mani fest.xm  (size = 7014)

. - precise-server-cloudi ng-and64.ing.part.0 (size = 10485760)

. - precise-server-cloudi ng-and64.ing. part.1 (size = 10485760)

- precise-server-cloudi ng-and64. i ng. part. 10 (size = 10485760)
. - precise-server-clouding-and64.ing. part.11 (size = 10485760)
. - precise-server-cloudi ng-anmd64. i ng. part.12 (size = 10485760)
+ - precise-server-cloudi ng-and64.ing. part.13 (size = 10485760)
. - precise-server-cloudi ng-and64.ing. part.14 (size = 10485760)
: - precise-server-cloudi ng-and64.ing. part.15 (size = 10485760)
+ - precise-server-cloudi ng-and64.ing.part.16 (size = 10485760)
. - precise-server-cloudi ng-and64.ing. part.17 (size = 10485760)
© - precise-server-cloudi ng-and64.ing. part. 18 (size = 10485760)
. - precise-server-cloudi ng-and64. i ng. part.19 (size = 10485760)

- preci se-server-cl oudi ng-and64. i ng. part.2 (size = 10485760)

' - precise-server-cl oudi ng-and64. i ng. part.20 (size = 10485760)
. - precise-server-clouding-and64.ing. part.21 (size = 10485760)
. - precise-server-cloudi ng-and64.ing. part.22 (size = 2570400)
+ - precise-server-cloudi ng-and64.inyg. part.3 (size = 10485760)
. - precise-server-cloudi ng-and64.ing. part.4 (size = 10485760)
' - precise-server-cloudi ng-and64.ing. part.5 (size = 10485760)
- precise-server-cloudi ng-and64.iny. part.6 (size = 10485760)
. - precise-server-cloudi ng-and64.ing.part.7 (size = 10485760)
. - precise-server-cloudi ng-and64.ing. part.8 (size = 10485760)
+ - preci se-server-cloudi ng-and64. i ng. part.9 (size = 10485760)

E::::: FI Nl SHED =====

____________________________________________________________________________________________________________________

The problem with this approach is that the credentials are hardcoded into the application - this makes them less
secure, and makes the application more difficult to maintain. Using IAM roles is a more secure and easier way to
manage credentials for applications that run on Eucalyptus cloud instances.
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2. Create arole with apolicy that allows an instance to list the contents of a specific bucket, and then launch an
instance with that role (for an example, see Launch an Instance with a Role. An example policy that allows listing
of aspecific bucket will ook similar to the following:

____________________________________________________________________________________________________________________

"Action": [
"s3: Li st Bucket "
]

"iEffect": "All ow',
"Resource": "arn:aws:s3:::my-test-bucket"

____________________________________________________________________________________________________________________

3. Thefollowing line of code retrieves the credentials that are stored in the application's credentials profile;

AWSCr edent i al sProvi der credentials = new
Cl asspat hProperti esFil eCredenti al sProvi der();

To use the role-based credentials associated with the instance, replace that line of code with the following:

AWSCr edent i al sProvi der credentials = new
I nstanceProfil eCredenti al sProvider();

The program now looks like this:

inport com amazonaws. aut h. *;

inmport com amazonaws. AmazonCl i ent Excepti on;

inport com amazonaws. AmazonSer vi ceExcepti on;

inport com amazonaws. aut h. AWSCr edent i al sProvi der;

import com amazonaws. aut h. Cl asspat hProperti esFil eCredenti al sProvi der;
inport com amazonaws. servi ces. ec2. AmtazonEC2;

import com amazonaws. servi ces. ec2. AmazonEC2d i ent ;

i mport com amazonaws. servi ces. s3. *;

inport com amazonaws. servi ces. s3. nodel . *;

ipubl ic class MyTest App {

stati c AnazonEC2 ec2;
stati c AnazonS3 s3;

private static void init() throws Exception {

: AWSCr edent i al sProvi der credentials = new
. I nstanceProfil eCredential sProvider();

s3 = new AmazonS3d i ent (credenti al s);
s3. set Endpoi nt ("http://128.0.0. 1: 8773/ servi ces/ Wal rus");

public static void main(String[] args) throws Exception {
init();
try {
String bucket Name = "ny-test-bucket"”;
Systemout. println("Listing bucket " + bucketNanme + ":");
: Li st Obj ect sRequest |i st Obj ect sRequest = new
. Li st Obj ect sRequest (bucket Nare, """, "", "", 200);

bj ect Li sting bucketlList;
do {
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bucket Li st = s3.1istObjects(listObjectsRequest);
for (S3MhjectSummary objectinfo :
bucket Li st. get Cbj ect Summaries()) {

Systemout. println(" - + obj ectInfo.getKey() + " " +
"(size =" + objectlnfo.getSize() +
")

}
| i st Obj ect sRequest . set Mar ker (bucket Li st. get Next Marker ());
} while (bucketlList.isTruncated());

} catch (AmazonServi ceException eucaServi ceException ) {
; System out. println("Exception: " +
. eucaServi ceExcepti on. get Message()) ;
. Systemout. println("Status Code: " +
. eucaSer vi ceExcepti on. get St at usCode() ) ;
: Systemout.println("Error Code: " +
' eucaSer vi ceExcept i on. get Error Code()) ;
; Systemout. println("Request ID " +
. eucaServi ceException. get Request1d());
: } catch (Amazond i ent Excepti on eucad i ent Exception) {

: Systemout. println("Error Message: " +
: eucad i ent Excepti on. get Message());

}

System out . println("===== FI Nl SHED =====");

¢

___________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

When the application is running on an instance that was launched with the role you created, the credentials for the
role assigned to the instance will be retrieved from the Instance M etadata Service.

Assume a Role

A roleisassigned a specific set of tasks and permissions. Users may assume a different role than the one they have
in order to perform a different set of tasks. For example, the primary administrator is unavailable and the backup
administrator is asked to assume the role of the primary administrator during his or her absence.

A few points to consider before assuming arole:

e A rolemust first be set up by an administrator.
* Youmustloginasan|AM user, not as an account root User.

« Once you assume another role, you temporarily give up your existing user permissions and assume the
permissions of your new role.

« When you are no longer assuming another role, your usual user permissions are automatically restored.
Create Role

The scenario described in this section outlines the procedure for creating arole in order to delegate permissions to an
IAM user.

Create arole that allows users of an account to manage keypairs. Management of keypairs include the following EC2

actions:

e CreateKeyPair

» DeleteKeyPair

» DescribeKeyPairs

e ImportKeyPair

1. Create arole for managing keypairs for the account. In this example, the admin user of 'devops account
(001827830003) is creating the role:
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____________________________________________________________________________________________________________________

{
. "Version": "2012-10-17",

' "Statement": [{

+ "Effect": "Alow',

»"Principal": {"AWS': "arn:aws:iam:001827830003:root"},
* "Action": "sts:AssuneRol e"

]
}

i# euare-rol ecreate -f devops-rol e-trustpolicy.json devops-ec2-keypair-nmgnt-

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

"Version": "2012-10-17",
"Statenent": |
{
"Sid": "Stnt 1445362739663",
"Action": [
"ec2: Creat eKeyPair",
"ec2: Del et eKeyPair",
"ec2: Descri beKeyPairs",
"ec2: | nport KeyPair"
] L]
"Effect": "Alow',
"Resource": "*"
, }
]
5}

i# euar e-rol eupl oadpolicy --policy-nane ec2-keypair-actions --policy-docunent
. keypai r-mgnt - policy.json devops-ec2-keypair-ngnt-role --regi on devops- ;
admi n@ ut ur e

____________________________________________________________________________________________________________________

3. Now that the role has been created, follow the AWS IAM best practice of using groups to assign permission to
IAM users and attach an lAM access policy to the group to alow any members (example shows 'user01' user) to
assume the 'devops-ec2-keypair-mgmt-rol€ role:

____________________________________________________________________________________________________________________

# euar e- groupadduser -u user0l -g Key-Managers --region devops-admi n@ uture
# cat devops-keypair-ngnt-assunme-rol e-policy.json

{

. "Version": "2012-10-17",

s "Statement": [{

+ "Effect": "Alow',

» "Action": "sts:AssuneRol e",

 "Resource": "arn:aws:iam :001827830003: rol e/ devops- ec2- keypai r- mgnt - r ol e"

E}}]
i# euar e- gr oupupl oadpol i cy -p keypair-ngmt-rol e-perm-f devops-keypair-ngnt -

4. Now that members can assume the 'devops-ec2-keypair-mgmt-rol€' role, run the following command to list al
keypairs under the account:

____________________________________________________________________________________________________________________

. devops-user01@uture’

# euca-descri be-keypairs --region @uture

KEYPAI R devops-admn n

: 9e: la: bc:ac: 98: bl: 97: 7c: 65: b0: b3: 7c: 96: f 5: d5: 7b: al: 3e: 36: a6 :

5. When done assuming the role, the role must be released using euar e- r el easer ol e:
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____________________________________________________________________________________________________________________

For information about Euca2ools IAM commands, see | AM-Compatible Commands.

Delegate Access Across Your Accounts Using Roles
A role can be used to delegate access to resources that are in different accounts that you own.

Using roles to access resources across different accounts allows users to assume arole that can access all the
resources in in different acccounts, rather than having userslog into different accounts to achieve the same resuilt.
Using Roles to Access Resources in Another Account

The scenario described in this section outlines the procedure for a user in Account B to create arole that provides
access to a particular OSGObject Storage Gateway (OSG) bucket owned by Account B, which can be assumed by
user in Account A.

1. Using s3cmd, list bucket that will be shared through role:

____________________________________________________________________________________________________________________

2014-12-01 22: 34 188563920 s3:// nongodb- snapshot s/ nongodb- backup-
monday. i ng. xz
2014-12-02 13: 34 188564068 s3:// mongodb- snapshot s/ nrongodb- backup-

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

{
. "Version": "2012-10-17",
"Statenent": [{

"Effect": "Alow',

"Principal": {"AW5": "arn:aws:iam:290122656840: user/user01"},
; "Action": "sts:AssuneRol e"
1]
}

# euare-rol ecreate --rol e-nanme cross-bucket-access-nongodb-|ogs --policy-

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

{
. "Version": "2012-10-17",
"Statenent": |

"Effect": "Allow',
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::nongodb-snapshot s"

"Effect": "Allow',
"Action": [
"s3: Get Obj ect ",
"s3: Put bj ect ",
"s3: Del etehj ect”

!
}
]

Resource": "arn: aws: s3:::nongodb- snapshots/*"

}

# euar e-rol eupl oadpol i cy --rol e-name cross-bucket - access- mongodb- | ogs - -
pol i cy-docunent acct B- nongodb- snapshot s- bucket - access-policy.json --policy-

____________________________________________________________________________________________________________________
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4. Upload IAM access policy to Group (e.g. Testers) associated with user in Account A to allow for Rolein Account
B to be assumed. For more information, go to Amazon Web Services IAM Best Practices.

____________________________________________________________________________________________________________________

"Statenent": |

{
"Sid': "Stnt1417531456446",

"Action": [
"sts: AssuneRol e"

]a
"Effect": "Alow',

: "Resource": "arn:aws:iam:325271821652: rol e/ cross-bucket - access-
nongodb- | ogs"

L]
4

i# euar e- groupupl oadpol i cy --policy-name nongodb-bucket -access-role --group-

____________________________________________________________________________________________________________________

5. The example below demonstrates how to use a python script leveraging the boto library. Another way to assume
thisroleisto run the Euca2ools command, euar e- assumner ol e, using the AccountA/userO1 credentials. For
more information regarding assuming arole, see an example from the Assume a Role section. The script below
performs the following actions:

» Accesses STSto get temporary access key, secret key and token
» List contents of bucket "mongodb-snapshots®

____________________________________________________________________________________________________________________

i#! / bi n/ env pyt hon

inport boto
fromboto.sts inport STSConnecti on

from bot 0. s3. connection inport S3Connection

from bot 0. s3. connection inport OrdinaryCallingFormat

if __name__ == mai n

; Assum ng ' cross-bucket - access- nongodb-1 ogs' role by AccountA, User01
: user
; STSConnect i on. Def aul t Regi onEndpoi nt = "t okens. future. euca-
‘hasp. cs. prc. eucal ypt us-syst ens. cont
: sts_connection = STSConnecti on(aws_access_key_ i d="<Account A User 01
+ Access Key | D>",

aws_secret _access_key="<Account A User 01 Secret Key>",

i s_secure=Fal se, port="8773")

assunedRol eCbj ect = sts_connecti on. assune_rol g(

rol e _arn="arn: aws:iam : 325271821652: rol e/ cr oss- bucket - access- nongodb-
1 ogs”,

rol e_sessi on_nane="Acct AUser 01MbngoDBBucket Access")

s3 =

SSOonnectl on(aws_access_key i d=assunedRol e(bj ect. credenti al s. access_key,
aws_secret _access_key=assunedRol eObj ect. credenti al s. secret_key,
security_t oken=assunedRol eObj ect . credenti al s. sessi on_t oken,
host =" obj ect st or age. f ut ur e. euca- hasp. cs. prc. eucal ypt us-syst ens. cont',
i s_secure=Fal se, port=8773, calling_format=0CdinaryCallingFormat())

bucket nane = "nobngodb- snapshot s"
bucket = s3. 1 ookup(bucket nane)
i f bucket:

print "Bucket Information [%]:" % bucket_ nane
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T e T
for key in bucket:
print "\t" + key.nane
el se:
print "Bucket is not avail abl e:

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________

For information about Euca2ools IAM commands, see | AM-Compatible Commands.
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IAM Guide History

This section contains information about changes to the IAM documentation in this release.

Section / Topic Description of Change Date Changed
LDAP Minor updates. September 2016
Manage Users/ Access Tasks/ Updates and clarifications regarding | August 2016
Credentials users credentials.
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